Communication Theory of Sectecy Systems

By C. E. SHANNON

1 INTRODUCTION AND SUMMARY

Theproblemsof cryptographyandsecreg systemsurnishaninterestingap-
plicationof communicatiortheory'. In this paperatheoryof secrey systems
is developed.The approachs on a theoreticallevel andis intendedto com-
plementthe treatmentfound in standardworks on cryptography. There,a
detailedstudyis madeof the mary standardypesof codesandciphers,and
of the waysof breakingthem.We will be more concernedvith the general
mathematicastructureandpropertieof secreg systems.

The treatmentis limited in certainways. First, there are three general
typesof secreg system:(1) concealmensystemsjncluding suchmethods
asinvisible ink, concealinga messagén aninnocenttext, or in a fake cov-
ering cryptogram,or other methodsin which the existenceof the message
is concealedrom the enemy;(2) privacy systemsfor examplespeechin-
version,in which specialequipments requiredto recover the message(3)
“true” secreg systemswherethe meaningof the messages concealedy
cipher code,etc.,althoughits existenceis not hidden,andthe enemyis as-
sumedto have ary specialequipmeninecessaryo interceptandrecordthe
transmittedsignal.We consideronly thethird type—concealmergystemare
primarily a psychologicaproblem,andprivacy systemsatechnologicabne.

Secondly the treatmentis limited to the caseof discreteinformation
wherethe messageo be encipherectonsistsof a sequencef discretesym-
bols, eachchosenfrom a nite set.Thesesymbolsmay be lettersin a lan-
guage,words of a languageamplitudelevels of a “quantized” speechor
video signal, etc., but the main emphasisandthinking hasbeenconcerned
with the caseof letters.

Thepapers dividedinto threeparts.Themainresultswill now bebrie y
summarizedThe rst part dealswith the basic mathematicaktructureof
secreg systemsAs in communicatiortheoryalanguages consideredo be
representedby a stochastigprocesswhich producesa discretesequencef

? Thematerialin this paperappearedn a con®dentiareport¥A MathematicalTheoryof Cryptogra-
phy°datedSept.1,1946,which hasnow beendeclassi®ed.

1 ShannonC.E., A Mathematicallheoryof Communicatio®,Bell SystemTechnicalJournal July
1948,p.623.

2 See for example,H. F. Gaines2ElementanCryptanalysi$,or M. Givierge,2Coursde Cryptogra-
phie?



symbolsin accordancevith somesystemof probabilities.Associatedwith

a languagethereis a certainparameteD which we call the redundang of

thelanguageD measuresn a sensehow muchatext in the languagecan
be reducedn lengthwithout losing ary information.As a simple example,
sinceu alwaysfollows q in Englishwords, the u may be omitted without
loss. Considerablaeductionsare possiblein English due to the statistical
structureof thelanguagethehigh frequencie®f certainlettersor words,etc.
Redundangis of centralimportancen the studyof secreg systems.

A secreg systemis de ned abstractlyasa setof transformation®f one
space(the setof possiblemessageshto a secondspace(the setof possible
cryptograms)Eachparticulartransformatiorof the setcorresponds$o enci-
pheringwith a particularkey. The transformationsare supposedeversible
(non-singularksothatuniquedecipherings possiblewhenthekey is known.

Eachkey andthereforeeachtransformations assumedo haveana priori
probabilityassociateaith it—the probabilityof choosinghatkey. Similarly
eachpossiblemessagés assumedo have anassociatee priori probability,
determinedyy the underlyingstochastiqrocessTheseprobabilitiesfor the
variouskeys and messagesire actually the enemycryptanalyst a priori
probabilitiesfor thechoicesn questionandrepresenhisa priori knowledge
of the situation.

To usethe systema key is rst selectedandsentto the receving point.
The choiceof a key determinesa particulartransformationn the setform-
ing the system.Thena messagés selectecandthe particulartransformation
correspondingo the selecteckey appliedto this messagéo producea cryp-
togram.This cryptogramis transmittedto the receving point by a channel
and may be interceptedby the “enemy’.” At the receving endthe inverse
of the particulartransformatioris appliedto the cryptogramto recover the
original message.

If theenemyinterceptgshecryptogramhecancalculatefrom it thea pos-
teriori probabilitiesof the variouspossiblemessageandkeys which might
have producedhis cryptogram.This setof a posteriori probabilitiesconsti-
tuteshis knowledgeof the key andmessageafterthe interception."Knowl-
edge”is thusidenti ed with a setof propositionshaving associategroba-
bilities. The calculationof the a posteriori probabilitiesis the generalized
problemof cryptanalysis.

As anexampleof thesenotions,in a simplesubstitutioncipherwith ran-
domkey thereare26!transformationsgorrespondingo the 26! wayswe can
substitutefor 26 differentletters.Theseareall equallylikely andeachthere-
fore hasan a priori probability % If this is appliedto “normal English”

? Theword2enemy stemmingfrom military applicationsjs commonlyusedin cryptographiavork
to denotearyonewho mayintercepta cryptogram.
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the cryptanalysbeingassumedo have no knowledgeof the messagesource
otherthanthatit is producingEnglishtext, the a priori probabilitiesof var
lous messagesf N lettersare merely their relative frequenciesn normal
Englishtext.

If theenemyinterceptaN lettersof cryptogramsn this systemhis prob-
abilitieschangelf N is largeenough(say50 letters)thereis usuallyasingle
messagef a posterioriprobability nearlyunity, while all othershave a total
probability nearlyzero.Thusthereis anessentiallyunique“solution” to the
cryptogram.For N smaller(sayN = 15) therewill usuallybe mary mes-
sagesandkeys of comparablgrobability, with no singleonenearlyunity. In
this casetherearemultiple “solutions” to the cryptogram.

Consideringa secreg systemto be representedh this way, asa setof
transformationf one setof elementsinto anothey there are two natural
combiningoperationsvhich produceathird systemfrom two givensystems.
The rst combiningoperations calledtheproductoperatiorandcorresponds
to encipheringhe messagavith the rst secreg systemR andenciphering
the resulting cryptogramwith the secondsystemsS, the keys for R and S
beingchosenindependentlyThis total operationis a secreg systemwhose
transformationsconsistof all the products(in the usualsenseof products
of transformationspf transformationsn S with transformationsn R. The
probabilitiesarethe productsof the probabilitiesfor thetwo transformations.

The secondcombiningoperationis “weightedaddition’

T=pR+qgs p+qg=1

It corresponds$o makinga preliminarychoiceasto whethersystemR or S
is to be usedwith probabilitiesp andq, respectrely. Whenthisis doneR or
S is usedasoriginally de ned.

It is shawvn that secreg systemswith thesetwo combiningoperations
form essentiallya “linear associatie algebra”with a unit elementan alge-
braicvarietythathasbeenextensiely studiedby mathematicians.

Amongthe mary possiblesecreg systemshereis onetype with mary
specialpropertiesThis typewe call a“pure” systemA systemis pureif all
keys areequallylikely andif for ary threetransformationd’; T;; Ty in the
settheproduct

TiT, ‘T
is alsoa transformatiorin the set. Thatis, encipheringdecipheringanden-
cipheringwith ary threekeys mustbe equialentto encipheringwith some
key.

With a purecipherit is shavn thatall keys are essentiallyequivalent—
they all leadto the samesetof a posterioriprobabilities Furthermorewhen
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a givencryptogramis interceptedhereis a setof messagethat might have
produceahis cryptogram(a “residueclass”)andthe a posteriori probabili-
tiesof messagén this classareproportionalto thea priori probabilities.All
theinformationthe enemyhasobtainedby interceptingthe cryptogramis a
speci cationof theresidueclass.Many of thecommonciphersarepuresys-
tems,including simplesubstitutionwith randomkey. In this casetheresidue
classconsistof all messagewith thesamepatternof letterrepetitionsasthe
interceptectryptogram.

Two systemsR andS arede ned to be “similar” if thereexistsa x ed
transformatiom with aninverse A 1, suchthat

R = AS:

If R andS aresimilar, a one-to-onecorrespondencbetweenthe resulting
cryptogramsanbesetup leadingto the samea posterioriprobabilities.The
two systemsarecryptanalyticallythe same.

The secondpart of the paperdealswith the problemof “theoreticalse-
creg/”. How secureis a systemagainstcryptanalysisvhenthe enemyhas
unlimited time andmanpaver availablefor the analysisof intercepteccryp-
tograms?The problemis closelyrelatedto questionsof communicationn
the presencef noise,andthe conceptof entropy and equivocationdevel-
opedfor the communicatiorproblem nd adirectapplicationin this part of
cryptography

“PerfectSecreg” is de ned by requiringof a systemthat after a cryp-
togramis interceptedy theenemythea posterioriprobabilitiesof this cryp-
togramrepresentingariousmessagebe identically the sameasthe a pri-
ori probabilitiesof the samemessagebeforethe interception.lt is shovn
thatperfectsecrey is possiblebut requires|f the numberof messages -
nite, the samenumberof possiblekeys. If the messagés thoughtof asbeing
constantlygeneratedat a given “rate” R (to be de ned later), key mustbe
generatectthe sameor agreaterrate.

If asecreyg systemwith a nite key is used,andN lettersof cryptogram
interceptedtherewill be,for the enemy a certainsetof messagewith cer
tain probabilitiesthat this cryptogramcould representAs N increaseshe
eld usually narrovs down until eventuallythereis a unique*“solution” to
thecryptogrampnemessageavith probabilityessentiallyunity while all oth-
ersarepracticallyzero.A quantityH (N) is de ned, calledtheequivocation,
which measuresn a statisticalway how nearthe averagecryptogramof N
lettersis to a uniquesolution;thatis, how uncertainthe enemyis of the orig-
inal messagafterinterceptinga cryptogramof N letters.Variousproperties
of the equivocationare deduced—forexample,the equivocationof the key
neverincreasesvith increasingN . This equivocationis atheoreticakecreyg
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index—theoreticalin thatit allows the enemyunlimitedtime to analysethe
cryptogram.

ThefunctionH (N) for a certainidealizedtype of ciphercalledthe ran-
dom cipheris determinedWith certainmodi cations this function can be
appliedto mary casesof practicalinterest.This givesa way of calculating
approximatelyhow muchinterceptednaterialis requiredto obtainasolution
to asecrey systemlt appeargrom thisanalysighatwith ordinarylanguages
andthe usualtypesof ciphers(not codes)this “unicity distance’is approxi-
mately™®) HereH (K ) is anumbemeasuringhe“size” of thekey space.
If all keysarea priori equallylikely H (K) is thelogarithmof the numberof
possiblekeys. D is theredundang of thelanguageandmeasuretheamount
of “statistical constraint”’imposedby the languageln simple substitution
with randomkey H (K ') is log ;,26!or about20andD (in decimaldigits per
letter)is about:7 for English. Thusunicity occursatabout30 letters.

It is possibleto constructsecrey systemswith a nite key for certain
“languages’in which the equivocationdoesnot approactzeroasN!1 . In
this case,no matterhow muchmaterialis interceptedthe enemystill does
notobtaina uniquesolutionto thecipherbutis left with mary alternatvesall
of reasonabl@robability Suchsystemswe call ideal systemsit is possible
in ary languageto approximatesuchbehaior—i.e., to make the approach
to zeroof H(N) recedeout to arbitrarily large N. However, suchsystems
have a numberof dravbacks,suchascompleity andsensitvity to errorsin
transmissiorof the cryptogram.

The third part of the paperis concernedwith “practical secreg”. Two
systemswith thesamekey sizemaybothbeuniquelysolvablewhenN letters
have beeninterceptedput differ greatlyin the amountof labor requiredto
effect this solution.An analysisof the basicweaknessesf secreg systems
is made.This leadsto methoddor constructingsystemswvhichwill requirea
large amountof work to solve. Finally, a certainincompatibility amongthe
variousdesirablegualitiesof secreg systemss discussed.

PART |
MATHEMATICAL STRUCTUREOF SECRECYSYSTEMS

2 SECRECY SYSTEMS

As a rst stepin themathematicaanalysisof cryptographyit is necessaryo
idealizethe situationsuitably andto de ne in a mathematicallyacceptable
way whatwe shall meanby a secreg system.A “schematic’diagramof a
generalsecreg systemis shavn in Fig. 1. At the transmittingendthereare
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two informationsources—anessagsourceandakey sourceThekey source
produces particularkey from amongthosewhicharepossiblen thesystem.
This key is transmittedoy somemeanssupposediynotinterceptible for ex-
ampleby messengeto the receving end. The messagesourceproducesa
messagéthe “clear”) whichis encipheredndthe resultingcryptogramsent
to thereceving endby a possiblyinterceptiblemeansfor exampleradio. At
thereceving endthe cryptogramandkey arecombinedin the deciphereto
recoverthemessage.

ENEMY
CRYPTANALYST

E

MESSAGE | MESSAGE |ENCIPHERER| CRYPTOGRAM DECIPHERER | MESSAGE
SOURCE M Ty E E T M

KEY

KEY K

KEY
SOURCE

Fig. 1. Schematicof a generalsececysystem

Evidentlytheenciphereperformsafunctionaloperationlf M isthemes-
sageK thekey, andE theencipherednessageyr cryptogramwe have

E=1f(M;K)
thatis E is functionof M andK . It is preferabldo think of this, however, not

asa function of two variablesbut asa (oneparameterfamily of operations
or transformationsandto write it

E=TM:
The transformationT; appliedto messagéM producescryptogramk. The
index i correspondso the particularkey beingused.

We will assumein generalthatthereareonly a nite numberof possible
keys, and that eachhas an associategrobability p;. Thus the key source
is representedy a statisticalprocessor device which choosesone from
the set of transformationsTy; To; Ty, with the respectie probabilities
P1; P2, ; Pm- Similarly wewill generallyassume nite numberof possible
messagebl;; M,; ;M with associate priori probabilitiesty; p; ;G-
Thepossiblemessagedpr example,might bethe possiblesequencesf En-
glish lettersall of length N, and the associategrobabilitiesare then the
relative frequencie®f occurrencef thesesequences normalEnglishtext.
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At the receving endit mustbe possibleto recorer M, knowing E and
K . Thusthetransformationd; in thefamily musthave uniqueinversesT; *
suchthatT;T; * = I, theidentity transformationThus:

M =T 'E:

At ary ratethis inversemustexist uniquely for every E which canbe ob-
tainedfrom an M with key i. Hencewe arrive at the de nition: A secreyg
systemis a family of uniquelyreversibletransformationd; of a setof pos-
sible messagemto a setof cryptogramsthe transformationT; having an
associateghrobability p;. Converselyary setof entitiesof this type will be
calleda “secregy system”.The setof possiblemessageswvill be called,for
cornvenience the “messagespace”andthe setof possiblecryptogramshe
“cryptogramspace”.

Two secreg systemswill be the sameif they consistof the samesetof
transformationd;, with thesamemessageandcryptogranspacerangeand
domain)andthe sameprobabilitiesfor the keys.

A secreg systemcanbe visualizedmechanicallyasa machinewith one
or morecontrolsonit. A sequencef letters,the messageis fed into thein-
put of the machineanda secondseriesemepgesat the output. The particular
settingof thecontrolscorrespondso theparticularkey beingused Somesta-
tistical methodmustbe prescribedor choosinghekey from all the possible
ones.

To make the problemmathematicallytractablewe shallassumehatthe
enemyknowsthe systenbeingused Thatis, he knows the family of trans-
formationsT;, andthe probabilitiesof choosingvariouskeys. It might beob-
jectedthatthis assumptions unrealistic,in thatthe cryptanalysiften does
not know what systemwas usedor the probabilitiesin question.Thereare
two answergo this objection:

1. The restrictionis much wealer than appearsat rst, dueto our broad
de nition of whatconstitutesa secreg system.Suppose cryptographer
interceptsamessag@anddoesnotknow whethera substitutiontransposi-
tion, or Vigenrere type cipherwasused.He canconsiderthe messagas
beingencipheredy a systemin which partof thekey is the speci cation
of which of thesetypeswasusedthenext partbeingtheparticularkey for
thattype. Thesethreedifferentpossibilitiesareassignegrobabilitiesac-
cordingto hisbestestimate®f thea priori probabilitiesof theencipherer
usingtherespectre typesof cipher

2. Theassumptioris actuallytheoneordinaryusedn cryptographicstudies.
It is pessimisticand hencesafe,but in the long run realistic, sinceone
mustexpecthis systemto be found out eventually Thus,evenwhenan
entirely new systemis devised, so that the enemycannotassignary a
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priori probability to it without discoveringit himself,one muststill live
with the expectationof his eventualknowledge.

The situationis similar to thatoccurringin thetheoryof games$ whereit is
assumedhattheopponent nds out” thestratey of play beingusedn both
casedheassumptiorsenesto delineatesharplythe opponent knowledge.

A secondpossibleobjectionto our de nition of secreg systemss that
no accountis taken of the commonpracticeof insertingnulls in a message
andthe useof multiple substitutesln suchcaseghereis not a uniquecryp-
togramfor a given messageandkey, but the encipherercanchooseat will
from amonga numberof differentcryptogramsThis situationcould be han-
dled, but would only add compleity at the presentstage without substan-
tially alteringary of the basicresults.

If the messageareproducedoy a Markoff processf thetype described
in (1) to representan informationsource the probabilitiesof variousmes-
sagesaredeterminedy thestructureof the Markoff processFor thepresent,
however, we wish to take a more generalview of the situationandregard
the messageasmerelyan abstractsetof entitieswith associateghrobabil-
ities, not necessarilycomposedf a sequencef lettersand not necessarily
producedby a Markoff process.

It shouldbeemphasizethatthroughouthepaperasecreyg systemmeans
not one,but a setof mary transformationsAfter the key is choseronly one
of thesetransformationss usedandonemight be led from this to de ne a
secrey systemasa singletransformatioron a language The enemy how-
ever, doesnot know what key was chosenandthe “might have been”keys
areasimportantfor him asthe actualone.Indeedit is only the existenceof
theseotherpossibilitiesthat givesthe systemarny secreg. Sincethe secreyg
is our primaryinterestwe areforcedto the ratherelaborateconceptof a se-
creq systemde ned above. Thistype of situation,wherepossibilitiesareas
importantas actualities,occursfrequentlyin gamesof strateyy. The course
of a chessgameis largely controlledby threatswhich are not carriedout.
Somaeavhatsimilar is the “virtual existence”of unrealizedmputationsin the
theoryof games.

It may be notedthat a single operationon a languaggorms a degener
atetype of secreg systemunderour de nition—a systemwith only onekey
of unit probability Sucha systemhasno secreg—the cryptanalystnds the
messagdy applyingthe inverseof this transformationthe only onein the
system,to the interceptedcryptogram.The deciphererand cryptanalystin
this casepossesshe sameinformation.In general,the only differencebe-
tweenthe decipheres knowledgeandthe enemycryptanalyst knowledge

3 Seevon NeumanrandMorgensterrfTheTheoryof Games®Princeton1947.
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is thatthe deciphereiknows the particularkey beingused,while the crypt-
analystknows only the a priori probabilitiesof the variouskeys in the set.
The processf decipheringis that of applyingthe inverseof the particular
transformatiorusedin encipheringo the cryptogram.The procesof crypt-
analysigs thatof attemptingo determinghemessagéor theparticularkey)

givenonly the cryptogramandthe a priori probabilitiesof variouskeys and
messages.

Thereareanumberof dif cult epistemologicafjuestionconnectedvith
the theory of secreg, or in fact with any theorywhich involves questions
of probability (particularlya priori probabilities Bayes'theoremegtc.)when
appliedto a physicalsituation.Treatedabstractly probability theorycanbe
put on arigorouslogical basiswith the modernmeasureheoryapproach®.
As appliedto a physicalsituation, however, especiallywhen “subjectve”
probabilitiesand unrepeatablexperimentsare concernedthere are mary
questionsof logical validity. For example,in the approacho secreg made
here,a priori probabilitiesof variouskeys andmessageareassumedknown
by theenemycryptographerhow canonedetermineoperationallyif hises-
timatesarecorrect,on the basisof his knowledgeof the situation?

Onecanconstructarti cial cryptographicsituationsof the “urn anddie”
typein whichthea priori probabilitieshave ade nite unambiguousneaning
andtheidealizationusedhereis certainlyappropriateln othersituationghat
onecanimagine,for examplean intercepteccommunicatiorbetweenMar-
tianinvadersthea priori probabilitieswould probablybe souncertainasto
be devoid of signi cance. Most practicalcryptographicsituationslie some-
wherebetweentheselimits. A cryptanalysimight be willing to classifythe
possiblemessagesto the catgyories“reasonable”;'possiblebut unlikely”
and“unreasonable’put feelthat ner subdvisionwasmeaningless.

Fortunatelyin practicalsituationsonly extremeerrorsin a priori proba-
bilities of keys andmessagesausesigni cant errorsin theimportantparam-
eters.Thisis becaus®f theexponentialbehaior of the numberof messages
andcryptogramsandthelogarithmicmeasureemployed.

3 REPRESENTATION OF SYSTEMS

A secreg systemasde ned above canbe representeth variousways.One

which is corvenientfor illustrative purposess aline diagram,asin Figs. 2

and 4. The possiblemessagesare representedby points at the left andthe

possiblecryptogramdy pointsattheright. If a certainkey, saykey 1, trans-

forms messageM , into cryptogramk,4 thenM, andE,4 areconnectedy a
4 Seel. L. Doob,2ProbabilityasMeasure®Annalsof Math. Stat.,v. 12,1941,pp.206—-214.

5 A. Kolmogorof, 2aGrundbgriffe derWahrscheinlich&itsrechnungErgebnisselerMathematicy.
2,No. 3 (Berlin 1933).
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line labeled1, etc. From eachpossiblemessageheremustbe exactly one
line emeging for eachdifferentkey. If thesames truefor eachcryptogram,
we will saythatthe systems closed

A morecommonway of describinga systemis by statingthe operation
oneperformson the messagdor an arbitrarykey to obtainthe cryptogram.
Similarly, onede nesimplicitly the probabilitiesfor variouskeys by describ-
ing how akey is choseror whatwe know of theenemys habitsof key choice.
Theprobabilitiesfor messageareimplicitly determinedy statingour a pri-
ori knowledgeof the enemys languagehabits,the tactical situation(which
will in uence the probablecontentof the messageandary specialinforma-
tion we mayhave regardingthe cryptogram.

E
) 1
M=
E
2 2
M, -
=
CLOSED SYSTEM NOT CLOSED

Fig. 2. Line drawings for simple systems

4 SOME EXAMPLESOF SECRECY SYSTEMS

In this sectiona numberof examplesof cipherswill be given. Thesewill
oftenbereferredto in theremainderof the paperfor illustrative purposes.

4.1 Simple Substitution Cipher

In this cipher eachletter of the messagas replacedby a x ed substitute,
usuallyalsoa letter Thusthemessage,

M = miM-oMsMy
wheremy; m,;  arethesuccessielettersbecomes:
E = e&ee, = f(my)f (m2)f (ms)f (my)

wherethefunctionf (m) is afunctionwith aninverse.Thekey is a permuta-
tion of the alphabetfwhenthe substitutesareletters)e.g. X GUACD T

BFHRSLMQVYZWIEJOK N P.The rst letterX isthe
substitutefor A, G is the substitutefor B, etc.

665



4.2 Transposition (Fixed Period d)

The messagés dividedinto groupsof lengthd anda permutatiorappliedto
the rst group,the samepermutatiorto the secondgroup,etc. The permuta-
tion is thekey andcanberepresentetly apermutatiorof the rst dintegers.
Thusfor d = 5, we mighthave 2 3 15 4 asthe permutationThis meanghat:

My Mz M3 My Ms Mg M7 Mg Mg Mjo

becomes
m; M3z M1 M5 M4 M7 Mg Mg M1g Mg

Sequentialapplicationof two or more transpositionswill be called com-
poundtranspositionlf the periodsared;;d,; ;d, it is clearthatthe re-
sultis atranspositiorof periodd, whered is the leastcommonmultiple of
di; do;  ;dh.

4.3 Vigenere,and Variations

In theVigererecipherthekey consistof aseriesof d letters.Thesearewrit-
tenrepeatedhypelonv the messagandthetwo addedmnodulo26 (considering
thealphabenumberedrom A = 0to Z = 25. Thus

e = m; + k; (mod26)

wherek; is of periodd in theindex i. For example,with thekey G A H, we
obtain

message NOWISTHE
repeatedkey GAHGAHGA
cryptogram TODOSANE

TheVigerereof periodlis calledtheCaesacipher It is asimplesubstitution
in which eachletterof M is advanceda x edamountin the alphabetThis
amountis the key, which may be any numberfrom 0 to 25. The so-called
BeaufortandVariantBeaufortare similar to the Vigenere, andencipherby
theequations

e = ki m; (mod26)

e =m; k (mod26)

respectrely. The Beaufortof periodoneis calledthereversedCaesaciphet
The applicationof two or moreVigenerein sequencavill be calledthe
compoundVvigerere. It hasthe equation

e=m+k+Il+ +s (mod26)
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wherek;;li; ;si in generahave differentperiods.The periodof their sum,

ki + I; + + S

asin compoundranspositionis the leastcommonmultiple of theindividual
periods.

Whenthe Vigenrereis usedwith an unlimited key, never repeatingwe
have the Vernamsysten, with

e = m; + ki (mod26)

thek; beingchosemat randomandindependenthamongQ;1; ;25. If the
key is ameaningfultext we have the“running key” cipher

4.4 Digram, Trigram, and N -gram substitution

Ratherthansubstitutefor lettersonecansubstituteor digrams trigrams,etc.
Generaldigramsubstitutionrequiresa key consistingof a permutatiorof the
26* digrams .t canberepresentedly atablein whichtherow correspondso
the rst letterof thedigramandthecolumnto thesecondetter, entriesin the
tablebeingthe substitutiongusuallyalsodigrams).

4.5 SingleMixed Alphabet Vigenere
Thisis asimplesubstitutionfollowedby a Vigenrere.

e = f(m)+k
m=f ‘e k)
The“inverse”of this systemis a Vigenerefollowed by simplesubstitution
e = g(m; + ki)
mi=g *(e) ki

4.6 Matrix System

Onemethodof n-gramsubstitutionis to operateon successie n-gramswith
amatrix having aninversé€. Thelettersareassumedumberedrom 0 to 25,
makingthemelementsf analgebraiaing. Fromthen-gramm; m,  m,
of messagethe matrixa; givesann-gramof cryptogram
X .
€ = a; m; 1=1 ;n
j=1

5 G.S.VernamaCipherPrinting TelegraphSystemdor SecretWire andRadioTelegraphicCommu-
nications®Journal Americaninstituteof Electrical Enginees, v. XLV, pp.109-115,1926.

" Seel. S.Hill, aCryptographyn anAlgebraicAlphabet® AmericanMath. Monthly; v. 36,No. 6, 1,
1929,pp. 306—-312;also?ConcernindCertainLinear Transformatiompparatusof Cryptography®,
v. 38,No. 3,1931,pp. 135-154.
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Thematrix a; is the key, anddecipherings performedwith the inverse
matrix. Theinversematrix will existif andonly if the determinania; j has
aninverseelementn thering.

4.7 The Playfair Cipher

Thisis a particulartypeof digramsubstitutiongovernedby a mixed 25 letter
alphabetwrittenin a5 5 square(TheletterJ is oftendroppedin crypto-
graphicwork—it is very infrequent,andwhenit occurscanbe replacedby
| .) Supposehekey squares asshowvn below:

LZ QCP
A GNOUWU
RDMI F
K'Y HVS
XB TEW

Thesubstitutdfor adigramAC, for example,is the pair of lettersatthe other
cornersof therectanglede ned by A andC, i.e.,LO, theL taken rst since
it is above A. If the digramlettersareon a horizontalline asRI, oneuses
thelettersto theirright DF ; RF become® R. If thelettersareon avertical
line, the lettersbelonv themareused.ThusP S becomedJW. If the letters
arethesamenulls maybeusedto separatéthemor onemaybe omitted,etc.

4.8 Multiple Mixed Alphabet Substitution
In this ciphertherearea setof | simple substitutionsvhich areusedin se-
guencelf theperiodd is four
mi M, M3 My Ms Mg
becomes
f1(my) f2(my) f3(ms) fa(my) f1(ms) f2(ms)

4.9 Autokey Cipher

A Vigereretype systemin which eitherthe messageétself or the resulting
cryptogramis usedfor the “key” is calledan autoley cipher The encipher

mentis startedwith a “priming key” (which is the entirekey in our sense)
and continuedwith the messager cryptogramdisplacedby the length of

the priming key asindicatedbelow, wherethe priming key is COMET. The

messageisedas‘key”:

Message SENDSUPPLIES
Key COMETSENDSUP
Cryptogram USZHLMTCOAYH
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Thecryptogramusedas“key”8:

Message SENDSUPPLIES
Key COMETUSZHLOH
Cryptogram USZHLOHOSTSZ

4.10 Fractional Ciphers

In these,eachletteris rst encipherednto two or morelettersor numbers
and thesesymbolsare somehav mixed (e.g., by transposition).The result
maythenberetranslatednto the original alphabetThus,usinga mixed 25

letter alphabetfor the key, we may translatelettersinto two-digit quinary
numberdy thetable:

0123 4
0O LZQCEP
1 AGNOU
2 RDM I F
3 KYHVS
4 X B TEW

ThusB becomesil After the resultingseriesof numbersis transposedn
someway they aretakenin pairsandtranslatedackinto letters.

411 Codes

In codeswords (or sometimessyllables)are replacedby substituteletter
groups.Sometimes cipherof onekind or anothetis appliedto theresult.

5 VALUATIONS OF SECRECY SYSTEM

Therearea numberof differentcriteriathat shouldbe appliedin estimating
thevalueof a proposedsecreg system.The mostimportantof theseare:

5.1 Amount of Secrecy

Thereare somesystemsthat are perfect—theenemyis no betteroff after

interceptingary amountof materialthan before. Other systems although
giving him someinformation,do notyield a unique“solution” to intercepted
cryptogramsAmongtheuniquelysolvablesystemstherearewide variations
in the amountof labor requiredto effect this solutionandin the amountof

materialthatmustbeinterceptedo make the solutionunique.

8 This systemis trivial from the secrey standpoinsince,with the exceptionof the®rstd letters,the
enemyis in possessioof the entire2key®.
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5.2 Sizeof Key

Thekey mustbetransmittedy non-interceptibleneansrom transmittingto
receving points.Sometimest mustbe memorizedlt is thereforedesirable
to have thekey assmallaspossible.

5.3 Complexity of Enciphering and Deciphering Operations

Encipheringand decipheringshould,of course be assimpleaspossible.If
they aredonemanually compleity leadsto lossof time, errors,etc.If done
mechanicallycompleity leadsto large expensve machines.

5.4 Propagationof Err ors

In certaintypesof ciphersanerrorof oneletterin encipheringr transmission
leadsto a large numberof errorsin the decipheredext. Theerrorarespread
out by the decipheringoperation causingthe lossof muchinformationand
frequentneedfor repetition of the cryptogram.it is naturally desirableto

minimizethis errorexpansion.

5.5 Expansionof Message

In sometypesof secreg systemshessizeof the messagés increasedy the
encipheringporocessThis undesirablesffect may be seenin systemswhere
oneattemptgo swampout messagetatisticsby the additionof mary nulls,
or wheremultiple substitutesareused.It alsooccursin mary “concealment”
typesof systemgwhich arenot usuallysecreg systemsn the senseof our
de nition).

6 THE ALGEBRA OF SECRECY SYSTEMS

If we have two secreg systemsT and R we can often combinethemin
variouswaysto form a new secreg systemS. If T andR have the same
domain(messagspace)we mayform akind of “weightedsum?”,

S=pT+agR

wherep+ g = 1. Thisoperationconsistof rst makingapreliminarychoice
with probabilitiesp andqg determiningwhich of T andR is used.This choice
is partof thekey of S. After thisis determinedl or R is usedasoriginally
de ned. Thetotal key of S mustspecifywhichof T andR is usedandwhich
key of T (or R) is used.

If T consistofthetransformationd,; ; T, with probabilitiesp;; ; pm
andR consistsof Ry; ; Rk with probabilitiesqy; ;g thenS = pT +
gR consistsof thetransformationd;; ;Tn; R1;  ; Rg with probabilities
PP PP2; 5 PPm; 00k Oh; Ok respectiely.
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More generallywe canform the sumof anumb)c(arof systems.
S=pT+pR+ +pyU p=1
We notethatary systemTl canbewrittenasasumof x edoperations
T= plTl + p2T2 + + mem

T; beingade nite encipheringoperationof T correspondingo key choicei,
which hasprobability p;.

Ky Kz

Fig. 3. Product of two systemsS = RT

A secondwvay of combiningtwo secreg systemss by takingthe “prod-
uct”, shavn schematicallyin Fig. 3. Supposel’ andR aretwo systemsand
the domain (languagespace)of R can be identi ed with the range(cryp-
togramspace)of T. Thenwe canapply rst T to our languageandthenR
to the resultof this encipheringprocessThis givesa resultantoperationS
which we write asa product

S=RT

Thekey for S consistsof bothkeys of T andR which areassumeahosen
accordingto their original probabilitiesand independentlyThus, if the m
keysof T arechoserwith probabilities

P1 P2 Pm
andthen keysof R have probabilities
PLP: PR

thenS hasatmostmn keyswith probabilitiesp; pjo. In mary casesomeof the
producttransformation®R; T; will bethe sameandcanbe groupediogether
addingtheir probabilities.

Productenciphermenis oftenused;for example,onefollows a substitu-
tion by a transpositioror a transpositiorby a Vigenere,or appliesa codeto
thetext andencipherdheresultby substitution tfranspositionfractionation,
etc.
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It maybe notedthatmultiplicationis notin generalcommutatve (we do
not alwayshave RS = SR), althoughin specialcasessuchassubstitution
and transpositionjt is. Sinceit representsan operationit is de nitionally
associatie. Thatis, R(ST) = (RS)T = RST. Furthermorewe have the
laws

p(P’T + dR) + gS = pp’T + pdR + ¢S

(weightedassociatre law for addition)
T(pR+ gS) = pTR+ (TS

(pPR+ gS)T = pRT + gST
(right andleft handdistributive laws) and

T + poT + psR= (pr+ p2) T + psR

It shouldbe emphasizedhatthesecombiningoperationsof additionand
multiplicationapplyto secreg systemsasa whole. The productof two sys-
temsTR shouldnot be confusedwith the productof the transformationsn
thesystemsT; R; , which alsoappear®ftenin thiswork. TheformerTR is a
secreg systemj.e.,asetof transformationsvith associategrobabilitiesthe
latteris a particulartransformationFurtherthe sumof two system$R + T
is a system—thesumof two transformationss not de ned. The systemsT
andR maycommutewithouttheindividual T; andR; commuting.e.g.,if R
is a Beaufortsystemof a givenperiod,all keys equallylikely.

RiR; 6 RR;
in generalput of courseRR doesnotdependnits order;actually
RR=V

the Vigenrere of the sameperiodwith randomkey. On the otherhand,if the
individual T; andR; of two systemsT andR commute thenthe systems
commute.

A systemwhoseM andE spacesanidenti ed, a very commoncaseas
whenletter sequencearetransformednto letter sequencesnay be termed
endomorphicAn endomorphisysteml mayberaisedto apowerT".

A secreg systemTl whoseproductwith itselfisequalto T, i.e.,for which

TT=T

will be calledidempotentFor example,simplesubstitution transpositiorof
periodp, Vigerereof periodp (all with eachkey equallylikely) areidempo-
tent.
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The setof all endomorphicsecreg systemsde ned in a x ed message
spaceconstitutesan “algebraicvariety”, thatis, a kind of algebra,usingthe
operationf additionand multiplication. In fact, the propertiesof addition
andmultiplicationwhich we have discussedanay be summarizedsfollows:
The setof endomorphicciphers with the samemessge spaceand the two
combiningoperationsof weightedadditionand multiplicationform a linear
associativealgebra with a unit elementapart fromthe fact that the coef-
cientsin a weightedaddition mustbe non-ngativeand sumto unity.

The combiningoperationgyive uswaysof constructingmary new types
of secreg systemdrom certainones,suchasthe examplesgiven. We may
alsousethemto describehesituationfacinga cryptanalysivhenattempting
to solve a cryptogramof unknavn type. He is, in fact, solving a secreg
systemof thetype

X
T=pA+pB+ +pS+pX p=1

wherethe A; B; ;S areknown typesof ciphers,with thep; their a priori
probabilitiesin this situation,and p°X correspondgo the possibility of a
completelynen unknawn type of cipher

7 PURE AND MIXED CIPHERS

Certaintypesof cipherssuchasthe simplesubstitution the transpositiorof
agivenperiod,the Vigerereof a givenperiod,the mixedalphabeWigerere,
etc. (all with eachkey equallylikely) have a certainhomogeneitywith re-
spectto key. Whatever the key, the encipheringdecipheringanddecrypting
processeareessentiallythe same.This maybe contrastedvith thecipher

pS+ qT

whereS is a simplesubstitutionand T a transpositiorof a givenperiod.In
this casethe entiresystemchangedor encipheringdecipheringanddecrypt-
ment,dependingn whetherthe substitutionor transpositions used.

The causeof the homogeneityin thesesystemsstemsfrom the group
propertytwenoticethat,in theabove examplesof homogeneousiphersthe
productT; T; of ary two transformationé the setis equalto a third transfor
mationTy in theset.OntheotherhandT;S; justdoesnotequalary transfor
mationin thecipher

pS+ qT

which containsonly substitutionsandtranspositionsno products.
We might de ne a “pure” cipher then,as onewhoseT; form a group.
This, however, would be too restrictive sinceit requiresthatthe E spacebe
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thesameastheM spaceij.e.,thatthesystembeendomorphicThefractional
transpositions homogeneouasthe ordinarytranspositiorwithoutbeingen-
domorphic.The properde nition is the following: A cipherT is pureif for
every T;; T;; Ty thereis a Ts suchthat

TiT, Te=Ts
andevery key is equallylikely. Otherwisethe cipheris mixed. The systems
of Fig. 2 aremixed.Fig. 4 is pureif all keysareequallylikely.

Theorem 1. In apureciphertheopemtionsT; *T; which transformthemes-
sage spaceinto itselfform a groupwhoseorderis m, the numberof different
keys.
For

T T T =
sothateachelementhasan inverse.The associatie law is true sincethese
areoperationsandthe grouppropertyfollows from

T T T = T T T = T,

usingourassumptionthatT, T, = T, T, for somes.

TheoperationT; 'T; meanspf coursegncipheringhemessagevith key
j andthendecipheringwith key i whichbringsusbackto themessagspace.
If T is endomorphicj.e., the T; themselestransformthe space y into
itself (asis the casewith mostciphers whereboththemessagspaceandthe
cryptogramspaceconsistof sequencesf letters),andthe T; area groupand
equallylikely, thenT is pure,since

TT, M= TT, = T
Theorem 2. Theproductof two pure ciphers which commutés pure.
Forif T andR commuteT;R; = R T, for everyi; j with suitablel; m, and
TR (TkR)) 'TmRn = TIR|R, 'T, 'TnR,

RuR, 'R, T, T T,
The commutationconditionis not necessaryhowever, for the productto be
apurecipher

A systemwith only onekey, i.e., a singlede nite operationT,, is pure
sincetheonly choiceof indicesis

T,T, Ty =Ty

Thustheexpansiornof agenerakipherinto asumof suchsimpletransforma-
tionsalsoexhibits it asa sumof pureciphers.
An examinationof theexampleof a pureciphershovn in Fig. 4 discloses
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certainpropertiesThe messagefall into certainsubsetsvhich we will call
residueclassesandthe possiblecryptogramsaredividedinto corresponding
residueclassesThereis atleastoneline from eachmessag@ aclassto each
cryptogramin the correspondinglass,and no line betweenclasseswhich
do not correspondThe numberof message# a classis a divisor of the
total numberof keys. The numberof lines“in parallel” from a messagéV
to a cryptogramin the correspondinglassis equalto the numberof keys
divided by the numberof messages the classcontainingthe messagé€or
cryptogram) It is shavn in the appendixthatthesehold in generalfor pure
ciphers.Summarizedormally, we have:

MESSAGE CRYPTOGRAM
RESIDUE RESIDUE
CLASSES _ CLASSES

C1 C1

C2 C2

C3 CS

PURE SYSTEM

Fig. 4. Pure system

Theorem 3. In a pure systemthe messges can be divided into a set of
“r esidueclasses”Cy; C,; ; Cs andthe cryptagramsinto a corresponding
setof residueclasse<C?; C%; ; C2with thefollowing properties:

(1) Themessge residueclassesare m dually exclusiveand collectivelycon-
tain all possiblemessges.Similarly for the cryptagramresidueclasses.

(2) Encipheringany messge in C; with any key producesa cryptogramin
CP. Decipheringanycryptagramin C°with anykey leadsto a messagein
Ci.

(3) Thenumberof messgesin C;, say' i, is equalto the numberof cryp-
togramsin C?andis a divisor of k the numberof keys.
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(4) Each messge in C; can be encipheed into ead cryptagramin C? by
exactly% differentkeys. Similarly for decipherment.

The importanceof the conceptof a pure cipher (andthe reasonfor the
name)lies in the factthatin a purecipherall keys areessentialljthe same.
Whatever key is usedfor a particularmessagethe a posteriori probabilities
of all messagesreidentical. To seethis, note that two differentkeys ap-
plied to thesamemessagéeadto two cryptogramsn the sameresidueclass,
sayC?2 Thetwo cryptogramshereforecould eachbe decipheredy L. keys
into eachmessagén C; andinto no otherpossiblemessage®ll keysbeing
equallylik ely the a posterioriprobabilitiesof variousmessagearethus

P(M)Pw(E) _ _P(M)Pu(E) _ P(M)

PeM)= —5@E)y T P PMPW(E)  P(C)

whereM isin C;, E is in C?andthe sumis over all message# C;. If E
andM arenotin correspondingesidueclassesPe (M) = 0. Similarlyit can
beshownn thatthea posterioriprobabilitiesof the differentkeys arethesame
in valuebut thesevaluesareassociateavith differentkeys whena different
key is used.The samesetof valuesof Pg (K ) have undegonea permutation
amongthekeys. Thuswe have theresult

Theorem4. In a pure systenthe a posterioriprobabilities of various mes-
sagesPe (M) areindependentfthekey thatis chosenTheaposterioriprob-
abilities of the keys Pe (K ) are thesamein valuebut undego a permutation
with a differentkey choice

Roughlywe may saythatary key choiceleadsto the samecryptanalytic
problemin a purecipher Sincethe differentkeys all resultin cryptograms
in thesameresidueclassthis meanghatall cryptogramsn the sameresidue
classarecryptanalyticallyequivalenttthe leadto thesamea posterioriprob-
abilitiesof messageand,apartfrom a permutationthe sameprobabilitiesof
keys.

As anexampleof this, simplesubstitutionwith all keys equallylikelyis a
purecipher Theresidueclasscorrespondindo a givencryptogramk is the
setof all cryptogramshatmaybeobtainedrom E by operationd; T, 'E. In
this caseT; T, ! is itself a substitutionandhenceary substitutionron E gives
anothememberof the sameresidueclass.Thus,if the cryptogramis

E=XCPPGCFQ;

then
E:=RDHHGDSN

E.=ABCCDBEF

676



etc.arein the sameresidueclass.lt is obviousin this casethatthesecryp-
togramsareessentiallyequivalent.All thatis of importancen a simplesub-
stitutionwith randomkey is the patternof letterrepetitionsthe actualletters
beingdummyvariablesIndeedwe might dispenseawith thementirely, indi-
catingthe patternof repetitionsn E asfollows:

1 {

i

This notationdescribeshe residueclassbut eliminatesall informationasto
the speci c memberof the class.Thusit leaves preciselythat information
which is cryptanalyticallypertinent.This is relatedto onemethodof attack-
ing simplesubstitutionciphers—themethodof patternwords.

In the Caesatype cipheronly the rst differenceanod 26 of the cryp-
togramare signi cant. Two cryptogramswith the same g arein the same
residueclass.Onebreaksthis cipherby the simple processof writing down
the 26 membersf the messageesidueclassandpicking out the onewhich
malkessense.

The Vigerereof periodd with randomkey is anotherexampleof a pure
cipher Herethemessageesidueclassconsistof all sequencewith thesame
rst differencesasthe cryptogram,for lettersseparatedy distanced. For

d = 3theresidueclassis de ned by

Mmi—MmMy = CG—C
My—Ms = C—0GCs
M3—Mg = CG3—GCq
mMmg—mMmMy; = G —C;

whereE = e e; is the cryptogramand my; my; isary M in the
correspondingesidueclass.

In thetranspositiorcipherof periodd with randomkey, theresidueclass
consistof all arrangementsf theg in whichnoe is movedoutof its block
of lengthd, andary two e atadistanced remainatthisdistanceThisis used
in breakingtheseciphersasfollows: The cryptogramis written in successie
blocksof lengthd, oneunderanotherasbelow (d = 5):

€ & 63646
€ € €36 €
€11 €12 .
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The columnsare then cut apartand rearrangedo make meaningfultext.
Whenthecolumnsarecutaparttheonly informationremainings theresidue
classof thecryptogram.

Theorem5. If T is purethenT; T, T = T wheeT, T; areanytwotransfor
mationsof T. Corverselyif thisis true for any T; T; in a systeml thenT is
pure.

The rst partof thistheoremis obviousfrom thede nition of apuresys-
tem.To provetheseconcpartwenote rst that,if T;T; ‘T = T,thenT;T; ‘T
is atransfornptiomf T. It remainsto shav thatall keys are equiprobable.
WehaveT = (psTs ang

1 X
PsTi Tj Ts = PsTs
s s

Thetermin theleft handsumwith s = j yieldsp; T;. Theonly termin T; on
therightis p T;. Sinceall coefcients arenonngatieit followsthat

B B
Thesameargumentholdswith i andj interchange@ndconsequently
P = P

andT is pure. Thusthe conditionthat T; T, T = T might be usedasan
alternatve de nition of apuresystem.

8 SIMILAR SYSTEMS

Two secreg systemsR and S will be saidto be similar if thereexists a
transformatiomA having aninverseA ! suchthat
R = AS

This meansthat encipheringwith R is the sameasencipheringwith S and
thenoperatingon the resultwith the transformationA. If wewrite R S to
meanR is similar to S thenit is clearthatR S impliesS R. AlsoR S
andS T imply R T and nally R R. Thesearesummarizedy saying
thatsimilarity is anequialencerelation.

Thecryptographicsigni canceof similarity is thatif R S thenR andS
areequialentfrom the cryptanalyticpoint of view. Indeedif a cryptanalyst
interceptsa cryptogramin systemS he cantransformit to onein systemR
by merelyapplyingthe transformatiorA to it. A cryptogramin systemR is
transformedo onein S by applyingA ®.If R andS areappliedto thesame
languager messagspacethereis aone-to-oneorrespondendeetweerthe
resultingcryptogramsCorrespondingryptogramgive thesamedistribution
of a posterioriprobabilitiesfor all messages.

If onehasa methodof breakingthe systemR thenary systemS similar
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to R canbebrokenby reducingto R throughapplicationof the operationA.
Thisis adevicethatis frequentlyusedin practicalcryptanalysis.

As atrivial example simplesubstitutionwvherethe substitutesrenotlet-
tersbut arbitrary symbolsis similar to simple substitutionusing letter sub-
stitutes.A secondexampleis the Caesarand the reverse Caesartype ci-
phers.The latter is sometimesbroken by rst transforminginto a Caesar
type. This can be done by reversingthe alphabetin the cryptogram.The
Vigenrere,BeaufortandVariantBeaufortareall similar, whenthekey is ran-
dom. The “autokey” cipher (with the messagaisedas“key”) primedwith
thekey K1 K; K 4 is similarto a Vigereretype with the key alternately
addedand subtractedViod 26. The transformatiorA in this caseis that of
“deciphering”the autoley with a seriesof d A'sfor the priming key.

PART Il
THEORETICAL SECRECY

9 INTRODUCTION

We now considemproblemsconnectedvith the“theoreticalsecreg” of asys-
tem.How immuneis asystento cryptanalysisvhenthe cryptanalyshasun-

limited time andmanpaver availablefor the analysisof cryptograms®Does
acryptogramhavea uniguesolution(eventhoughit mayrequireanimprac-
tical amountof work to nd it) andif not how mary reasonablesolutions
doesit have?How muchtext in a given systemmustbe interceptedoefore
thesolutionbecomesinique?Are theresystemavhich neverbecomeunique
in solution no matterhow much encipheredext is intercepted?re there
systemdor which no informationwhaterer is givento the enemyno matter
how muchtext is intercepted™ theanalysisof theseproblemsthe concepts
of entroyy, redundang andthelik e developedin “A Mathematicall heoryof

Communication{hereaftereferredto asMTC) will nd awideapplication.

10 PERFECT SECRECY

Let us supposedhe possiblemessageare nite in numberM,; ;M, and
havea priori probabilitiesP (M1); ;P(Mj), andthattheseareenciphered
into thepossiblecryptogramdsE,;  ; Ep, by

E=TM:
Thecryptanalysinterceptsa particularE andcanthencalculatejn prin-
cipleatleastthea posterioriprobabilitiesfor thevariousmessage$e (M ).

It is naturalto de ne perfectsececy by the conditionthat, for all E the a
posteriori probabilitiesare equalto the a priori probabilitiesindependently
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of the valuesof these.In this case,interceptingthe messagdasgiven the
cryptanalysno information? Any actionof his which dependsn theinfor-
mation containedin the cryptogramcannotbe altered,for all of his proba-
bilities asto whatthe cryptogramcontainsremainunchangedOn the other
hand,if the conditionis not satis ed therewill exist situationsin which the
enemyhascertaina priori probabilitiesandcertainkey andmessagehoices
may occurfor which the enemys probabilitiesdo change This in turn may
affect his actionsandthusperfectsecreg hasnot beenobtained Hencethe
de nition givenis necessarilyequiredby our intuitive ideasof whatperfect
secreg shouldmean.

A necessarandsufcient conditionfor perfectsecreg canbefoundas
follows: We have by Bayes'theorem

P(M)Pwu (E)

Pe(M) = P(E)

in which:

P(M) =apriori probabilityof messagé .

Pm (E) = conditionalprobability of cryptogramE if messagéM is
choseni.e. the sumof the probabilitiesof all keys which
producecryptogramE from messagé .

P(E) = probabilityof obtainingcryptogramE from ary cause.

Pe (M) = a posterioriprobabilityof messag# if cryptogramE is
intercepted.

For perfectsecreg Pg (M) mustequalP (M) for all E andall M . Hence

eitherP(M) = 0, a solutionthat mustbe excludedsincewe demandthe
equalityindependensf thevaluesof P(M), or

Pw (E) = P(E)
for everyM andE. Corverselyif Py (E) = P(E) then
Pe(M) = P(M)

andwe have perfectsecreg. Thuswe have theresult:
Theorem 6. A necessarandsufcient conditionfor perfectsececyis that
Pu (E) = P(E)
forall M andE. Thatis, Py (E) mustbeindependentf M .
Statedanothemway, thetotal probability of all keys thattransformM;
Tristmight objectthat the enemyhasobtainedsomeinformationin that he knows a message
was sent.This may be answeredy having amongthe messagea 2blank®correspondingo 2no

messagelf no messagés originatedtheblankis encipherecndsentasa cryptogramTheneven
this modicumof remaininginformationis eliminated.
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into a given cryptogramk is equalto thatof all keys transformingM; into
thesameE, for all M;; M; andE.

Now theremustbe asmary E's asthereareM 's since,for a x edi, T;
givesaone-to-oneorrespondendeetweerall theM 's andsomeof theE's.
For perfectsecreg Py (E) = P(E) 6 O for ary of theseE'sandary M.
Hencethereis atleastonekey transformingary M into ary of theseE's.
But all the keys from a x ed M to different E's must be different, and
thereforethe numberof different keysis at leastas great as the numberof
M 's. It is possibleto obtainperfectsecreg with only thisnumberof keys, as

Fig. 5. Perfect system

oneshonsby thefollowing example:LettheM; benumbered. to n andthe
E; thesame andusingn keyslet

TiMj = Es
wheres = i + j (Mod n). In this casewe seethatPg (M) = % = P(E)
andwe have perfectsecreg. An exampleis shavnin Fig.5withs =i+
1 (Mod 5).

Perfectsystemsn whichthenumberof cryptogramsthe numberof mes-
sagesandthe numberof keys areall equalarecharacterizedby the proper
tiesthat(1) eachM is connectedo eachE by exactly oneline, (2) all keys
are equallylikely. Thusthe matrix representatiof the systemis a “Latin
square”.

In MTC it wasshown thatinformationmaybe corvenientlymeasuredby
meanf entropy. If we have asetof possibilitieswith probabilitiesps; p2;  ; Pns
theentropy H is givenby:

X
H = P logpi:
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In asecreg systentherearetwo statisticakchoicesnvolved,thatof themes-
sageandof the key. We may measurdhe amountof information produced
whenamessagés choserby H (M ):

H(M)=  P(M)logP(M);

thesummatiorbeingoverall possiblemessagesSimilarly, thereis anuncer
tainty associateavith the choiceof key givenby:

H(K)= X P(K)logP(K):

In perfectsystem®f thetypedescribedibove,theamountof information
in the messagés at mostlog n (occurringwhenall messageare equiprob-
able). This informationcanbe concealedcompletelyonly if the key uncer
tainty is atleastlog n. Thisis the rst exampleof a generalprinciple which
will appeafrequently:thatthereis alimit to whatwe canobtainwith agiven
uncertaintyin key—the amountof uncertaintywe canintroduceinto the so-
lution cannotbe greaterthanthe key uncertainty

The situationis somaevhatmore complicatedf the numberof messages
isin nite. Supposefor example thatthey aregenerate@sin nite sequences
of lettersby a suitableMarkoff processilt is clearthatno nite key will give
perfectsecreg. We supposethen,thatthe key sourcegenerate&ey in the
samemannefthatis, asanin nite sequencef symbols Supposdurtherthat
only a certainlengthof key L is neededo encipheranddeciphera length
Lw of messagelet the logarithmof the numberof lettersin the message
alphabetbe Ry andthatfor the key alphabetbe Ry . Then,from the nite
casejt is evidentthatperfectsecreyg requires

Rvulm RkLk:

Thistype of perfectsecreg is realizedby the Vernamsystem.

Theseresultshave beendeducedon the basisof unknavn or arbitrary
a priori probabilitiesof the messageslhe key requiredfor perfectsecreyg
dependshenonthetotal numberof possiblemessages.

Onewould expectthat, if the messagepacehas x ed known statistics,
sothatit hasa de nite meanrateR of generatingnformation,in the sense
of MTC, thenthe amountof key neededcouldbe reducedon the averagein
justthisratio 5, andthis is indeedtrue. In factthe message&anbe passed
througha transducelwhlch eliminatesthe redundang andreduceshe ex-
pectedengthin just this ratio, andthena Vernamsystemmay be appliedto
theresult.Evidently the amountof key usedperletter of messagés statisti-
cally reducedoy afactor— andin this casethe key sourceandinformation
sourcearejust matched—eblt of key completelyconcealsa bit of message
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information.lt is easilyshovn also,by themethodsusedin MTC, thatthisis
the bestthatcanbedone.

Perfectsecreg systemsave aplacein thepracticalpicture—the maybe
usedeitherwherethe greatestimportanceis attachedo completesecreg—
e.g., correspondenceetweenthe highestlevels of command,or in cases
wherethe numberof possiblemessagess small. Thus,to take an extreme
example,if only two message$/es” or “no” wereanticipateda perfectsys-
temwould bein order with perhapghetransformatiortable:

M K| aB
yes 0 1
no 1 0

The disadantageof perfectsystemsfor large correspondenceystems
is, of course the equivalentamountof key that mustbe sent.In succeeding
sectionsve considemwhatcanbeachievedwith smallerkey size,in particular
with nite keys.

11 EQUIVOCATION

Let ussupposehatasimplesubstitutiorcipherhasbeenusedon Englishtext
andthatwe intercepta certainamount,N letters,of the encipheredext. For
N fairly large,morethansay50 letters,thereis nearlyalwaysa uniquesolu-
tion to thecipher;i.e.,a singlegoodEnglishsequencevhich transformsnto
theinterceptednaterialby a simplesubstitution With asmallerN , however,
the chanceof morethanonesolutionis greaterwith N = 15therewill gen-
erally be quite a numberof possiblefragmentsof text thatwould t, while
with N = 8 a goodfraction (of the order of %) of all reasonabléenglish
sequencesf thatlength are possible sincethereis seldommore thanone
repeatedetterin the 8. With N = 1 ary letteris clearly possibleand has
thesamea posterioriprobability asits a priori probability. For oneletterthe
systemis perfect.

This happengienerallywith solvableciphers.Beforeary materialis in-
terceptedve canimaginethe a priori probabilitiesattachedo the various
possiblemessagesandalsoto the variouskeys. As materialis intercepted,
the cryptanalystcalculateghe a posterioriprobabilities;andasN increases
the probabilitiesof certainmessagescreaseand,of most,decreaseuntil
nally only oneis left, which hasa probability nearly one, while the total
probability of all othersis nearlyzero.

This calculationcanactuallybe carriedout for very simplesystemsTa-
ble 1 shows the a posteriori probabilitiesfor a Caesattype cipherapplied
to Englishtext, with the key chosenat randomfrom the 26 possibilities.To
enablethe useof standardetter, digramand trigram frequeng tables,the
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text hasbeenstartedatarandompoint (by openingabookandputtingapen-

cil down at randomon the page).The messageselectedn this way begins

“creasedo .. startinginsidethewordincreaseslf themessagevereknown

to starta sentence differentsetof probabilitiesmustbe usedcorresponding

to thefrequencie®f letters,digrams etc.,atthe beginning of sentences.
Table 1. A Posteriori Probabilitiesfor a CaesaiType Cryptogram

Decipherments N=1 N=2 N=3 N=14 N=5
CREA S .028 .0377 1111 .3673 1
DSFBT .038 .0314

ETGCU 131 .0881

FUHD YV .029 .0189

GV I EW .020

HWJ F X .053 .0063

I XK GY .063 .0126

J YLH Z .001

KzMI1 A .004

LANJ B .034 1321 .2500

M B OK C .025 .0222

NCPL D .071 .1195

OD QM E .080 .0377

PERNF .020 .0818 .4389 .6327

QF SO G .001

RGTPH .068 .0126

SHUQ I .061 .0881 .0056

TI VR 105 .2830 .1667

UuJws K .025

VKXT L .009

WLYUM .015 .0056

XM 2ZV N .002

YNAWO .020

Z OB X P .001

APCY Q .082 .0503

B QD Z R .014

H (decimaldigits) 1.2425 .9686 .6034 .285 0

TheCaesawith randomnkey is apurecipherandtheparticularkey chosen
doesnot affect the a posteriori probabilities.To determinethesewe need
merelylist thepossibledeciphermentby all keys andcalculatetheir a priori
probabilities.The a posteriori probabilitiesare thesedivided by their sum.
Thesepossibledeciphermentarefound by the standardgrocesf “running
down the alphabet’from the messagendarelisted at the left. Theseform
theresidueclassfor the messagefor oneinterceptedetter the a posteriori
probabilitiesareequalto thea priori probabilitiesfor letters® andareshowvn
in thecolumnheadedN = 1. Fortwo interceptedettersthe probabilitiesare
thosefor digramsadjustedo sumto unity andtheseareshavn in thecolumn
N =2

19 The probabilitiesfor this tableweretaken from frequeny tablesgiven by FletcherPrattin a book

aSecretand Urgent®publishedby Blue RibbonBooks,New York, 1939.Although not complete,
they aresuf®cientfor presenpurposes.
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Trigramfrequenciediave alsobeentalulatedandtheseareshavn in the
columnN = 3. For four- and ve-lettersequencegprobabilitieswere ob-
tainedby multiplicationfrom trigramfrequenciesince,roughly,

p(ij kI) = p(ij K)pjk(1):

Notethatatthreelettersthe eld hasnarroveddown to four messagesf
fairly high probability, the othersbeingsmallin comparisonAt four there
aretwo possibilitiesandat ve justone,the correctdecipherment.

In principlethis could be carriedout with ary systembut, unlessthe key
is very small, the numberof possibilitiesis so large that the work involved
prohibitsthe actualcalculation.

This setof a posteriori probabilitiesdescribeshow the cryptanalyst
knowledgeof the messagandkey graduallybecomesnorepreciseasenci-
pheredmaterialis obtained.This descriptionhowever, is muchtoo involved
anddif cult to obtainfor our purposesWhatis desiredis a simpli ed de-
scriptionof this approactto uniqguenessf the possiblesolutions.

A similar situationarisesin communicationtheory when a transmitted
signalis perturbedby noise.lIt is necessaryo setup a suitablemeasureof
theuncertaintyof whatwasactuallytransmittecknowing only the perturbed
versiongiven by the receved signal.In MTC it was showvn that a natural
mathematicameasureof this uncertaintyis the conditionalentropy of the
transmittedsignalwhenthe receved signalis known. This conditionalen-
tropy wascalled,for corveniencethe equiocation.

From the point of view of the cryptanalysta secreg systemis almost
identicalwith a noisycommunicatiorsystem.The messagétransmittedsig-
nal) is operatedn by a statisticalelementthe encipheringsystem with its
statisticallychoserkey. Theresultof this operations thecryptogram(analo-
gousto theperturbedsignal)whichis availablefor analysis Thechief differ-
encesn thetwo casesare: rst, thatthe operationof the encipheringrans-
formationis generallyof amorecomplex naturethanthe perturbingnoisein
achanneland,secondthekey for asecreyg systems usuallychoserfrom a

nite setof possibilitieswhile thenoisein achannels moreoftencontinually
introducedjn effect choserfrom anin nite set.

With theseconsiderationsn mind it is naturalto usethe equivocation
asatheoreticalsecrey index. It may be notedthattherearetwo signi cant
equivocationsthatof thekey andthatof themessageThesewill bedenoted
by He (K) andHg (M) respectrely. They aregivenby:

X

He(K) =+ P(E:K)logPe(K)
E K

He(M) = P(E:M)logPe (K)
E:;M
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in whichE; M andK arethecryptogrammessagandkey and

P(E;K) istheprobabilityof key K andcryptograme

Pe(K) isthea posterioriprobability of key K if cryptogramE

is intercepted.

P(E;M) andPg (M) arethe similar probabilitiesfor messagén-

steadof key.

Thesummatiorin Heg (K') is overall possiblecryptogramf a certainlength
(sayN letters)andoverall keys.For Hg (M) thesummatioris over all mes-
sagesandcryptogram®f lengthN . ThusHg (K) andHg (M) arebothfunc-
tions of N, the numberof interceptedetters.This will sometimese indi-
catedexplicitly by writing Hg (K;N) andHg (M ; N). Note that theseare
“total” equiocationsj.e.,we do notdivide by N to obtainthe equivocation
ratewhich wasusedin MTC.

The samegeneralargumentsusedto justify the equivocationasa mea-
sureof uncertaintyin communicatiortheoryapplyhereaswell. We notethat
zeroequiocationrequireshatonemessagéor key) have unit probability, all
otherzero,correspondingo completeknowledge.Consideredasa function
of N, thegradualdecreasef equivocationcorrespondso increasingknowl-
edgeof the original key or messageThe two equivocationcurvesplottedas
functionsof N, will be calledthe equivocationcharacteristicef the secreg
systemin question.

Thevaluesof He (K;N) andHg (M; N) for the Caesatype cryptogram
consideredabove have beencalculatedandare givenin the lastrow of Ta-
blel.He(K;N) andHg (M ; N) areequalin this caseandaregivenin dec-
imal digits (i.e., thelogarithmicbaselOis usedin the calculation).lt should
be notedthat the equivocationhereis for a particularcryptogramthe sum-
mation beingonly over M (or K), not over E. In generalthe summation
would be over all possibleinterceptedcryptogramsof lengthN andwould
give the averageuncertainty The computationaldif culties are prohibitive
for this generalkalculation.

12 PROPERTIES OF EQUIVOCATION

Equivocationmaybe shavn to have anumberof interestingoropertiesmost
of which t into our intuitive pictureof how sucha quantityshouldbehae.
Wewill rst show thattheequivocationof key or of a x edpartof amessage
decreasewhenmoreencipherednaterialis intercepted.

Theorem 7. Theequivocatiorofkey Hg (K ; N) isanon-inceasingfunction
of N . Theequivocatiorofthe r stA lettersofthemessgeis a non-inceasing
functionofthenumbemN which havebeeninterceptedlIf N lettershavebeen
interceptedthe equivocatiorof the r stN letters of messge is lessthanor
equalto that of the key. Thesemaybewritten:
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He(K;S) He(K;N) S
He(M:S) Heg(M;N) S
He(M;N) Heg(K;N)

N
N (H for rst A lettersof text)

The quali cation regardingA lettersin the secondresultof thetheorem
is sothatthe equivocationwill be calculatedwith respectto the amountof
messagéhathasbeeninterceptedlf it is,themessagequivocationmay(and
usuallydoes)increasdor atime,duemerelyto thefactthatmorelettersstand
for alarger possiblerangeof messagesl heresultsof the theoremarewhat
we might hopefrom a goodsecreyg index, sincewe would hardly expectto
beworseoff ontheaverageafterinterceptingadditionalmateriatthanbefore.
Thefactthatthey canbe proved givesfurtherjusti cation to our useof the
equivocationmeasure.

Theresultsof thistheoremarea consequencef certainpropertief con-
ditional entrogy provedin MTC. Thus,to shaw the rst or secondstatements
of Theorem7, we have for ary chancesventsA andB

H(B) Ha(B):

If we identify B with the key (knowing the rst S lettersof cryptogram)
andA with theremainingN S letterswe obtainthe rst result.Similarly
identifyingB with themessagegivesthesecondesult.Thelastresultfollows
from

He(M) He(K;M) = He(K)+ Hex (M)

andthefactthatHg.x (M) = OsinceK andE uniquelydetermineM .
Sincethemessagandkey arechosenndependentlyve have:
HM;K)=H(M)+ H(K):
Furthermore,
H(M;K)=H(E;K) = H(E) + He(K);
the rst equality resultingfrom the fact that knowledgeof M andK or of

E andK is equialentto knowledgeof all three.Combiningthesetwo we
obtainaformulafor theequiocationof key:

He(K)=HM)+ H(K) H(E):
In particular if H(M) = H(E) thenthe equivocationof key, Hg (K), is
equalto the a priori uncertaintyof key, H (K ). This occursin the perfect

systemslescribedabove.
A formulafor theequiocationof messageanbefoundby similarmeans.

We have
H(M;E)=H(E)+ He(M) = H(M) + Hu (E)

He(M)=H(M)+ Hw(E) H(E):
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If we have aproductsystemS = TR, it is to beexpectedthatthesecond
encipheringprocesswill be decreaseéhe equivocationof messageThatthis
is actuallytrue canbe showvn asfollows: Let M ; E; E, bethe messagand
the rst andsecondenciphermentggespectrely. Then

PElEz(M) = PEl(M ):

Consequently
HElEz(M) = HEl(M ):

Since,for ary chancevariablesx;y; z; H,, (z) Hy(z), we have thedesired
result,H Ez(M ) HEl(M ):

Theorem 8. The equivocationin messge of a productsystemS = TR is
notlessthanthatwhenonly R is used.

Supposenow we have a systemT which canbe written asa weighted

sumof severalsystemsR;S; ;U

X
T=pR+pS+ +pyU p=1

andthatsystemsR;S; ;U haveequvocationsHq;H,;Hz;  ;Hp.

Theorem9. TheequivocationH of a weightedsumof systemss bounded
by theinequalities
X X X
pHi  H piH; P logpi:
Theseare bestlimits possible TheH 's maybeequivocationitherof key or
messge.

Theupperlimit is achiered,for example,in stronglyideal systemgto be
describedater) wherethe decompositioris into the simpletransformations
of thesystemThelowerlimit is achievedif all thesystem®R;S; ;U goto
completelydifferentcryptogramspacesThis theoremis alsoproved by the
generalnequalitiesgoverningequiocation,

Ha(B) H(B) H(A)+ Ha(B):

We identify A with the particularsystembeingusedandB with the key or
message.

Thereis a similar theoremfor weightedsumsof languageskor this we
identify A with the particularlanguage.

Theorem 10. Suppose systentanbeappliedto languagesL;L,; ;Ln
and hasequivocationcharacteristicsH1; H,;  ; Hy,. Whenappliedto the
weightedsum piL;, theequivocatiorH is boundedoy

X

X X
piHi H piH; P logpi:
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Thesdimits are the bestpossibleand the equivocationsn questioncan be
eitherfor key or messge.

Thetotal redundang Dy for N lettersof messagés de ned by
Dy = logG H(M)

whereG is thetotalnumberof messagesf lengthN andH (M) is theuncer
taintyin choosingoneof theseln asecreyg systemwherethetotal numberof
possiblecryptogramss equalto the numberof possiblemessagesf length
N;H(E) logG. Consequently

He(K)=H(K)+H(M) H(E)
H(K) [logG H(M):

Hence
H(K) Heg(K) Dy:

Thisshavsthat,in aclosedsystemfor example thedecrease equivocation
of key afterN lettershave beenintercepteds notgreateithantheredundang
of N lettersof thelanguageln suchsystemswhich comprisethemajority of
ciphers,it is only the existenceof redundang in the original messagethat
makesa solutionpossible.

Now supposeve have a puresystem Let thedifferentresidueclasseof
messagebeC;; C,; C3;  ; C,, andthecorrespondingetof residueclasses
of cryptogramse C?; CS; C;  ; C2 Theprobabilityof eachE in C{is the
same:

P(E) = P E amemberof C;
where' ; is thenumberof differentmessages C;. Thuswe have

HE) = PG 10 P&
| P(Ci)

X
= P(Ci) log —-

Substitutingn our equationfor He (K ) we obtain:

Theorem 11. For a pure cipher

He(K) = H(K)+ H(M)+  P(C)) log {&1).

Thisresultcanbeusedto computeH e (K ) in certaincasesf interest.
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13 EQUIVOCATION FOR SIMPLE SUBSTITUTION ON A
TwoO LETTER LANGUAGE

We will now calculatethe equivocationin key or messagevhensimplesub-
stitutionis appliedto a two letterlanguagewith probabilitiesp andq for O
andl, andsuccessie letterschosenndependentlyWe have

He(M) = He(K) = P(E)Pe(K) logPe(K)

TheprobabilitythatE containsexactly s 0'sin a particularpermutations:

1
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Fig. 6. Equivocation for simple substitution on two-letter language

andthe a posteriori probabilitiesof the identity and inverting substitutions
(theonly two in the system)arerespectiely:

pqY © PN sof
Pe(0) = Pe(1) =
O a9 VT o g 9

Thereare " termsfor eachs andhence
S
!

. — X N s~N s psqN ° .
Me(GR) = PO O g o)
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Forp= %;q= %, andforp= ;9= £, Hg(K;N) hasbeencalculatecand
is shavnin Fig. 6.

14 THE EQUIVOCATION CHARACTERISTIC FOR A
“RANDOM” CIPHER

In the precedingsectionwe have calculatedthe equivocationcharacteristic
for a simple substitutionappliedto a two-letterlanguageThis is aboutthe
simplesttype of cipherandthe simplestlanguagestructurepossible yet al-
readythe formulasare soinvolved asto be nearly uselessWhat are we to
dowith case®f practicalinterestsaytheinvolvedtransformation®f afrac-
tional transpositionsystemappliedto English with its extremely comple
statisticalstructure?This compleity itself suggestsa methodof approach.
Sufciently complicatedproblemscanfrequentlybe solved statistically To
facilitatethis we de ne thenotionof a“random” ciphet
We malke thefollowing assumptions:

1. The numberof possiblemessagesf lengthN is T = 2RN thusRg =
log ,G, whereG is the numberof lettersin the alphabetThe numberof
possiblecryptogramsf lengthN is alsoassumedo beT.

2. The possiblemessagesf lengthN canbe dividedinto two groups:one
groupof highandfairly uniforma priori probability, the secondyroupof
negligibly smalltotal probability. The high probabilitygroupwill contain
S = 2®N messageswvhereR = ") thatis, R is the entropy of the
messagesourceperletter.

3. The decipheringoperationcan be thoughtof as a seriesof lines, asin
Figs.2 and4, leadingbackfrom eachE to variousM 's. We assumek
differentequiprobablekeys so therewill be k lines leadingback from
eachE. For the randomcipherwe supposehat the lines from eachE
go backto arandomselectionof the possiblemessagedctually, then,a
randomcipheris awholeensemblef ciphersandthe equivocationis the
averageequiocationfor this ensemble.

Theequiocationof key is de ned by
X
He(K) = P(E)Pe(K) logPe(K):
The probability thatexactly m linesgo backfrom a particularkE to the high
probabilitygroupof messages
|
’ m k m
k. sm s
m T T
If acryptogramwith m suchlinesis interceptedhe equivocationis logm.

The probability of sucha cryptogramis g sinceit canbe producedoy m
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keys from high probability message®achwith probability % Hencethe
equiocationis:
|

TX kK gsm g km

He(K) = — 1 = m logm
A S T °d
We wishto nd a simple approximationto this whenk is large. If the
expectedvalue of m, namelym = S?K;i 1, the variationof logm over

therangewherethe binomialdistribution assumetarge valueswill besmall,
andwe canreplace logm by logm. This cannow be factoredout of the
summationwhich thenreducedo m. Hence,in this condition,

HE(K)=: Iogs?k: logS logT + logk
He(K) = H(K) DN;

whereD is theredundang perletterof theoriginal languaggD = DN—N).
If m is small comparedo the large k, the binomial distribution canbe
approximatedy a Poissordistribution:
|
k mak m - € "
e

. 1 m
He(K) = —e , mmlogm:

If wereplacem by m + 1, we obtain:

. » m
He(K) = e 1 mlog(m+ 1)

This may be usedin the region where is nearunity. For 1, the only
importanttermin the seriess thatfor m = 1; omitting the otherswe have:

HE(K):: e log2
log 2
2 NPklog2:

To summarizeHe (K ), consideredas a function of N, the numberof
interceptedetters,startsoff atH (K ) whenN = 0. It decreaseknearly with
aslope D outto the neighborhoodf N = 2 After a shorttransition
region, He (K) follows an exponentialwith “half life” distanceDi if D is
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measuredh bits perletter Thisbehaior is shavn in Fig. 7, togethemwith the
approximatingcurves.
By a similar agumentthe equivocationof message&anbe calculatedlt
is
HE(M)zRoN forRoN HE(K)
He(M) = Hg(K) for RoN  Hg(K)
He(M)=Heg(K) ' (N)forRoN Heg(K)

where' (N) is the functionshowvn in Fig. 7 with N scalereducedoy factor
of RRO. Thus,Hg (M) riseslinearly with slopeRy, until it nearlyintersects
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Fig. 7. Equivocationfor random cipher

theHg (K) line. After aroundedransitionit followstheHg (K ) curvedown.

It will be seenfrom Fig. 7 that the equivocationcurves approachzero
rathersharply Thuswe may, with but little ambiguity speakof a point at
which the solutionbecomesinique.This numberof letterswill becalledthe
unicity distanceFor therandomcipherit is approximatel)/%.

15 APPLICATION TO STANDARD CIPHERS

Most of the standardciphersinvolve rather complicatedencipheringand
decipheringoperationsFurthermorethe statisticalstructureof naturallan-
guagess extremelyinvolved. It is thereforereasonabléo assumethat the
formulasderived for the randomciphermay be appliedin suchcaseslt is
necessaryhowever, to apply certaincorrectionsin somecases.The main
pointsto beobseredarethefollowing:
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1. We assumedor the randomcipherthatthe possibledeciphermentsf a
cryptogramarearandomselectiorfrom thepossiblenessagesVhile not
strictly truein ordinarysystemsthis becomesnorenearlythe caseasthe
complity of the encipheringoperationsand of the languagestructure
increasesWith atranspositiorcipherit is clearthatletterfrequenciesre
presered underdeciphermenbperations.This meansthat the possible
deciphermentarechoserfrom amorelimited group,nottheentiremes-
sagespaceandthe formulashouldbe changedin placeof Ry oneuses
R; the entropy ratefor a languagewith independentettersbut with the
regularletterfrequenciesln someothercasesa de nite tendenyg toward
returningthe deciphermentto high probability messagesanbe seenlf
thereis nocleartendeng of thissort,andthesystemis fairly complicated,
thenit is reasonabl¢o usetherandomcipheranalysis.

2. In mary casesthe completekey is not usedin encipheringshort mes-
sagesFor example,in a simple substitution,only fairly long messages
will containall lettersof the alphabetandthusinvolve the completekey.
Obviously the randomassumptiordoesnot hold for small N in sucha
case sinceall the keys which differ only in the lettersnot yet appearing
in the cryptogramlead backto the samemessageandare not randomly
distributed.This erroris easilycorrectedo a goodapproximatiorby the
useof a“key appearanceharacteristic’Oneusesata particularN , the
effective amountof key that may be expectedwith that length of cryp-
togram.For mostciphersthisis easilyestimated.

3. Therearecertain“end effects” dueto thede nite startingof the message
which producea discrepang from therandomcharacteristicdf we take
a randomstartingpoint in Englishtext, the rst letter (whenwe do not
obsenretheprecedindetters)hasapossibilityof beingary letterwith the
ordinaryletter probabilities.The next letteris morecompletelyspeci ed
sincewe then have digram frequenciesThis decreasan choicevalue
continuedor sometime. Theeffectof thisonthecurweis thatthestraight
line partis displacedandapproachetby a curve dependingon how much
the statisticalstructureof thelanguages spreadut over adjacentetters.
As a rst approximationthe curve canbe correctedby shifting the line
over to the half redundang point—i.e.,the numberof letterswherethe
languageedundang is half its nal value.

If accountis taken of thesethree effects, reasonableestimatesof the
equiocationcharacteristiand unicity point can be made.The calculation
can be donegraphicallyasindicatedin Fig. 8. Onedraws the key appear
ancecharacteristi@andthetotal redundang curve D (whichis usuallysuf-
ciently well representedby theline ND; ). The differencebetweenthese
out to the neighborhoof their intersectionis Hg (M ). With a simplesub-
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stitution cipherappliedto English,this calculationgave the curvesshavn in
Fig. 9. Thekey appearanceharacteristiin this casewasestimatedy count-
ing thenumberof differentlettersappearingn typical Englishpassagesf N
letters.In sofar asexperimentaldataon simplesubstitutioncould be found,
they agreevery well with the curvesof Fig. 9, consideringhevariousideal-
izationsandapproximationsvhich have beenmade For example theunicity
point, atabout27 letters,canbe shovn experimentallyto lie betweerthe
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Fig. 8. Graphical calculation of equivocation

limits 20 and 30. With 30 lettersthereis nearlyalwaysa uniquesolutionto
a cryptogramof this type andwith 20it is usuallyeasyto nd a numberof
solutions.

With transpositiorof periodd (randomkey), H(K) = logd!, or about
dlog % (usingaStirling approximatiorfor d!). If wetake:6 decimaldigitsper
letter asthe appropriateedundang, rememberinghe preseration of letter
frequencieswe obtainabout1:7d log % asthe unicity distance.This also
checksfairly well experimentally Note thatin this caseHg (M) is de ned
only for integral multiplesof d.

With theVigererethe unicity pointwill occuratabout2d letters,andthis
toois aboutright. TheVigenere characteristiavith the samekey sizeas
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simplesubstitutionwill be approximatelyasshaw in Fig. 10. The Vigenere,
Playfair andFractionalcasesaremorelik ely to follow thetheoreticaformu-
lasfor randomciphersthansimplesubstitutiorandtranspositionThereason
for thisis thatthey aremorecomplex andgive bettermixing characteristics
to themessagesn whichthey operate.

The mixed alphabet/igenere (eachof d alphabetsnixedindependently
andusedsequentiallyhasakey size,

H(K) = dlog26!= 26:3d

andits unicity pointshouldbeatabout53d letters.

Theseconclusionganalsobe put to a roughexperimentaltestwith the
Caesatypecipher In the particularcryptogramanalyzedn Tablel, section
11,thefunctionHg (K ; N) hasbeencalculatedandis givenbelow, together
with thevaluesfor arandomciphet

N 0 1 2 3 4 5
H (obsened) 141 124 97 60 :28 0
H (calculated) 141 125 98 54 15 03

The agreementis seento be quite good, especiallywhenwe remember
thatthe obsened H shouldactuallybe the averageof mary differentcryp-
togramsandthatH for thelargervaluesof N is only roughlyestimated.

It appearghenthat the randomcipheranalysiscanbe usedto estimate
equiocationcharacteristicandthe unicity distanceor the ordinarytypesof
ciphers.

16 VALIDITY OF A CRYPTOGRAM SOLUTION

The equivocationformulasarerelevantto questionsvhich sometimesrise
in cryptographiavork regardingthe validity of anallegedsolutionto a cryp-
togram.In the history of cryptographytherehave beenmary cryptograms,
or possiblecryptogramswhereclever analystshave found a “solution”. It
involved, however, sucha comple« processpr the materialwas so meager
thatthe questionaroseasto whetherthe cryptanalysthad“read a solution”
into the cryptogram.See,for example,the Bacon-Sha&speareciphersand
the “RogerBacon”manuscript:!

In generalwe may saythatif a proposedsystemandkey solvesa cryp-
togramfor alengthof materialconsiderablygreaterthanthe unicity distance
thesolutionis trustworthy. If thematerialis of the sameorderof shorterthan
theunicity distancehe solutionis highly suspicious.

This effect of redundang in graduallyproducinga uniquesolutionto a
ciphercanbethoughtof in anothemway whichis helpful. Theredundang is
essentiallya seriesof conditionson the lettersof the messagewhich insure

11 SeeFletcherPratt,loc. cit.
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thatit be statisticallyreasonableTheseconsisteng conditionsproducecor-

respondingonsisteng conditionsin thecryptogramThekey givesa certain
amountof freedomto the cryptogrambut, asmoreand morelettersarein-

terceptedthe consisteng conditionsuseup the freedomallowedby the key.

Eventuallythereis only onemessagendkey which satis esall the condi-
tions andwe have a uniquesolution.In the randomcipherthe consisteng

conditionsare, in a sense‘orthogonal” to the “grain of the key” and have

theirfull effectin eliminatingmessageandkeys asrapidly aspossible This

is the usualcase.However, by properdesignit is possibleto “line up” the
redundang of the languagewith the “grain of the key” in sucha way that
the consisteng conditionsare automaticallysatis ed andHg (K ) doesnot
approacleero.These'ideal” systemswhich will be consideredn the next

section,areof sucha naturethatthe transformationd; all inducethe same
probabilitiesin the E space.

17 |IDEAL SECRECY SYSTEMS

We have seenthat perfectsecreg requiresan in nite amountof key if we
allow messagesf unlimitedlength.With a nite key size,the equivocation
of key andmessage@enerallyapproachegero,but notnecessarilgo.In fact
it is possiblefor Hg (K ) to remainconstanat its initial valueH (K ). Then,
no matterhow muchmaterialsis interceptedthereis not a uniquesolution
but mary of comparablgrobability, We will de ne an*“ideal” systemasone
in whichHg (K) andHg (M) do notapproactzeroasN!1 . A “strongly
ideal” systemis onein whichHg (K) remainsconstanaatH (K ).

An exampleis a simple substitutionon an arti cial languagein which
all lettersareequiprobableandsuccessie lettersindependentlychosenlt is
easilyseenthatHg (K) = H(K) andHg (M) riseslinearly alonga line of
slope log G (whereG is thenumberof lettersin thealphabetuntil it strikes
theline H (K '), afterwhich it remainsconstanatthis value.

With naturallanguagest is in generalpossibleto approximateheideal
characteristic—theinicity point canbe madeto occurfor aslarge N asis
desired.The compl«ity of the systemneededusuallygoesup rapidly when
we attemptto do this, however. It is notalwayspossibleto attainactuallythe
idealcharacteristiavith any systemof nite compleity.

To approximateheidealequivocation,onemay rst operateonthemes-
sagewith atransducewhich removesall redundanciedfter thisalmostary
simplecipheringsystem—substitutiortranspositionVigenrere,etc.,is satis-
factory Themoreelaboratdahetransduceandthe neareithe outputis to the
desirediorm, themorecloselywill thesecreg systemapproximateheideal
characteristic.
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Theorem 12. Anecessarandsufcient conditionthatT bestronglyidealis
that, for anytwo keys, T; T, is a measue preservingtransformatiorof the

messge spacento itself.
Thisis true sincethe a posterioriprobability of eachkey is equalto its a

priori probabilityif andonly if this conditionis satis ed.

18 EXAMPLESOF IDEAL SECRECY SYSTEMS

Supposeour languageconsistsof a sequencef lettersall chosenindepen-
dentlyandwith equalprobabilities.Thentheredundang is zero,andfrom a
resultof sectionl2,Hg (K) = H(K). We obtaintheresult

Theorem 13. If all letters are equallylikely andindependenany closedci-
pheris stronglyideal.

The equivocationof messagevill rise alongthe key appearanceharac-
teristic which will usuallyapproachH (K ), althoughin somecasest does
not. In the casesof n-gramsubstitution transpositionVigenere,andvaria-
tions,fractional,etc.,we have stronglyidealsystemdor this simplelanguage
with He(M)! H(K) asN!1

Idealsecrey systemssuffer from anumberof disadwantages.

1. The systemmust be closely matchedto the language This requiresan
extensie study of the structureof the languageby the designerAlso a
changen statisticalstructureor a selectionfrom the setof possiblemes-
sagesasin the caseof probablewords(wordsexpectedn this particular
cryptogram)renderghe systenvulnerableto analysis.

2. Thestructureof naturallanguagess extremelycomplicatedandthisim-
plies a complity of the transformationgequiredto eliminate redun-
dang. Thusany machineto performthis operationmustnecessarilybe
quite involved, at leastin the direction of information storage sincea
“dictionary” of magnitudegreaterthanthatof anordinarydictionaryis to
beexpected.

3. In generalthe transformationsequiredintroducea bad propagatiornof
error characteristicError in transmissiorof a single letter producesa
region of changesearit of size comparableo the lengthof statistical
effectsin theoriginal language.

19 FURTHER REMARKS ON EQUIVOCATION AND

REDUNDANCY

We have taken the redundang of “normal English” to be about:7 decimal
digits perletteror aredundang of 50% Thisis ontheassumptiorthatword
divisionswereomitted.It is anapproximategure basedon statisticalstruc-
ture extendingover about8 letters,and assumeghe text to be of an ordi-
nary type, suchasnewspapemwriting, literary work, etc. We may note here
a methodof roughly estimatingthis numberthat is of somecryptographic
interest.
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A runningkey cipheris aVernamtypesystenwhere,in placeof arandom
sequencef letters thekey is ameaningfulext. Now it is known thatrunning
key cipherscanusuallybe solved uniquely This shavs that Englishcanbe
reducedby a factorof two to oneandimplies aredundang of atleast50%
This gure cannotbeincreasevery much,however, for anumberof reasons,
unlesdong range‘meaning”structureof Englishis considered.

Therunningkey ciphercanbe easilyimprovedto leadto cipheringsys-
temswhich could not be solved without the key. If oneusesin placeof one
Englishtext, aboutd differenttexts askey, addingthemall to the message,
a sufcient amountof key hasbeenintroducedto producea high positive
eguiocation.Anothermethodwould beto use,say every 10thletter of the
text askey. The intermediatdettersare omitted and cannotbe usedat ary
otherpointof themessagerlhis hasmuchthesameeffect, sincethesespaced
lettersarenearlyindependent.

The fact that the vowels in a passagean be omitted without essential
losssuggestsa simpleway of greatlyimproving almostary cipheringsys-
tem. First deleteall vowels,or asmuchof the messageaspossiblewithout
runningthe risk of multiple reconstructionsandthenencipherthe residue.
Sincereduceghe redundang by a factorof perhaps3 or 4 to 1, the unic-
ity pointwill be moved out by this factor This is oneway of approaching
ideal systems—usinghe decipheres knowledgeof Englishas part of the
decipheringsystem.

20 DISTRIBUTION OF EQUIVOCATION

A morecompletedescriptionof a secreg systemappliedto alanguagdhan
is affordedby the equivocationcharacteristiceanbe foundedby giving the
distribution of equivocationFor N interceptedetterswe considerthe frac-
tion of cryptogramdor which the equivocation(for theseparticularE's, not
themeanHg (M) liesbetweercertainlimits. Thisgivesadensitydistribution
function

P(He(M);N) dHg (M)

for the probability thatfor N lettersH lies betweenthe limits H andH +
dH. The meanequivocationwe have previously studiedis the meanof this
distribution. ThefunctionP (Hg (M ); N) canbethoughtof asplottedalonga
third dimensionnormalto thepaperontheHg (M ); N plane lf thelanguage
is pure,with asmallin uence range,andthecipheris pure,thefunctionwill
usuallybearidgein this planewhosehighestpointfollows approximatelythe
meanHg (M), atleastuntil nearthe unicity point. In this case,or whenthe
conditionsare nearlyveri ed, the meancurve givesa reasonablycomplete
pictureof the system.
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On the otherhand,if the languages not pure, but madeup of a setof
purecomponents X
L = Pi Li

having differentequivocationcurveswith the systemthenthetotal distribu-
tion will usuallybe madeup of a seriesof ridges.Therewill be onefor each
L; weightedin accordancevith its p;. The meanequivocationcharacteristic
will bealine somavherein the midstof theseridgesandmaynotgive avery
completepicture of the situation.This is shovn in Fig. 11. A similar effect
occursif thesystemis not purebut madeup of severalsystemswith different
H curves.

The effect of mixing pure languagesvhich are nearto one anotherin
statisticalstructureis to increaseahewidth of theridge.Nearthe unicity

P(H,! s

Fig. 11. Estimation of equivocationwith a mixed languagelL = 1L1 + iL»

point this tendsto raisethe meanequivocation,since equivocationcannot
becomengyative and the spreadings chie y in the positive direction. We
expect, therefore,that in this region the calculationsbasedon the random
ciphershouldbe someavhatlow.

PART 11l
PRACTICAL SECRECY

21 THE WORK CHARACTERISTIC

After theunicity pointhasbeenpassedn interceptednaterialtherewill usu-
ally be a uniquesolutionto the cryptogram.The problemof isolating this
singlesolutionof high probabilityis the problemof cryptanalysisin there-
gion beforethe unicity point we may saythatthe problemof cryptanalysis
is thatof isolatingall the possiblesolutionsof high probability (comparedo
theremainderjanddeterminingtheir variousprobabilities.

702



Althoughit is alwayspossiblein principle to determinethesesolutions
(by trial of eachpossiblekey for example),differentencipheringsystems
shov awide variationin the amountof work required.The averageamount
of work to determinethe key for a cryptogramof N letters,W(N), mea-
suredsayin manhours,may be calledthe work characteristiof the system.
This averageis taken over all messageandall keys with their appropriate
probabilities.The function W (N) is a measureof the amountof “practical
secrey” affordedby thesystem.

For a simple substitutionon Englishthe work andequiocationcharac-
teristicswould be somavhatasshavn in Fig. 12. Thedottedportion of

Hglndd

M
Fig. 12. Typical work and equivocation characteristics

the curwe is in the rangewherethereare numerouspossiblesolutionsand
thesemustall be determinedin the solid portionafterthe unicity pointonly
one solutionexistsin general,but if only the minimum necessarylataare
given a greatdeal of work mustbe doneto isolateit. As more materialis
availablethe work rapidly decreasetward someasymptoticvalue—where
theadditionaldatano longerreduceghelabor.

Essentiallythe behaior shovn in Fig. 12 canbe expectedwith ary type
of secreyg systemwherethe equivocationapproachegero.The scaleof man
hoursrequired,however, will differ greatlywith differenttypesof ciphers,
evenwhentheHg (M) curvesareaboutthe same A Vigenereor compound
Vigerere,for example with thesamekey sizewould have amuchbetter(i.e.,
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muchhigher)work characteristicA goodpracticalsecreg systemis onein
whichtheW (N) curveremainssufciently high,outto thenumberof letters
one expectsto transmitwith the key, to prevent the enemyfrom actually
carryingout the solution,or to delayit to suchanextentthattheinformation
isthenobsolete.

We will considerin the following sectionswvaysof keepingthe function
W (N) large,eventhoughHg (K ) maybepracticallyzero.Thisis essentially
a“max min” type of problemasis alwaysthe casewhenwe have a battleof
wits.12 In designingagoodcipherwe mustmaximizetheminimumamountof
work theenemymustdoto breakit. It is notenoughmerelyto besurenoneof
thestandaranethodsf cryptanalysisvork—wemustbesurethatnomethod
whateverwill breakthesystemeasily This,in fact,hasbeentheweaknessf
mary systemsgesignedo resistall theknown methodf solutionthey later
giveriseto new cryptanalytictechniquesvhich renderedhemvulnerableto
analysis.

The problemof goodcipherdesignis essentiallyoneof nding dif cult
problems subjectto certainotherconditions.This is a ratherunusualsitua-
tion, sinceoneis ordinarily seekingthe simpleandeasily solubleproblems
ina eld.

How canwe ever be surethata systemwhich is not ideal andtherefore
hasa uniquesolutionfor sufciently largeN will requirealarge amountof
work to breakwith every methodof analysis?Therearetwo approacheso
this problem;(1) We canstudythe possiblemethodsof solutionavailableto
the cryptanalysandattemptto describehemin sufciently generakermsto
cover ary methodshe might use.We thenconstructour systemto resistthis
“general”’methodof solution.(2) We may construciour cipherin suchaway
thatbreakingit is equialentto (or requiresat somepointin the process}he
solutionof someproblemknown to belaborious.Thus,if we couldshaw that
solvingacertainsystenrequiresatleastasmuchwork assolvingasystenof
simultaneougquationsn alarge numberof unknavns, of a comple type,
thenwe would have alower boundof sortsfor thework characteristic.

The next threesectionsare aimedat thesegeneralproblems.It is dif -
cult to de ne the pertinentideasinvolved with sufcient precisionto obtain
resultsin the form of mathematicatheoremsput it is believedthatthe con-
clusions,in theform of generalprinciples,arecorrect.

12 seevon Neumanrand Morgenstern|oc. cit. The situationbetweerthe cipherdesignermndcrypt-
analystcanbe thoughtasa 2game®f a very simple structure;a zero-sumwo persongamewith
completeinformation,andjusttwo 2moves®.Thecipherdesignerchooses systenfor his2move®.
Thenthe cryptanalysis informedof this choiceandchooses methodof analysis.The2value®of
theplayis the averagework requiredto breaka cryptogramin the systemby the methodchosen.
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22 GENERALITIES ON THE SOLUTION OF
CRYPTOGRAMS

After theunicity distancenasbeenexceededn interceptednaterial,ary sys-
tem canbe solvedin principle by merelytrying eachpossiblekey until the
uniquesolutionis obtained—i.e.a decipherednessagevhich “make sense”
in theoriginal languageA simplecalculationshavs thatthis methodof so-
lution (which we may call completetrial and error) is totally impractical
exceptwhenthekey is absurdlysmall.

Supposefor example,we have a key of 26! possibilitiesor about26:3
decimaldigits, the samesize asin simple substitutionon English. This is,
by ary signi cant measurea smallkey. It canbe written on a small slip of
paperor memorizedn afew minutes.t couldberegisteredon 27 switches,
eachhaving tenpositions,or on 88 two-positionswitches.

Supposdurther, to givethecryptanalysevery possibleadvantagethathe
constructanelectronicdeviceto try keysattherateof oneeachmicrosecond
(perhapsautomaticallyselectingfrom the resultsof a 2 testfor statistical
signi cance).He may expectto reachthe right key abouthalf way through,
andafteranelapsedime of about2 10?°=2 60 24 365 1P or3 1042
years.

In otherwords,evenwith asmallkey completetrial anderrorwill never
usedin solving cryptogramsgxceptin thetrivial casewherethe key is ex-
tremelysmall, e.g.,the Caesawith only 26 possibilities,or 1:4 digits. The
trial anderrorwhich is usedso commonlyin cryptographyis of a different
sort,or is augmentedby othermeanslf onehada secreg systemwhichre-
quired completetrial and error it would be extremely safe.Sucha system
would result,it appearsif the meaningfuloriginal messagesll sayof 1000
letters,werearandomselectionfrom the setof all sequencesf 1000letters.
If any of the simple cipherswere appliedto this type of languaget seems
thatlittle improvementover completetrial anderrorwould be possible.

The methodsof cryptanalysisactually usedoften involved a greatdeal
of trial anderror, but in a differentway. First, thetrials progresfrom more
probableto lessprobablehypothesesand, second.eachtrial disposesf a
large group of keys, not a single one. Thus the key spacemay be divided
into say 10 subsetseachcontainingaboutthe samenumberof keys. By at
most10 trials onedeterminesvhich subsetis the correctone. This subseis
thendivided into several secondarysubsetsandthe processepeatedWith
thesamekey size(26!= 2 10?° wewould expectabout26 5 or 130trials
ascomparedo 10?° by completetrial anderror. The possibility of choosing
the mostlikely of the subsetsrst for testwould improve this resulteven
more.If thedivisionswereinto two compartmentéthe bestway to minimize
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thenumberof trials) only 88trialswould berequired Whereasompletetrial
anderrorrequirestrials to the orderof the numberof keys, this subdviding
trial anderrorrequiresonly trials to the orderof thekey sizein bits.

This remainstrue evenwhenthe differentkeys have differentprobabili-
ties. Theproperprocedurethen,to minimizetheexpectechumberof trialsis
to divide thekey spacento subset®f equiprobability Whenthe propersub-
setis determinedthisis againsubdvidedinto equiprobabilitysubsetslf this
processanbecontinuedhenumberof trials expectedvheneachdivisionis
into two subsetwill be

H (K)
h =
log 2

If eachtesthasS possibleresultsand eachof thesecorrespondso the
key beingin oneof S equiprobabilitysubsetsthen

_ H(K)
h= log S

trials will be expected.The intuitive signi cance of theseresultsshouldbe
noted.In thetwo-compartmentestwith equiprobability eachtestyieldsone
bit of informationasto thekey. If thesubsetfiave verydifferentprobabilities,
Is in testinga singlekey in completetrial anderror, only a smallamountof
informationis obtainedfrom thetest. Thuswith 26 equiprobableeys, atest
of oneyieldsonly

" #
26! 1 26! 1 1 1

261 °9 261 T 261°9 261

or about10 ?° bits of information.Dividing into S equiprobabilitysubsets
maximizesthe information obtainedfrom eachtrial at log S, andthe ex-
pectednumberof trials is the total informationto be obtainedthatis H (K ')
dividedby thisamount.

The questionhereis similar to variouscoin weighingproblemsthathave
beencirculatedrecently A typical exampleis thefollowing: It is known that
onecoin in 27 is counterfeit,andslightly lighter thanthe rest. A chemists
balanceis available andthe counterfeitcoin is to be isolatedby a seriesof
weighings Whattheleastnumberof weighingsrequiredto do this?Thecor-
rectansweris 3, obtainedby rst dividing the coinsinto threegroupsof 9
each.Two of theseare comparedn the balance.The threepossibleresults
determinghe setof 9 containingthe counterfeit.This setis thendividedinto
3 subsetof 3 eachandthe processcontinued.The setof coinscorresponds
to the setof keys, the counterfeitcoin to the correctkey, andthe weighing
proceduredo atrial or test. The original uncertaintyis log ,27 bits, andeach
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trial yields log ,3 bits of information; thus,whenthereis no “diophantine
trouble”, 2922 or 3 trials aresuf cient.

This methodof solutionis feasibleonly if the key spacecanbe divided
into a small numberof subsetswith a simple methodof determiningthe
subseto whichthecorrectkey belongsOnedoesnot needto assumecom-
pletekey in orderto applyaconsisteng testanddeterminaf theassumption
is justi ed—an assumptioron a part of the key (or asto whetherthe key is
in somelarge sectionof the key space)canbe tested.In otherwordsit is
possibleto solve for thekey bit by bit.

Thepossibility of this methodof analysiss the crucialweaknes®f most
cipheringsystemsFor example,in simple substitution,an assumptioron a
singlelettercanbe checled againstits frequeng, variety of contactdoubles
or reversalsetc.In determiningasingleletterthekey spaces reducedy 1:4
decimaldigits from theoriginal 26. Thesameeffectis seenin all theelemen-
tary typesof ciphers.In the Vigerere,the assumptiorof two or threeletters
of thekey is easilychecled by decipheringat otherpointswith this fragment
andnothingwhetherclearemeges.The compoundVigenrereis muchbetter
from this point of view, if we assuma fairly large numberof componenpe-
riods, producinga repetitionratelargerthanwill beinterceptedIn this case
asmary key lettersareusedin encipheringeachletter asthereare periods.
Although this is only a fraction of the entire key, at leasta fair numberof
lettersmustbe assumedbeforea consisteng checkcanbe applied.

Our rst conclusionthen,regardingpracticalsmall key cipherdesign,is
thata considerablemountof key shouldbe usedin encipheringeachsmall
elementbf themessage.

23 STATISTICAL METHODS

It is possibleto solve mary kindsof ciphersby statisticalanalysis.Consider
againsimple substitution.The rst thing a cryptanalystdoeswith an inter-

ceptedcryptogramis to make afrequeng count.If the cryptogramcontains,
say 200 lettersit is safeto assumehatfew, if ary, of the lettersare out of

their frequeng groups,this beinga division into 4 setsof well de ned fre-

gueny limits. The logarithm of the numberof keys within this limitation

may be calculatedas

log 2!919!6!= 14:28

andthe simplefrequeng countthusreduceghe key uncertaintyby 12 deci-
mal digits, atremendougain.

In general,a statisticalattackproceedsasfollows: A certainstatisticis
measurean the interceptectcryptogramk . This statisticis suchthatfor all
reasonablenessagdM it assumesboutthe samevalue, Sy , the valuede-
pendingonly ontheparticularkey K thatwasused.Thevaluethusobtained
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senesto limit the possiblekeysto thosewhich would give valuesof S in the
neighborhoodf thatobsened. A statisticwhich doesnot dependon K or
whichvariesasmuchwith M aswith K is not of valuein limiting K . Thus,
in transpositiorciphers,the frequeng countof lettersgivesno information
aboutKk —everyK leavesthis statisticthe sameHenceonecanmalke no use
of afrequeng countin breakingtranspositiorciphers.

More preciselyone canascribea “solvingpower’ to a given statisticS.
For eachvalueif S therewill beaconditionalequivocationof thekey Hs(K),
theequiocationwhens$S hasits particularvalue,andthatis all thatis known
concerninghekey. Theweightedmeanof thesevalues

X
P(S) Hs(K)

givesthe meanequiocationof the key whenS is known, P (S) beingthe
a priori probability of the particularvalue S. The key sizeH (K), lessthis
meanequiocation,measureshe “solving power” of the statisticS.

In astronglyidealcipherall statisticsof the cryptogramareindependent
of the particularkey used.This is the measurereservingpropertyof T; T, 1
ontheE spaceor T, 1T, ontheM spacementionedabove.

Therearegoodandpoor statisticsjust astherearegoodandpoormeth-
odsof trial and error. Indeedthe trial and error testingof an hypothesiss
atype of statistic,andwhatwassaidabove regardingthe besttypesof trials
holdsgenerally A goodstatisticfor solvingasystemmusthave thefollowing
properties:

1. It mustbesimpleto measure.

2. It mustdependnoreonthekey thanonthemessagé it is meantto solve
for thekey. Thevariationwith M shouldnot maskits variationwith K .

3. Thevaluesof thestatisticthatcanbe“resolved” in spiteof the“fuzziness”
producedoy variationin M shoulddivide the key spacento a numberof
subset®f comparablgrobability, with the statisticspecifyingtheonein
which the correctkey lies. The statisticshouldgive us sizeablenforma-
tion aboutthe key, notatiny fractionof abit.

4. Theinformationit givesmustbe simpleandusable. Thusthe subsetsn
which the statisticlocatesthe key mustbe of a simplenaturein the key
space.

Frequeng countfor simple substitutionis an example of a very good
statistic.

Two methodg(otherthanrecoursdo ideal systemsksuggesthemseles
for frustratinga statisticalanalysis.Thesewe may call the methodsof diffu-
sionandconfusion In the methodof diffusionthe statisticalstructureof M
which leadsto its redundang is “dissipated”into long rangestatistics—i.e.,
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into statisticalstructureinvolving long combinationsof lettersin the cryp-
togram.Theeffecthereis thattheenemymustinterceptatremendousmount
of materialto tie down this structure,since the structureis evident only
in blocks of very small individual probability. Furthermore gven when he
hassufcient material,the analyticalwork requiredis much greatersince
the redundang hasbeendiffusedover a large numberof individual statis-
tics. An exampleof diffusion of statisticsis operatingon a messagéVl =
mq;my; ms;  with an“averaging’operationg.g.,

xS
Yn = Mp+i (Mod 26);

i=1
addings successie lettersof the messageo geta lettery,. Onecanshav
thattheredundang of they sequencés the sameasthatof them sequence,
but the structurehasbeendissipated.Thusthe letter frequenciesn y will
be more nearly equalthanin m, the digram frequenciesalso more nearly
equal,etc.Indeedary reversibleoperationwhich producesneletterout for
eachletterin anddoesnot have anin nite “memory” hasanoutputwith the
sameredundang astheinput. The statisticscannever be eliminatedwithout
compressionbut they canbe spreadout.

Themethodof confusions to maketherelationbetweerthesimplestatis-
tics of E andthe simpledescriptionof K avery complex andinvolvedone.
In the caseof simple substitution,it is easyto describethe limitation of K
imposedoy theletterfrequencie®f E. If theconnectioris veryinvolvedand
confusedthe enemymay still be ableto evaluatea statisticS;, say which
limits the key to a region of the key space.This limitation, however, is to
somecomple region R in thespaceperhapsfolded ever” mary times,and
he hasa dif cult time makinguseof it. A secondstatisticS, limits K still
furtherto R,, henceit lies in the intersectionregion; but this doesnot help
muchbecausét is sodif cult to determingustwhattheintersections.

To be morepreciselet us supposehe key spacehascertain“natural co-
ordinates’kq; kz; ;Ko which hewishesto determine He measuredgt us
say asetof statisticss;;S,;  ; Sp andthesearesufcient to determinethe
k;. However, in the methodof confusion theequationsonnectinghesesets
of variableareinvolvedandcomplex. We have, say

f1(Ka; Ko; kp) = s1
fa(kis ko, 5Kp) = S

fn(Kis Koy s Kp) = Sn;
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andall the f; involve all the k;. The cryptographemustsolve this system
simultaneously—adlif cult job. In the simple(not confused)aseghefunc-
tionsinvolve only asmallnumberof thek;—or atleastsomeof thesedo.One
rst solvesthe simplerequationsgvaluatingsomeof the k; andsubstitutes
thesein the morecomplicatedequations.

The confusionhereis thatfor a good cipheringsystemstepsshouldbe
takeneitherto diffuseor confusetheredundang (or both).

24 THE PROBABLE WORLD METHOD

One of the mostpowerful tools for breakingciphersis the useof probable
words. The probablewords may be words or phrasesxpectedin the par
ticular messagelueto its source or they may merelybe commonwordsor
syllableswhich occurin ary text in thelanguagesuchasthe and,tion, that,
andthelike in English.

In general,the probableword methodis usedas follows: Assuminga
probableword to be at somepointin the cleat the key or a partof thekey is
determinedThis is usedto decipherotherpartsof the cryptogramandpro-
videaconsisteng test.If theotherpartscomeoutin thecleat theassumption
isjusti ed.

Therearefew of theclassicatypeciphersthatusea smallkey andcanre-
sistlongunderaprobablevordanalysisFromaconsideratiomf thismethod
we canframeatestof cipherswhich might be calledtheacidtest.It applies
only to cipherswith a smallkey (lessthan,say 50 decimaldigits), applied
to naturallanguagesandnot usingtheideal methodof gainingsecreg. The
acidtestis this: How dif cult is it to determinethe key or a partof the key
knowing a small sampleof messageand correspondingcryptogram?Any
systemin whichthisis easycannotbeveryresistantfor the cryptanalystan
always make useof probablewords,combinedwith trial anderror, until a
consistensolutionis obtained.

The conditionson the size of the key make the amountof trial anderror
small, and the condition aboutideal systemsis necessarysincetheseau-
tomatically give consisteng checks.The existenceof probablewords and
phrasess implied by theassumptiorof naturallanguages.

Note thatthe requiremenbf dif cult solutionundertheseconditionsis
not, by itself, contradictoryto the requirementghat encipheringand deci-
phering be simple processesUsing functional notationwe have for enci-
phering

E=f(K;M)

andfor deciphering
M = g(K;E)
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Both of thesemay be simpleoperationson their agumentswithout the third
equation
K = h(M;E)

beingsimple.

We may alsopoint out thatin investigatinga new type of cipheringsys-
tem one of the bestmethodsof attackis to considerhow the key could be
determinedf asufcient amountof M andE weregiven.

Theprincipleof confusioncanbe (andmustbe)usedto createdif culties
for the cryptanalystusing probableword techniquesGiven (or assuming)

M = mi;my; ;msandE = e;;e; ;e thecryptanalystcansetup
equationdor thedifferentkey elementsk; ky; ;k; (namelytheencipher
ing equations).

e = fi(myymy; smg ke cke)

e = fa(myymy; smgky; oke)

e = fs(miymy; smgike; ki)

All is known, we assumeexceptthek;. Eachof theseequationshouldthere-
fore be comple< in the ki, andinvolve mary of them.Otherwisethe enemy
cansolve the simpleonesandthenthe morecomplex onesby substitution.

From the point of view of increasingconfusion,it is desirableto have
thef; involve severalm;, especiallyif thesearenot adjacentandhenceless
correlatedThisintroducegheundesirabldéeatureof errorpropagationhow-
ever, for theneache will generallyaffect severalm; in decipheringandan
errorwill spreado all these.

We concludethatmuchof the key shouldbe usedin aninvolvedmanner
in obtainingary cryptogramletter from the messagé¢o keepthe work char
acteristichigh. Furthera dependencen severaluncorrelatedn; is desirable,
if somepropagatiorof error canbe tolerated We areled by all threeof the
argumentf thesesectiongo consider'mixing transformations”.

25 MIXING TRANSFORMATIONS

A notion thathasproved valuablein certainbranchesof probability theory
is the conceptof a mixingtransformation Supposeve have a probability or

measurespace anda measuregreservingtransformationF of the space
into itself, thatis, a transformatiorsuchthat the measureof a transformed
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region F R is equalto themeasuref theinitial region R. Thetransformation
is called mixing if for any function de ned over the spaceand ary region
R the integral of the function over the region R"R approachesasn! 1 ,
theintegral of thefunctionovertheentirespace multiplied by thevolume
of R. This meansthat ary initial region R is mixed with uniform density
throughoutheentirespacef F is appliedalargenumberof times.In general,
F"R becomesregion consistingof alarge numberof thin laments spread
throughout . As n increaseshe laments become ner andtheir density
moreconstant.

A mixing transformatiorin this precisesensecanoccuronly in a space
with anin nite numberof points,for in a nite point spacethe transforma-
tion mustbe periodic.Speakindoosely however, we canthink of a mixing
transformationas one which distributesarny reasonablycohesve region in
the spacefairly uniformly over the entirespacelf the rst region could be
describedn simpleterms,the secondvould requirevery complec ones.

In cryptographywe canthink of all the possiblemessagesf lengthN as
thespace andthe high probability messageasthe region R. This latter
grouphasa certainfairly simplestatisticalstructurelf amixing transforma-
tion wereapplied,the high probability messagewould be scatteredevenly
throughouthe space.

Good mixing transformationsare often formed by repeatedroductsof
two simplenon-commutingoperationsHopf'® hasshavn, for example,that
pastrydoughcanbe mixed by sucha sequencef operationsThe doughis
rst rolled outinto a thin slab,thenfolded over, thenrolled, andthe folded
again,etc.

In agoodmixing transformatiorof a spacewith naturalcoordinates
X1;X2; ;XsthepointX; is carriedby thetransformatiorinto a point X
with

X2 = f1(Xy;Xe  ;Xs) i=12 ;S

andthe functionsf; arecomplicatedjnvolving all the variablesin a “sensi-
tive” way. A smallvariationof ary one,X 3, say changesll the X °consider
ably. If X; passeshroughits rangeof possiblevariationthe point X ° traces
alongwinding patharoundthe space.

Variousmethod=of mixing applicableto statisticalsequencesf thetype
foundin naturallanguagesanbedevised.Onewhichlooksfairly goodis to
follow a preliminarytranspositiorby a sequencef alternatingsubstitutions
and simple linear operationsaddingadjacentiettersmod 26 for example.
Thuswe mighttake

13 E. Hopf, 20OnCausality StatisticsandProbability® Journal of Math.and Physicsv. 13, pp.51-102,
1934.
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F = LSLSLT

whereT is atranspositionL is alinearoperationands is a substitution.

26 CIPHERS OF THE TYPE T¢F S;

Supposéhat F is a good mixing transformatiorthat canbe appliedto se-
quence®f letters,andthatT, andS; areary two simplefamiliesof transfor
mations,i.e., two simpleciphers,which may be the same For concreteness
we maythink of themasboth simplesubstitutions.

It appearghatthe cipherTF S will beavery goodsecreg systemfrom
thestandpoinbf its work characteristicln the rst placeit is clearonreview-
ing ouralgumentsaboutstatisticalmethodghatno simplestatisticswill give
informationaboutthe key—ary signi cant statisticderivedfrom E mustbe
of a highly involved andvery sensitve type—theredundang hasbeenboth
diffusedandconfusedoy the mixing transformatiorf . Also probablewords
leadto a complex systemof equationgnvolving all partsof the key (when
themix is good),which mustbe solved simultaneously

It is interestingto notethatif the cipherT is omittedthe remainingsys-
temis similar to S andthusno stronger The enemymerely “unmixes” the
cryptogranby applicationof F  * andthensolves.If S is omittedtheremain-
ing systemis muchstrongerthanT alonewhenthemix is good,but still not
comparabldo TF S.

The basicprinciple hereof simple ciphersseparatedby a mixing trans-
formationcanof coursebe extended For exampleonecoulduse

TkF1S F2R;

with two mixesandthreesimpleciphers.Onecanalsosimplify by usingthe
sameciphers,and eventhe samekeys aswell asthe samemixing transfor
mations.This mightwell simplify the mechanizatiomf suchsystems.

The mixing transformationwhich separateshe two (or more) appear
ancesf thekey actsasakind of barrierfor the enemy—itis easyto carrya
known elementbverthis barrierbut anunknaovn (thekey) doesnotgo easily

By supplyingtwo setsof unknownvns,thekey for S andthekey for T, and
separatinghem by the mixing transformationF we have “entangled”the
unknavnstogetherin away thatmakessolutionvery dif cult.

Although systemsconstructedn this principle would be extremely safe
they possessnegrave disadwantagelf themix is goodthenthe propagation
of errorsis bad.A transmissiorerror of oneletter will affect severalletters
ondeciphering.
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27 |INCOMPATIBILITY OF THE CRITERIA FOR GOOD

SYSTEMS

The ve criteriafor goodsecreg systemgivenin section5 appearo have
a certainincompatibilitywhenappliedto a naturallanguagewith its compli-
catedstatisticalstructure With arti cial language$aving asimplestatistical
structurdt is possibleto satisfyall requirementsimultaneouslyby meansf
theidealtype ciphers.In naturallanguages compromisenustbe madeand
thevaluationdalancedigainsbneanothemith aview towardtheparticular
application.

If any oneof the ve criteriais dropped the otherfour canbe satis ed
fairly well, asthefollowing exampleshow:

1. If we omit the rst requirement{amountof secreg) ary simple cipher
suchassimple substitutionwill do. In the extremecaseof omitting this
conditioncompletelyno cipheratall is requiredandonesendgheclear!

2. If thesizeof thekey is notlimited the Vernamsystemcanbe used.

3. If complity of operationis not limited, variousextremelycomplicated
typesof encipheringorocessanbe used.

4. If we omit the propagatiorof error condition,systemsof thetype TF S
would bevery good,althoughsomevhatcomplicated.

5. If we allow large expansionof messageyarioussystemsare easily de-
visedwherethe “correct” messagés mixed with mary “incorrect” ones
(misinformation).Thekey determinesvhich of theseis correct.

A veryroughamgumentfor theincompatibilityof the ve conditionsmay
be givenasfollows: Fromcondition5, secreg systemessentiallyasstudied
in this papermustbe used;i.e., no greatuseof nulls, etc. Perfectandideal
systemsareexcludedby condition2 andby 3 and4, respectiely. The high
secrey requiredby 1 mustthencomefrom a high work characteristicnot
from a high equivocationcharacteristiclf key is small, the systemsimple,
andthe errorsdo not propagateprobableword methodswill generallysolve
thesystentairly easilysincewethenhave afairly simplesystenof equations
for thekey.

This reasonings too vagueto be conclusve, but the generalideaseems
quite reasonablePerhapsf the variouscriteria could be given quantitatve
signi cance, somesort of an exchangeequationcould be found involving
themandgiving the bestphysicallycompatiblesetsof values.Thetwo most
dif cult to measurenumericallyare the compleity of operationsandthe
compleity of statisticalstructureof thelanguage.

APPENDIX

Proofof Theoem3

Selectarny messageéVl; and grouptogetherall cryptogramghat canbe
obtainedrom M ; by ary encipheringoperationT;. Let this classof crypto-
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gramsbe C?. Groupwith M, all messageshat can be obtainedfrom M,
by T; 1T,- M, andcall this classC;. The sameC? would be obtainedif we
startedwith any otherM in C, since

TsT, 'TiMy = TiMy:

Similarly thesameC; would beobtained.

ChoosinganM notin C; (if any suchexist) we constructC, andC? in
the sameway. Continuingin this mannerwe obtainthe residueclasseswith
propertieq1) and(2). Let M; andM, bein C; andsuppose

M, = T,T, 'My:
If E; isin C?andcanbeobtainedrom M ; by
E, = TM; = TM; = = T My;
then

E;=TT,'TiM, = TT, /M, =
=TM2 =T M2

ThuseachM; in C; transformsnto E ; by thesamenumberof keys. Similarly
eachE; in C{ is obtainedfrom ary M in C; by the samenumberof keys. It
follows thatthis numberof keys is a divisor of the total numberof keys and
hencewe have propertieq3) and(4).
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