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1 I NTRODUCTI ON AND SUM M ARY

Theproblemsof cryptographyandsecrecy systemsfurnishaninterestingap-
plicationof communicationtheory1. In thispaperatheoryof secrecy systems
is developed.Theapproachis on a theoreticallevel andis intendedto com-
plementthe treatmentfound in standardworks on cryptography2. There,a
detailedstudyis madeof themany standardtypesof codesandciphers,and
of thewaysof breakingthem.We will bemoreconcernedwith the general
mathematicalstructureandpropertiesof secrecy systems.

The treatmentis limited in certainways.First, thereare threegeneral
typesof secrecy system:(1) concealmentsystems,including suchmethods
asinvisible ink, concealinga messagein an innocenttext, or in a fake cov-
ering cryptogram,or othermethodsin which the existenceof the message
is concealedfrom the enemy;(2) privacy systems,for examplespeechin-
version,in which specialequipmentis requiredto recover the message;(3)
“true” secrecy systemswherethe meaningof the messageis concealedby
cipher, code,etc.,althoughits existenceis not hidden,andtheenemyis as-
sumedto have any specialequipmentnecessaryto interceptandrecordthe
transmittedsignal.Weconsideronly thethird type—concealmentsystemare
primarily apsychologicalproblem,andprivacy systemsa technologicalone.

Secondly, the treatmentis limited to the caseof discreteinformation
wherethemessageto beencipheredconsistsof a sequenceof discretesym-
bols,eachchosenfrom a �nite set.Thesesymbolsmay be lettersin a lan-
guage,words of a language,amplitudelevels of a “quantized” speechor
video signal,etc.,but the main emphasisandthinking hasbeenconcerned
with thecaseof letters.

Thepaperis dividedinto threeparts.Themainresultswill now bebrie�y
summarized.The �rst part dealswith the basicmathematicalstructureof
secrecy systems.As in communicationtheorya languageis consideredto be
representedby a stochasticprocesswhich producesa discretesequenceof

? Thematerialin this paperappearedin a con®dentialreportªA MathematicalTheoryof Cryptogra-
phyºdatedSept.1,1946,whichhasnow beendeclassi®ed.

1 Shannon,C. E., ªA MathematicalTheoryof Communication,º Bell SystemTechnicalJournal,July
1948,p.623.

2 See,for example,H. F. Gaines,ªElementaryCryptanalysis,º or M. Givierge,ªCoursdeCryptogra-
phie.º



symbolsin accordancewith somesystemof probabilities.Associatedwith
a languagethereis a certainparameterD which we call the redundancy of
the language.D measures,in a sense,how mucha text in the languagecan
be reducedin lengthwithout losing any information.As a simpleexample,
sinceu always follows q in Englishwords, the u may be omittedwithout
loss.Considerablereductionsare possiblein English due to the statistical
structureof thelanguage,thehighfrequenciesof certainlettersor words,etc.
Redundancy is of centralimportancein thestudyof secrecy systems.

A secrecy systemis de�ned abstractlyasa setof transformationsof one
space(thesetof possiblemessages)into a secondspace(thesetof possible
cryptograms).Eachparticulartransformationof thesetcorrespondsto enci-
pheringwith a particularkey. The transformationsaresupposedreversible
(non-singular)sothatuniquedecipheringis possiblewhenthekey is known.

Eachkey andthereforeeachtransformationis assumedto haveanapriori
probabilityassociatedwith it—theprobabilityof choosingthatkey. Similarly
eachpossiblemessageis assumedto have anassociateda priori probability,
determinedby theunderlyingstochasticprocess.Theseprobabilitiesfor the
variouskeys and messagesare actually the enemycryptanalyst's a priori
probabilitiesfor thechoicesin question,andrepresenthisa priori knowledge
of thesituation.

To usethe systema key is �rst selectedandsentto the receiving point.
The choiceof a key determinesa particulartransformationin the setform-
ing thesystem.Thena messageis selectedandtheparticulartransformation
correspondingto theselectedkey appliedto this messageto producea cryp-
togram.This cryptogramis transmittedto the receiving point by a channel
andmay be interceptedby the “enemy?.” At the receiving end the inverse
of the particulartransformationis appliedto the cryptogramto recover the
originalmessage.

If theenemyinterceptsthecryptogramhecancalculatefrom it thea pos-
teriori probabilitiesof thevariouspossiblemessagesandkeys which might
have producedthis cryptogram.This setof a posterioriprobabilitiesconsti-
tuteshis knowledgeof thekey andmessageafter the interception.“Knowl-
edge” is thusidenti�ed with a setof propositionshaving associatedproba-
bilities. The calculationof the a posteriori probabilitiesis the generalized
problemof cryptanalysis.

As anexampleof thesenotions,in a simplesubstitutioncipherwith ran-
domkey thereare26!transformations,correspondingto the26!wayswecan
substitutefor 26differentletters.Theseareall equallylikely andeachthere-
fore hasan a priori probability 1

26!. If this is appliedto “normal English”

? Theword ªenemy,º stemmingfrom military applications,is commonlyusedin cryptographicwork
to denoteanyonewhomayintercepta cryptogram.
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thecryptanalystbeingassumedto haveno knowledgeof themessagesource
otherthanthat it is producingEnglishtext, thea priori probabilitiesof var-
ious messagesof N lettersare merely their relative frequenciesin normal
Englishtext.

If theenemyinterceptsN lettersof cryptogramsin this systemhis prob-
abilitieschange.If N is largeenough(say50letters)thereis usuallyasingle
messageof a posterioriprobabilitynearlyunity, while all othershavea total
probabilitynearlyzero.Thusthereis anessentiallyunique“solution” to the
cryptogram.For N smaller(sayN = 15) therewill usuallybe many mes-
sagesandkeysof comparableprobability, with nosingleonenearlyunity. In
this casetherearemultiple “solutions” to thecryptogram.

Consideringa secrecy systemto be representedin this way, asa setof
transformationsof one set of elementsinto another, thereare two natural
combiningoperationswhichproduceathird systemfrom two givensystems.
The�rst combiningoperationis calledtheproductoperationandcorresponds
to encipheringthemessagewith the �rst secrecy systemR andenciphering
the resultingcryptogramwith the secondsystemS, the keys for R andS
beingchosenindependently. This total operationis a secrecy systemwhose
transformationsconsistof all the products(in the usualsenseof products
of transformations)of transformationsin S with transformationsin R. The
probabilitiesaretheproductsof theprobabilitiesfor thetwo transformations.

Thesecondcombiningoperationis “weightedaddition.”

T = pR + qS p + q = 1

It correspondsto makinga preliminarychoiceasto whethersystemR or S
is to beusedwith probabilitiesp andq, respectively. Whenthis is doneR or
S is usedasoriginally de�ned.

It is shown that secrecy systemswith thesetwo combiningoperations
form essentiallya “linear associative algebra”with a unit element,an alge-
braicvarietythathasbeenextensively studiedby mathematicians.

Among the many possiblesecrecy systemsthereis onetype with many
specialproperties.This typewe call a “pure” system.A systemis pureif all
keys areequallylikely andif for any threetransformationsTi ; Tj ; Tk in the
settheproduct

Ti T � 1
j Tk

is alsoa transformationin theset.That is, enciphering,deciphering,anden-
cipheringwith any threekeys mustbe equivalentto encipheringwith some
key.

With a purecipherit is shown that all keys areessentiallyequivalent—
they all leadto thesamesetof a posterioriprobabilities.Furthermore,when
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a givencryptogramis interceptedthereis a setof messagesthatmight have
producedthis cryptogram(a “residueclass”)andthea posterioriprobabili-
tiesof messagein this classareproportionalto thea priori probabilities.All
the informationtheenemyhasobtainedby interceptingthecryptogramis a
speci�cationof theresidueclass.Many of thecommonciphersarepuresys-
tems,includingsimplesubstitutionwith randomkey. In this casetheresidue
classconsistsof all messageswith thesamepatternof letterrepetitionsasthe
interceptedcryptogram.

Two systemsR andS arede�ned to be “similar” if thereexists a �x ed
transformationA with aninverse,A � 1, suchthat

R = AS:

If R andS aresimilar, a one-to-onecorrespondencebetweenthe resulting
cryptogramscanbesetup leadingto thesamea posterioriprobabilities.The
two systemsarecryptanalyticallythesame.

The secondpart of the paperdealswith the problemof “theoreticalse-
crecy”. How secureis a systemagainstcryptanalysiswhen the enemyhas
unlimitedtime andmanpower availablefor theanalysisof interceptedcryp-
tograms?The problemis closely relatedto questionsof communicationin
the presenceof noise,andthe conceptsof entropy andequivocationdevel-
opedfor thecommunicationproblem�nd a directapplicationin this partof
cryptography.

“PerfectSecrecy” is de�ned by requiringof a systemthat after a cryp-
togramis interceptedby theenemythea posterioriprobabilitiesof thiscryp-
togramrepresentingvariousmessagesbe identically the sameasthe a pri-
ori probabilitiesof the samemessagesbeforethe interception.It is shown
thatperfectsecrecy is possiblebut requires,if thenumberof messagesis �-
nite, thesamenumberof possiblekeys. If themessageis thoughtof asbeing
constantlygeneratedat a given “rate” R (to be de�ned later), key mustbe
generatedat thesameor agreaterrate.

If a secrecy systemwith a �nite key is used,andN lettersof cryptogram
intercepted,therewill be,for theenemy, a certainsetof messageswith cer-
tain probabilitiesthat this cryptogramcould represent.As N increasesthe
�eld usuallynarrows down until eventually thereis a unique“solution” to
thecryptogram;onemessagewith probabilityessentiallyunity while all oth-
ersarepracticallyzero.A quantityH (N ) is de�ned,calledtheequivocation,
which measuresin a statisticalway how nearthe averagecryptogramof N
lettersis to auniquesolution;thatis, how uncertaintheenemyis of theorig-
inal messageafterinterceptinga cryptogramof N letters.Variousproperties
of the equivocationarededuced—forexample,the equivocationof the key
never increaseswith increasingN . Thisequivocationis a theoreticalsecrecy
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index—theoreticalin that it allows theenemyunlimited time to analysethe
cryptogram.

ThefunctionH (N ) for a certainidealizedtypeof ciphercalledtheran-
dom cipher is determined.With certainmodi�cations this function can be
appliedto many casesof practicalinterest.This givesa way of calculating
approximatelyhow muchinterceptedmaterialis requiredto obtainasolution
to asecrecy system.It appearsfrom thisanalysisthatwith ordinarylanguages
andtheusualtypesof ciphers(not codes)this “unicity distance”is approxi-
mately H (K )

D . HereH (K ) is anumbermeasuringthe“size” of thekey space.
If all keysarea priori equallylikely H (K ) is thelogarithmof thenumberof
possiblekeys.D is theredundancy of thelanguageandmeasurestheamount
of “statistical constraint” imposedby the language.In simple substitution
with randomkey H (K ) is log 1026!or about20andD (in decimaldigitsper
letter)is about:7 for English.Thusunicity occursatabout30 letters.

It is possibleto constructsecrecy systemswith a �nite key for certain
“languages”in which theequivocationdoesnot approachzeroasN !1 . In
this case,no matterhow muchmaterialis intercepted,the enemystill does
notobtainauniquesolutionto thecipherbut is left with many alternatives,all
of reasonableprobability. Suchsystemswe call ideal systems.It is possible
in any languageto approximatesuchbehavior—i.e., to make the approach
to zeroof H (N ) recedeout to arbitrarily large N . However, suchsystems
have a numberof drawbacks,suchascomplexity andsensitivity to errorsin
transmissionof thecryptogram.

The third part of the paperis concernedwith “practical secrecy”. Two
systemswith thesamekey sizemaybothbeuniquelysolvablewhenN letters
have beenintercepted,but differ greatly in the amountof labor requiredto
effect this solution.An analysisof thebasicweaknessesof secrecy systems
is made.This leadsto methodsfor constructingsystemswhichwill requirea
large amountof work to solve. Finally, a certainincompatibilityamongthe
variousdesirablequalitiesof secrecy systemsis discussed.

PART I

MATHEMATICAL STRUCTUREOF SECRECYSYSTEMS

2 SECRECY SYSTEM S

As a�rst stepin themathematicalanalysisof cryptography, it is necessaryto
idealizethe situationsuitably, andto de�ne in a mathematicallyacceptable
way what we shall meanby a secrecy system.A “schematic”diagramof a
generalsecrecy systemis shown in Fig. 1. At the transmittingendthereare
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two informationsources—amessagesourceandakey source.Thekey source
producesaparticularkey from amongthosewhicharepossiblein thesystem.
This key is transmittedby somemeans,supposedlynot interceptible,for ex-
ampleby messenger, to the receiving end.The messagesourceproducesa
message(the“clear”) which is encipheredandtheresultingcryptogramsent
to thereceiving endby apossiblyinterceptiblemeans,for exampleradio.At
thereceiving endthecryptogramandkey arecombinedin thedeciphererto
recover themessage.

MESSAGE
SOURCE

MESSAGE
M TK

ENCIPHERER CRYPTOGRAM
E

CRYPTANALYST
ENEMY

TK
-1

DECIPHERER

SOURCE
KEY

KEY
K

MESSAGE
ME

KEY  K

E

Fig.1. Schematicof a generalsecrecysystem

Evidentlytheenciphererperformsafunctionaloperation.If M is themes-
sage,K thekey, andE theencipheredmessage,or cryptogram,wehave

E = f (M ; K )

thatis E is functionof M andK . It is preferableto think of this,however, not
asa functionof two variablesbut asa (oneparameter)family of operations
or transformations,andto write it

E = Ti M :

The transformationTi appliedto messageM producescryptogramE. The
index i correspondsto theparticularkey beingused.

Wewill assume,in general,thatthereareonly a �nite numberof possible
keys, and that eachhasan associatedprobability pi . Thus the key source
is representedby a statisticalprocessor device which choosesone from
the set of transformationsT1; T2; � � �; Tm with the respective probabilities
p1; p2; � � �; pm . Similarly wewill generallyassumea�nite numberof possible
messagesM 1; M2; � � �; Mn with associatea priori probabilitiesq1; q2; � � �; qn .
Thepossiblemessages,for example,might bethepossiblesequencesof En-
glish lettersall of length N , and the associatedprobabilitiesare then the
relative frequenciesof occurrenceof thesesequencesin normalEnglishtext.
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At the receiving endit mustbe possibleto recover M , knowing E and
K . ThusthetransformationsTi in thefamily musthave uniqueinversesT � 1

i

suchthatTi T � 1
i = I , theidentity transformation.Thus:

M = T � 1
i E:

At any rate this inversemustexist uniquely for every E which canbe ob-
tainedfrom an M with key i . Hencewe arrive at the de�nition: A secrecy
systemis a family of uniquelyreversibletransformationsTi of a setof pos-
sible messagesinto a set of cryptograms,the transformationTi having an
associatedprobability pi . Converselyany setof entitiesof this type will be
calleda “secrecy system”.The setof possiblemessageswill be called,for
convenience,the “messagespace”and the setof possiblecryptogramsthe
“cryptogramspace”.

Two secrecy systemswill be thesameif they consistof thesamesetof
transformationsTi , with thesamemessagesandcryptogramspace(rangeand
domain)andthesameprobabilitiesfor thekeys.

A secrecy systemcanbevisualizedmechanicallyasa machinewith one
or morecontrolson it. A sequenceof letters,themessage,is fed into thein-
put of themachineanda secondseriesemergesat theoutput.Theparticular
settingof thecontrolscorrespondsto theparticularkey beingused.Somesta-
tistical methodmustbeprescribedfor choosingthekey from all thepossible
ones.

To make theproblemmathematicallytractablewe shall assumethat the
enemyknowsthe systembeingused. That is, he knows the family of trans-
formationsTi , andtheprobabilitiesof choosingvariouskeys.It mightbeob-
jectedthat this assumptionis unrealistic,in that thecryptanalystoftendoes
not know what systemwasusedor the probabilitiesin question.Thereare
two answersto thisobjection:

1. The restriction is much weaker than appearsat �rst, due to our broad
de�nition of whatconstitutesa secrecy system.Supposea cryptographer
interceptsamessageanddoesnotknow whetherasubstitutiontransposi-
tion, or Vigen�ere type cipherwasused.He canconsiderthe messageas
beingencipheredby asystemin whichpartof thekey is thespeci�cation
of whichof thesetypeswasused,thenext partbeingtheparticularkey for
thattype.Thesethreedifferentpossibilitiesareassignedprobabilitiesac-
cordingto hisbestestimatesof thea priori probabilitiesof theencipherer
usingtherespective typesof cipher.

2. Theassumptionis actuallytheoneordinaryusedin cryptographicstudies.
It is pessimisticandhencesafe,but in the long run realistic,sinceone
mustexpecthis systemto be found out eventually. Thus,even whenan
entirely new systemis devised,so that the enemycannotassignany a
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priori probability to it without discovering it himself,onemuststill live
with theexpectationof his eventualknowledge.

Thesituationis similar to thatoccurringin thetheoryof games3 whereit is
assumedthattheopponent“�nds out” thestrategy of playbeingused.In both
casestheassumptionservesto delineatesharplytheopponent'sknowledge.

A secondpossibleobjectionto our de�nition of secrecy systemsis that
no accountis taken of the commonpracticeof insertingnulls in a message
andtheuseof multiple substitutes.In suchcasesthereis not a uniquecryp-
togramfor a given messageandkey, but the encipherercanchooseat will
from amonganumberof differentcryptograms.Thissituationcouldbehan-
dled,but would only addcomplexity at the presentstage,without substan-
tially alteringany of thebasicresults.

If themessagesareproducedby a Markoff processof thetypedescribed
in (1) to representan informationsource,the probabilitiesof variousmes-
sagesaredeterminedby thestructureof theMarkoff process.For thepresent,
however, we wish to take a moregeneralview of the situationandregard
the messagesasmerelyan abstractsetof entitieswith associatedprobabil-
ities, not necessarilycomposedof a sequenceof lettersandnot necessarily
producedby aMarkoff process.

It shouldbeemphasizedthatthroughoutthepaperasecrecy systemmeans
not one,but a setof many transformations.After thekey is chosenonly one
of thesetransformationsis usedandonemight be led from this to de�ne a
secrecy systemasa singletransformationon a language.The enemy, how-
ever, doesnot know what key waschosenandthe “might have been”keys
areasimportantfor him astheactualone.Indeedit is only theexistenceof
theseotherpossibilitiesthatgivesthesystemany secrecy. Sincethesecrecy
is our primaryinterest,we areforcedto theratherelaborateconceptof a se-
crecy systemde�ned above.This typeof situation,wherepossibilitiesareas
importantasactualities,occursfrequentlyin gamesof strategy. The course
of a chessgameis largely controlledby threatswhich arenot carriedout.
Somewhatsimilar is the“virtual existence”of unrealizedimputationsin the
theoryof games.

It may be notedthat a singleoperationon a languageforms a degener-
atetypeof secrecy systemunderourde�nition—a systemwith only onekey
of unit probability. Sucha systemhasno secrecy—thecryptanalyst�nds the
messageby applyingthe inverseof this transformation,the only onein the
system,to the interceptedcryptogram.The deciphererand cryptanalystin
this casepossessthe sameinformation.In general,the only differencebe-
tweenthe decipherer's knowledgeandtheenemycryptanalyst's knowledge

3 SeevonNeumannandMorgensternªTheTheoryof Gamesº,Princeton1947.
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is that the deciphererknows the particularkey beingused,while the crypt-
analystknows only the a priori probabilitiesof the variouskeys in the set.
The processof decipheringis that of applyingthe inverseof the particular
transformationusedin encipheringto thecryptogram.Theprocessof crypt-
analysisis thatof attemptingto determinethemessage(or theparticularkey)
givenonly thecryptogramandthea priori probabilitiesof variouskeys and
messages.

Thereareanumberof dif�cult epistemologicalquestionsconnectedwith
the theory of secrecy, or in fact with any theory which involvesquestions
of probability(particularlya priori probabilities,Bayes'theorem,etc.)when
appliedto a physicalsituation.Treatedabstractly, probability theorycanbe
put on a rigorouslogical basiswith themodernmeasuretheoryapproach45.
As applied to a physicalsituation,however, especiallywhen “subjective”
probabilitiesand unrepeatableexperimentsare concerned,thereare many
questionsof logical validity. For example,in the approachto secrecy made
here,a priori probabilitiesof variouskeysandmessagesareassumedknown
by theenemycryptographer—how canonedetermineoperationallyif hises-
timatesarecorrect,on thebasisof hisknowledgeof thesituation?

Onecanconstructarti�cial cryptographicsituationsof the“urn anddie”
typein whichthea priori probabilitieshaveade�nite unambiguousmeaning
andtheidealizationusedhereis certainlyappropriate.In othersituationsthat
onecanimagine,for examplean interceptedcommunicationbetweenMar-
tian invaders,thea priori probabilitieswould probablybesouncertainasto
be devoid of signi�cance.Most practicalcryptographicsituationslie some-
wherebetweentheselimits. A cryptanalystmight be willing to classifythe
possiblemessagesinto the categories“reasonable”,“possiblebut unlikely”
and“unreasonable”,but feel that�ner subdivisionwasmeaningless.

Fortunately, in practicalsituations,only extremeerrorsin a priori proba-
bilities of keysandmessagescausesigni�cant errorsin theimportantparam-
eters.This is becauseof theexponentialbehavior of thenumberof messages
andcryptograms,andthelogarithmicmeasuresemployed.

3 REPRESENTATI ON OF SYSTEM S

A secrecy systemasde�ned above canberepresentedin variousways.One
which is convenientfor illustrative purposesis a line diagram,asin Figs.2
and4. The possiblemessagesarerepresentedby pointsat the left and the
possiblecryptogramsby pointsat theright. If a certainkey, saykey 1, trans-
formsmessageM 2 into cryptogramE4 thenM 2 andE4 areconnectedby a

4 SeeJ.L. Doob,ªProbabilityasMeasureº,Annalsof Math.Stat.,v. 12,1941,pp.206–214.
5 A. Kolmogoroff, ªGrundbegriffe derWahrscheinlichkeitsrechnungº,ErgebnissederMathematic,v.

2, No. 3 (Berlin 1933).
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line labeled1, etc. From eachpossiblemessagetheremustbe exactly one
line emerging for eachdifferentkey. If thesameis truefor eachcryptogram,
wewill saythatthesystemis closed.

A morecommonway of describinga systemis by statingtheoperation
oneperformson themessagefor anarbitrarykey to obtainthecryptogram.
Similarly, onede�nesimplicitly theprobabilitiesfor variouskeysby describ-
ing how akey is chosenor whatweknow of theenemy'shabitsof key choice.
Theprobabilitiesfor messagesareimplicitly determinedby statingoura pri-
ori knowledgeof the enemy's languagehabits,the tacticalsituation(which
will in�uence theprobablecontentof themessage)andany specialinforma-
tion wemayhave regardingthecryptogram.
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3M

4M
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3

2
1
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1

2

2
1

3

3

Fig.2. Line drawings for simplesystems

4 SOM E EXAM PL ES OF SECRECY SYSTEM S

In this sectiona numberof examplesof cipherswill be given. Thesewill
oftenbereferredto in theremainderof thepaperfor illustrativepurposes.

4.1 SimpleSubstitution Cipher

In this cipher eachletter of the messageis replacedby a �x ed substitute,
usuallyalsoa letter. Thusthemessage,

M = m1m2m3m4� � �

wherem1; m2; � � � arethesuccessive lettersbecomes:

E = e1e2e3e4� � � = f (m1)f (m2)f (m3)f (m4)� � �

wherethefunctionf (m) is a functionwith aninverse.Thekey is apermuta-
tion of thealphabet(whenthesubstitutesareletters)e.g.X G U A C D T
B F H R S L M Q V Y Z W I E J O K N P. The �rst letter X is the
substitutefor A, G is thesubstitutefor B , etc.
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4.2 Transposition (Fixed Period d)

Themessageis dividedinto groupsof lengthd anda permutationappliedto
the�rst group,thesamepermutationto thesecondgroup,etc.Thepermuta-
tion is thekey andcanberepresentedby apermutationof the�rst d integers.
Thusfor d = 5, wemighthave2 3 1 5 4 asthepermutation.Thismeansthat:

m1 m2 m3 m4 m5 m6 m7 m8 m9 m10 � � �

becomes
m2 m3 m1 m5 m4 m7 m8 m6 m10 m9 � � �:

Sequentialapplicationof two or more transpositionswill be called com-
poundtransposition.If the periodsare d1; d2; � � �; dn it is clear that the re-
sult is a transpositionof periodd, whered is the leastcommonmultiple of
d1; d2; � � �; dn .

4.3 Vigen�ere,and Variations

In theVigen�erecipherthekey consistsof aseriesof d letters.Thesearewrit-
tenrepeatedlybelow themessageandthetwo addedmodulo26(considering
thealphabetnumberedfrom A = 0 to Z = 25. Thus

ei = mi + ki (mod26)

whereki is of periodd in theindex i . For example,with thekey G A H , we
obtain

message N O W I S T H E
repeatedkey G A H G A H G A
cryptogram T O D O S A N E

TheVigen�ereof period1 is calledtheCaesarcipher. It is asimplesubstitution
in which eachletter of M is advanceda �x ed amountin the alphabet.This
amountis the key, which may be any numberfrom 0 to 25. The so-called
BeaufortandVariantBeaufortaresimilar to the Vigen�ere, andencipherby
theequations

ei = ki � mi (mod26)

ei = mi � ki (mod26)

respectively. TheBeaufortof periodoneis calledthereversedCaesarcipher.
The applicationof two or moreVigen�erein sequencewill be calledthe

compoundVigen�ere. It hastheequation

ei = mi + ki + l i + � � � + si (mod26)
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whereki ; l i ; � � �; si in generalhavedifferentperiods.Theperiodof their sum,

ki + l i + � � � + si
asin compoundtransposition,is theleastcommonmultipleof theindividual
periods.

When the Vigen�ere is usedwith an unlimited key, never repeating,we
have theVernamsystem6, with

ei = mi + ki (mod26)
theki beingchosenat randomandindependentlyamong0; 1; � � �; 25. If the
key is ameaningfultext wehave the“runningkey” cipher.

4.4 Digram, Trigram, and N -gram substitution

Ratherthansubstitutefor lettersonecansubstitutefor digrams,trigrams,etc.
Generaldigramsubstitutionrequiresakey consistingof apermutationof the
262 digrams.It canberepresentedby a tablein whichtherow correspondsto
the�rst letterof thedigramandthecolumnto thesecondletter, entriesin the
tablebeingthesubstitutions(usuallyalsodigrams).

4.5 SingleMixed Alphabet Vigen�ere

This is a simplesubstitutionfollowedby aVigen�ere.
ei = f (mi ) + ki

mi = f � 1(ei � ki )

The“inverse”of this systemis aVigen�erefollowedby simplesubstitution

ei = g(mi + ki )

mi = g� 1(ei ) � ki

4.6 Matrix System

Onemethodof n-gramsubstitutionis to operateon successiven-gramswith
a matrixhaving aninverse7. Thelettersareassumednumberedfrom 0 to 25,
makingthemelementsof analgebraicring. Fromthen-gramm1 m2 � � � mn

of message,thematrixaij givesann-gramof cryptogram

ei =
nX

j =1

aij mj i = 1; � � �; n

6 G.S.Vernam,ªCipherPrintingTelegraphSystemsfor SecretWire andRadioTelegraphicCommu-
nicationsº,JournalAmericanInstituteof ElectricalEngineers, v. XLV, pp.109–115,1926.

7 SeeL. S.Hill, ªCryptographyin anAlgebraicAlphabetº,AmericanMath.Monthly, v. 36,No. 6, 1,
1929,pp.306–312;alsoªConcerningCertainLinearTransformationApparatusof Cryptographyº,
v. 38,No. 3, 1931,pp.135–154.
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Thematrix aij is thekey, anddecipheringis performedwith the inverse
matrix. The inversematrix will exist if andonly if thedeterminantjaij j has
aninverseelementin thering.

4.7 The Playfair Cipher

This is aparticulartypeof digramsubstitutiongovernedby amixed25letter
alphabetwritten in a 5� 5 square.(The letter J is often droppedin crypto-
graphicwork—it is very infrequent,andwhenit occurscanbe replacedby
I .) Supposethekey squareis asshown below:

L Z Q C P
A G N O U
R D M I F
K Y H V S
X B T E W

Thesubstitutefor adigramAC, for example,is thepairof lettersat theother
cornersof therectanglede�ned by A andC, i.e.,LO, theL taken�rst since
it is above A. If the digramlettersareon a horizontalline asRI , oneuses
thelettersto their right DF ; RF becomesDR. If thelettersareonavertical
line, the lettersbelow themareused.ThusPS becomesUW. If the letters
arethesamenulls maybeusedto separatethemor onemaybeomitted,etc.

4.8 Multiple Mixed Alphabet Substitution

In this ciphertherearea setof l simplesubstitutionswhich areusedin se-
quence.If theperiodd is four

m1 m2 m3 m4 m5 m6 � � �

becomes

f 1(m1) f 2(m2) f 3(m3) f 4(m4) f 1(m5) f 2(m6) � � �

4.9 Autokey Cipher

A Vigen�eretype systemin which either the messageitself or the resulting
cryptogramis usedfor the “key” is calledan autokey cipher. Theencipher-
ment is startedwith a “priming key” (which is the entirekey in our sense)
and continuedwith the messageor cryptogramdisplacedby the length of
thepriming key asindicatedbelow, wherethepriming key is COMET. The
messageusedas“key”:

Message S E N D S U P P L I E S � � �
Key C O M E T S E N D S U P � � �
Cryptogram U S Z H L M T C O A Y H � � �
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Thecryptogramusedas“key” 8:

Message S E N D S U P P L I E S � � �
Key C O M E T U S Z H L O H � � �
Cryptogram U S Z H L O H O S T S Z � � �

4.10 Fractional Ciphers

In these,eachletter is �rst encipheredinto two or morelettersor numbers
and thesesymbolsare somehow mixed (e.g.,by transposition).The result
maythenberetranslatedinto theoriginal alphabet.Thus,usinga mixed25-
letter alphabetfor the key, we may translateletters into two-digit quinary
numbersby thetable:

0 1 2 3 4
0 L Z Q C P
1 A G N O U
2 R D M I F
3 K Y H V S
4 X B T E W

ThusB becomes41. After the resultingseriesof numbersis transposedin
someway they aretakenin pairsandtranslatedbackinto letters.

4.11 Codes

In codeswords (or sometimessyllables)are replacedby substituteletter
groups.Sometimesacipherof onekind or anotheris appliedto theresult.

5 VAL UATI ONS OF SECRECY SYSTEM

Therearea numberof differentcriteria thatshouldbeappliedin estimating
thevalueof aproposedsecrecy system.Themostimportantof theseare:

5.1 Amount of Secrecy

Thereare somesystemsthat are perfect—theenemyis no betteroff after
interceptingany amountof material than before.Other systems,although
giving him someinformation,donotyield aunique“solution” to intercepted
cryptograms.Amongtheuniquelysolvablesystems,therearewidevariations
in the amountof labor requiredto effect this solutionandin the amountof
materialthatmustbeinterceptedto make thesolutionunique.

8 This systemis trivial from thesecrecy standpointsince,with theexceptionof the®rst d letters,the
enemyis in possessionof theentireªkeyº.
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5.2 Sizeof Key

Thekey mustbetransmittedby non-interceptiblemeansfrom transmittingto
receiving points.Sometimesit mustbememorized.It is thereforedesirable
to have thekey assmallaspossible.

5.3 Complexity of Enciphering and DecipheringOperations

Encipheringanddecipheringshould,of course,be assimpleaspossible.If
they aredonemanually, complexity leadsto lossof time,errors,etc.If done
mechanically, complexity leadsto largeexpensivemachines.

5.4 Propagationof Err ors

In certaintypesof ciphersanerrorof oneletterin encipheringor transmission
leadsto a largenumberof errorsin thedecipheredtext. Theerrorarespread
out by thedecipheringoperation,causingthe lossof muchinformationand
frequentneedfor repetitionof the cryptogram.It is naturally desirableto
minimizethiserrorexpansion.

5.5 Expansionof Message

In sometypesof secrecy systemsthesizeof themessageis increasedby the
encipheringprocess.This undesirableeffect may be seenin systemswhere
oneattemptsto swampout messagestatisticsby theadditionof many nulls,
or wheremultiplesubstitutesareused.It alsooccursin many “concealment”
typesof systems(which arenot usuallysecrecy systemsin thesenseof our
de�nition).

6 THE AL GEBRA OF SECRECY SYSTEM S

If we have two secrecy systemsT and R we can often combinethem in
variousways to form a new secrecy systemS. If T andR have the same
domain(messagespace)wemayform akind of “weightedsum”,

S = pT + qR

wherep+ q = 1. Thisoperationconsistsof �rst makingapreliminarychoice
with probabilitiesp andq determiningwhichof T andR is used.Thischoice
is partof thekey of S. After this is determinedT or R is usedasoriginally
de�ned.Thetotalkey of S mustspecifywhichof T andR is usedandwhich
key of T (or R) is used.

If T consistsof thetransformationsT1; � � �; Tm with probabilitiesp1; � � �; pm

andR consistsof R1; � � �; Rk with probabilitiesq1; � � �; qk thenS = pT +
qR consistsof thetransformationsT1; � � �; Tm ; R1; � � �; Rk with probabilities
pp1; pp2; � � �; ppm ; qq1; qq2; � � �; qqk respectively.
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Moregenerallywecanform thesumof anumberof systems.

S = p1T + p2R + � � � + pm U
X

pi = 1

Wenotethatany systemT canbewrittenasasumof �x edoperations

T = p1T1 + p2T2 + � � � + pmTm

Ti beingade�nite encipheringoperationof T correspondingto key choicei ,
whichhasprobabilitypi .

T-1R-1

K1 K2

T R

Fig.3. Product of two systemsS = RT

A secondway of combiningtwo secrecy systemsis by takingthe“prod-
uct”, shown schematicallyin Fig. 3. SupposeT andR aretwo systemsand
the domain(languagespace)of R can be identi�ed with the range(cryp-
togramspace)of T. Thenwe canapply �rst T to our languageandthenR
to the resultof this encipheringprocess.This givesa resultantoperationS
whichwewrite asaproduct

S = RT

Thekey for S consistsof both keys of T andR which areassumedchosen
accordingto their original probabilitiesand independently. Thus, if the m
keysof T arechosenwith probabilities

p1 p2 � � � pm

andthen keysof R haveprobabilities

p0
1 p0

2 � � � p0
n ;

thenS hasatmostmn keyswith probabilitiespi p0
j . In many casessomeof the

producttransformationsRi Tj will bethesameandcanbegroupedtogether,
addingtheir probabilities.

Productenciphermentis oftenused;for example,onefollows a substitu-
tion by a transpositionor a transpositionby a Vigen�ere,or appliesa codeto
thetext andencipherstheresultby substitution,transposition,fractionation,
etc.
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It maybenotedthatmultiplicationis not in generalcommutative (we do
not alwayshave RS = SR), althoughin specialcases,suchassubstitution
and transposition,it is. Sinceit representsan operationit is de�nitionally
associative. That is, R(ST) = (RS)T = RST. Furthermore,we have the
laws

p(p0T + q0R) + qS = pp0T + pq0R + qS

(weightedassociative law for addition)

T(pR + qS) = pTR + qTS

(pR + qS)T = pRT + qST

(right andleft handdistributive laws)and

p1T + p2T + p3R = (p1 + p2)T + p3R

It shouldbeemphasizedthatthesecombiningoperationsof additionand
multiplicationapplyto secrecy systemsasa whole.Theproductof two sys-
temsTR shouldnot beconfusedwith theproductof the transformationsin
thesystemsTi Rj , whichalsoappearsoftenin thiswork. TheformerTR is a
secrecy system,i.e.,asetof transformationswith associatedprobabilities;the
latteris aparticulartransformation.Furtherthesumof two systemspR+ qT
is a system—thesumof two transformationsis not de�ned. ThesystemsT
andR maycommutewithout theindividualTi andRj commuting,e.g.,if R
is a Beaufortsystemof agivenperiod,all keysequallylikely.

Ri Rj 6= Rj Ri

in general,but of courseRR doesnotdependon its order;actually

RR = V

theVigen�ereof thesameperiodwith randomkey. On theotherhand,if the
individual Ti andRj of two systemsT andR commute,then the systems
commute.

A systemwhoseM andE spacescanidenti�ed, a very commoncaseas
whenlettersequencesaretransformedinto lettersequences,maybetermed
endomorphic. An endomorphicsystemT mayberaisedto apowerT n .

A secrecy systemT whoseproductwith itself is equalto T, i.e.,for which

TT = T

will becalledidempotent.For example,simplesubstitution,transpositionof
periodp, Vigen�ereof periodp (all with eachkey equallylikely) areidempo-
tent.
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The setof all endomorphicsecrecy systemsde�ned in a �x ed message
spaceconstitutesan “algebraicvariety”, that is, a kind of algebra,usingthe
operationsof additionandmultiplication. In fact, the propertiesof addition
andmultiplicationwhichwehavediscussedmaybesummarizedasfollows:
Thesetof endomorphicciphers with the samemessage spaceand the two
combiningoperationsof weightedadditionandmultiplicationform a linear
associativealgebra with a unit element,apart from the fact that the coef�-
cientsin a weightedadditionmustbenon-negativeandsumto unity.

Thecombiningoperationsgive uswaysof constructingmany new types
of secrecy systemsfrom certainones,suchasthe examplesgiven.We may
alsousethemto describethesituationfacingacryptanalystwhenattempting
to solve a cryptogramof unknown type. He is, in fact, solving a secrecy
systemof thetype

T = p1A + p2B + � � � + pr S + p0X
X

p = 1

wheretheA; B ; � � � ; S areknown typesof ciphers,with thepi their a priori
probabilitiesin this situation,and p0X correspondsto the possibility of a
completelynew unknown typeof cipher.

7 PURE AND M I XED CI PHERS

Certaintypesof cipherssuchasthesimplesubstitution,thetranspositionof
a givenperiod,theVigen�ereof a givenperiod,themixedalphabetVigen�ere,
etc. (all with eachkey equally likely) have a certainhomogeneitywith re-
spectto key. Whatever thekey, theenciphering,decipheringanddecrypting
processesareessentiallythesame.Thismaybecontrastedwith thecipher

pS + qT

whereS is a simplesubstitutionandT a transpositionof a givenperiod.In
thiscasetheentiresystemchangesfor enciphering,decipheringanddecrypt-
ment,dependingon whetherthesubstitutionor transpositionis used.

The causeof the homogeneityin thesesystemsstemsfrom the group
property±wenoticethat,in theaboveexamplesof homogeneousciphers,the
productTi Tj of any two transformationsin thesetis equalto a third transfor-
mationTk in theset.On theotherhandTi Sj justdoesnotequalany transfor-
mationin thecipher

pS + qT

whichcontainsonly substitutionsandtranspositions,no products.
We might de�ne a “pure” cipher, then,asonewhoseTi form a group.

This, however, would betoo restrictive sinceit requiresthat theE spacebe
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thesameastheM space,i.e.,thatthesystembeendomorphic.Thefractional
transpositionis homogeneousastheordinarytranspositionwithoutbeingen-
domorphic.Theproperde�nition is the following: A cipherT is pure if for
everyTi ; Tj ; Tk thereis aTs suchthat

Ti T � 1
j Tk = Ts

andevery key is equallylikely. Otherwisethecipheris mixed.Thesystems
of Fig. 2 aremixed.Fig. 4 is pureif all keysareequallylikely.

Theorem 1. In a pureciphertheoperationsT � 1
i Tj which transformthemes-

sagespaceinto itself forma groupwhoseorder is m, thenumberof different
keys.

For
T � 1

j TkT � 1
k Tj = I

so that eachelementhasan inverse.The associative law is true sincethese
areoperations,andthegrouppropertyfollowsfrom

T � 1
i Tj T � 1

k Tl = T � 1
s TkT � 1

k Tl = T � 1
s Tl

usingourassumptionthatT � 1
i Tj = T � 1

s Tk for somes.
TheoperationT � 1

i Tj means,of course,encipheringthemessagewith key
j andthendecipheringwith key i whichbringsusbackto themessagespace.
If T is endomorphic,i.e., the Ti themselves transformthe space
 M into
itself (asis thecasewith mostciphers,whereboththemessagespaceandthe
cryptogramspaceconsistof sequencesof letters),andtheTi area groupand
equallylikely, thenT is pure,since

Ti T � 1
j Tk = Ti Tr = Ts:

Theorem 2. Theproductof twopurecipherswhich commuteis pure.

For if T andR commuteTi Rj = RlTm for every i; j with suitablel; m, and

Ti Rj (TkRl )� 1Tm Rn = Ti Rj R� 1
l T � 1

k TmRn

= RuR� 1
v RwTr T � 1

s Tl

= RhTg:

Thecommutationconditionis not necessary, however, for theproductto be
apurecipher.

A systemwith only onekey, i.e., a singlede�nite operationT1, is pure
sincetheonly choiceof indicesis

T1T � 1
1 T1 = T1:

Thustheexpansionof ageneralcipherinto asumof suchsimpletransforma-
tionsalsoexhibits it asasumof pureciphers.

An examinationof theexampleof apureciphershown in Fig.4 discloses
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certainproperties.Themessagesfall into certainsubsetswhich we will call
residueclasses, andthepossiblecryptogramsaredividedinto corresponding
residueclasses.Thereis at leastoneline from eachmessagein aclassto each
cryptogramin the correspondingclass,andno line betweenclasseswhich
do not correspond.The numberof messagesin a classis a divisor of the
total numberof keys. Thenumberof lines “in parallel” from a messageM
to a cryptogramin the correspondingclassis equalto the numberof keys
dividedby the numberof messagesin the classcontainingthe message(or
cryptogram).It is shown in theappendixthat thesehold in generalfor pure
ciphers.Summarizedformally, wehave:

M1

M2

M3

M4

E2

E3

E4

M5 E5

M6

M7

E6

E7

C1

C3

1C'

2C'C2

3C'

MESSAGE
RESIDUE
CLASSES

CRYPTOGRAM
RESIDUE
CLASSES

E12
3

1

4

1
23

4

3

3
4

1

2

2
1
4

1
2

3
4

4 3
2

1

1
23

4

PURE   SYSTEM

Fig.4. Puresystem

Theorem 3. In a pure systemthe messages can be divided into a set of
“r esidueclasses”C1; C2; � � �; Cs and thecryptogramsinto a corresponding
setof residueclassesC0

1; C0
2; � � �; C0

s with thefollowing properties:

(1) Themessageresidueclassesarem duallyexclusiveandcollectivelycon-
tain all possiblemessages.Similarly for thecryptogramresidueclasses.

(2) Encipheringany message in Ci with any key producesa cryptogram in
C0

i . Decipheringanycryptogramin C0
i with anykey leadsto a messagein

Ci .
(3) Thenumberof messagesin Ci , say ' i , is equal to the numberof cryp-

togramsin C0
i andis a divisorof k thenumberof keys.
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(4) Each message in Ci can be enciphered into each cryptogram in C0
i by

exactly k
' i

differentkeys.Similarly for decipherment.

The importanceof the conceptof a purecipher(andthe reasonfor the
name)lies in the fact that in a purecipherall keys areessentiallythesame.
Whatever key is usedfor a particularmessage,thea posterioriprobabilities
of all messagesare identical.To seethis, note that two differentkeys ap-
plied to thesamemessageleadto two cryptogramsin thesameresidueclass,
sayC0

i . Thetwo cryptogramsthereforecouldeachbedecipheredby k
' i

keys
into eachmessagein Ci andinto no otherpossiblemessages.All keys being
equallylikely thea posterioriprobabilitiesof variousmessagesarethus

PE (M ) =
P(M )PM (E)

P(E)
=

P(M )PM (E)
P

M P(M )PM (E)
=

P(M )
P(Ci )

whereM is in Ci , E is in C0
i andthe sumis over all messagesin Ci . If E

andM arenot in correspondingresidueclasses,PE (M ) = 0. Similarly it can
beshown thatthea posterioriprobabilitiesof thedifferentkeysarethesame
in valuebut thesevaluesareassociatedwith differentkeys whena different
key is used.Thesamesetof valuesof PE (K ) haveundergoneapermutation
amongthekeys.Thuswehave theresult

Theorem 4. In a pure systemthe a posterioriprobabilitiesof variousmes-
sagesPE (M ) areindependentof thekey thatis chosen.Theaposterioriprob-
abilities of thekeysPE (K ) are thesamein valuebut undergo a permutation
with a differentkey choice.

Roughlywe maysaythatany key choiceleadsto thesamecryptanalytic
problemin a purecipher. Sincethe differentkeys all result in cryptograms
in thesameresidueclassthismeansthatall cryptogramsin thesameresidue
classarecryptanalyticallyequivalent±they leadto thesamea posterioriprob-
abilitiesof messagesand,apartfrom apermutation,thesameprobabilitiesof
keys.

As anexampleof this,simplesubstitutionwith all keysequallylikely is a
purecipher. Theresidueclasscorrespondingto a givencryptogramE is the
setof all cryptogramsthatmaybeobtainedfrom E by operationsTi T � 1

k E. In
this caseTi T � 1

k is itself a substitutionandhenceany substitutionon E gives
anothermemberof thesameresidueclass.Thus,if thecryptogramis

E = X C P P G C F Q;

then
E1 = R D H H G D S N

E2 = A B C C D B E F
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etc.arein the sameresidueclass.It is obvious in this casethat thesecryp-
togramsareessentiallyequivalent.All that is of importancein a simplesub-
stitutionwith randomkey is thepatternof letterrepetitionstheactualletters
beingdummyvariables.Indeedwe might dispensewith thementirely, indi-
catingthepatternof repetitionsin E asfollows:

z }| {
z }| {

This notationdescribestheresidueclassbut eliminatesall informationasto
the speci�c memberof the class.Thus it leavespreciselythat information
which is cryptanalyticallypertinent.This is relatedto onemethodof attack-
ing simplesubstitutionciphers—themethodof patternwords.

In the Caesartype cipheronly the �rst differencesmod 26 of the cryp-
togramaresigni�cant. Two cryptogramswith the same� ei arein the same
residueclass.Onebreaksthis cipherby thesimpleprocessof writing down
the26 membersof themessageresidueclassandpicking out theonewhich
makessense.

TheVigen�ereof periodd with randomkey is anotherexampleof a pure
cipher. Herethemessageresidueclassconsistsof all sequenceswith thesame
�rst differencesas the cryptogram,for lettersseparatedby distanced. For
d = 3 theresidueclassis de�ned by

m1 — m4 = c1 — c4

m2 — m5 = c2 — c5

m3 — m6 = c3 — c6

m4 — m7 = c4 — c7

.

.

.

whereE = e1; e2; � � � is the cryptogramand m1; m2; � � � is any M in the
correspondingresidueclass.

In thetranspositioncipherof periodd with randomkey, theresidueclass
consistsof all arrangementsof theei in whichnoei is movedoutof its block
of lengthd, andany two ei atadistanced remainat thisdistance.This is used
in breakingtheseciphersasfollows:Thecryptogramis written in successive
blocksof lengthd, oneunderanotherasbelow (d = 5):

e1 e2 e3 e4 e5

e6 e7 e8 e9 e10

e11 e12 . . .
. . . . .
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The columnsare then cut apart and rearrangedto make meaningfultext.
Whenthecolumnsarecutapart,theonly informationremainingis theresidue
classof thecryptogram.

Theorem 5. If T is pure thenTi T � 1
j T = T whereTi Tj areanytwotransfor-

mationsof T. Converselyif this is true for anyTi Tj in a systemT thenT is
pure.

The�rst partof this theoremis obviousfrom thede�nition of apuresys-
tem.Toprovethesecondpartwenote�rst that,if Ti T � 1

j T = T, thenTi T � 1
j Ts

is a transformationof T. It remainsto show that all keys areequiprobable.
WehaveT =

P
s psTs and

X

s
psTi T � 1

j Ts =
X

s
psTs

Thetermin theleft handsumwith s = j yieldspj Ti . Theonly termin Ti on
theright is pi Ti . Sinceall coef�cients arenonnegative it follows that

pj � pi :

Thesameargumentholdswith i andj interchangedandconsequently

pj = pi

andT is pure.Thus the condition that Ti T � 1
j T = T might be usedasan

alternativede�nition of apuresystem.

8 SI M I L AR SYSTEM S

Two secrecy systemsR and S will be said to be similar if thereexists a
transformationA having aninverseA � 1 suchthat

R = AS

This meansthat encipheringwith R is the sameasencipheringwith S and
thenoperatingon theresultwith the transformationA. If we write R� S to
meanR is similar to S thenit is clearthat R� S implies S� R. Also R� S
andS� T imply R� T and�nally R� R. Thesearesummarizedby saying
thatsimilarity is anequivalencerelation.

Thecryptographicsigni�canceof similarity is thatif R� S thenR andS
areequivalentfrom thecryptanalyticpoint of view. Indeedif a cryptanalyst
interceptsa cryptogramin systemS hecantransformit to onein systemR
by merelyapplyingthetransformationA to it. A cryptogramin systemR is
transformedto onein S by applyingA � 1. If R andS areappliedto thesame
languageor messagespace,thereis aone-to-onecorrespondencebetweenthe
resultingcryptograms.Correspondingcryptogramsgivethesamedistribution
of a posterioriprobabilitiesfor all messages.

If onehasamethodof breakingthesystemR thenany systemS similar
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to R canbebrokenby reducingto R throughapplicationof theoperationA.
This is a device thatis frequentlyusedin practicalcryptanalysis.

As atrivial example,simplesubstitutionwherethesubstitutesarenot let-
tersbut arbitrarysymbolsis similar to simplesubstitutionusingletter sub-
stitutes.A secondexample is the Caesarand the reverseCaesartype ci-
phers.The latter is sometimesbroken by �rst transforminginto a Caesar
type. This can be doneby reversing the alphabetin the cryptogram.The
Vigen�ere,BeaufortandVariantBeaufortareall similar, whenthekey is ran-
dom. The “autokey” cipher (with the messageusedas“key”) primedwith
thekey K 1 K 2 � � � K d is similar to a Vigen�eretypewith thekey alternately
addedandsubtractedMod 26. The transformationA in this caseis that of
“deciphering”theautokey with aseriesof d A's for theprimingkey.

PART II

THEORETICALSECRECY

9 I NTRODUCTI ON

Wenow considerproblemsconnectedwith the“theoreticalsecrecy” of asys-
tem.How immuneis asystemto cryptanalysiswhenthecryptanalysthasun-
limited time andmanpower availablefor theanalysisof cryptograms?Does
a cryptogramhavea uniquesolution(eventhoughit mayrequireanimprac-
tical amountof work to �nd it) and if not how many reasonablesolutions
doesit have?How muchtext in a given systemmustbe interceptedbefore
thesolutionbecomesunique?Are theresystemswhichneverbecomeunique
in solution no matterhow much encipheredtext is intercepted?Are there
systemsfor which no informationwhatever is givento theenemyno matter
how muchtext is intercepted?In theanalysisof theseproblemstheconcepts
of entropy, redundancy andthelikedevelopedin “A MathematicalTheoryof
Communication”(hereafterreferredto asMTC) will �nd awideapplication.

10 PERFECT SECRECY

Let ussupposethepossiblemessagesare�nite in numberM 1; � � � ; Mn and
havea priori probabilitiesP(M 1); � � � ; P(M n ), andthattheseareenciphered
into thepossiblecryptogramsE1; � � � ; Em by

E = Ti M :

ThecryptanalystinterceptsaparticularE andcanthencalculate,in prin-
cipleat least,thea posterioriprobabilitiesfor thevariousmessages,PE (M ).
It is naturalto de�ne perfectsecrecyby the condition that, for all E the a
posteriori probabilitiesareequalto thea priori probabilitiesindependently
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of the valuesof these.In this case,interceptingthe messagehasgiven the
cryptanalystno information.9 Any actionof his which dependson theinfor-
mationcontainedin the cryptogramcannotbe altered,for all of his proba-
bilities asto what thecryptogramcontainsremainunchanged.On theother
hand,if theconditionis not satis�ed therewill exist situationsin which the
enemyhascertaina priori probabilities,andcertainkey andmessagechoices
mayoccurfor which theenemy's probabilitiesdo change.This in turn may
affect his actionsandthusperfectsecrecy hasnot beenobtained.Hencethe
de�nition givenis necessarilyrequiredby our intuitive ideasof whatperfect
secrecy shouldmean.

A necessaryandsuf�cient conditionfor perfectsecrecy canbefoundas
follows:Wehaveby Bayes'theorem

PE (M ) =
P(M )PM (E)

P(E)

in which:
P(M ) = a priori probabilityof messageM .
PM (E) = conditionalprobabilityof cryptogramE if messageM is

choseni.e. thesumof theprobabilitiesof all keys which
producecryptogramE from messageM .

P(E) = probabilityof obtainingcryptogramE from any cause.
PE (M ) = a posterioriprobabilityof messageM if cryptogramE is

intercepted.
For perfectsecrecy PE (M ) mustequalP(M ) for all E andall M . Hence

eitherP(M ) = 0, a solution that must be excludedsincewe demandthe
equalityindependentof thevaluesof P(M ), or

PM (E) = P(E)

for everyM andE. Converselyif PM (E) = P(E) then

PE (M ) = P(M )

andwehaveperfectsecrecy. Thuswehave theresult:

Theorem 6. A necessaryandsuf�cient conditionfor perfectsecrecyis that

PM (E) = P(E)

for all M andE. Thatis, PM (E) mustbeindependentof M .

Statedanotherway, thetotal probabilityof all keys thattransformM i

9 A purist might objectthat the enemyhasobtainedsomeinformationin that he knows a message
wassent.This may be answeredby having amongthe messagesa ªblankºcorrespondingto ªno
message.º If no messageis originatedtheblankis encipheredandsentasa cryptogram.Theneven
thismodicumof remaininginformationis eliminated.
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into a givencryptogramE is equalto thatof all keys transformingM j into
thesameE, for all M i ; M j andE.

Now theremustbeasmany E's asthereareM 's since,for a �x ed i , Ti

givesaone-to-onecorrespondencebetweenall theM 's andsomeof theE's.
For perfectsecrecy PM (E) = P(E) 6= 0 for any of theseE's andany M .
Hencethereis at leastonekey transformingany M into any of theseE's.
But all the keys from a �x ed M to different E 's must be different,and
thereforethe numberof different keys is at leastas great as the numberof
M 's. It is possibleto obtainperfectsecrecy with only thisnumberof keys,as

M1

M2

M3

M4

M5

E2

E3

E4

E5

1
2
3
4
5

51234

4

3
5
21

3

21
4
5

234
5

1

E1

Fig.5. Perfect system

oneshowsby thefollowing example:Let theM i benumbered1 to n andthe
E i thesame,andusingn keys let

Ti M j = Es

wheres = i + j (Mod n). In this casewe seethatPE (M ) = 1
n = P(E)

andwehaveperfectsecrecy. An exampleis shown in Fig. 5 with s = i + j �
1 (Mod 5).

Perfectsystemsin whichthenumberof cryptograms,thenumberof mes-
sages,andthenumberof keys areall equalarecharacterizedby theproper-
tiesthat (1) eachM is connectedto eachE by exactly oneline, (2) all keys
areequally likely. Thusthe matrix representationof the systemis a “Latin
square”.

In MTC it wasshown thatinformationmaybeconvenientlymeasuredby
meansof entropy. If wehaveasetof possibilitieswith probabilitiesp1; p2; � � � ; pn ,
theentropy H is givenby:

H = �
X

pi log pi :
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In asecrecy systemtherearetwo statisticalchoicesinvolved,thatof themes-
sageandof the key. We may measurethe amountof informationproduced
whenamessageis chosenby H (M ):

H (M ) = �
X

P(M ) log P(M );

thesummationbeingoverall possiblemessages.Similarly, thereis anuncer-
taintyassociatedwith thechoiceof key givenby:

H (K ) = �
X

P(K ) log P(K ):

In perfectsystemsof thetypedescribedabove,theamountof information
in themessageis at mostlog n (occurringwhenall messagesareequiprob-
able).This informationcanbe concealedcompletelyonly if the key uncer-
tainty is at leastlog n. This is the �rst exampleof a generalprinciplewhich
will appearfrequently:thatthereis a limit to whatwecanobtainwith agiven
uncertaintyin key—theamountof uncertaintywe canintroduceinto theso-
lution cannotbegreaterthanthekey uncertainty.

Thesituationis somewhatmorecomplicatedif thenumberof messages
is in�nite. Suppose,for example,thatthey aregeneratedasin�nite sequences
of lettersby a suitableMarkoff process.It is clearthatno �nite key will give
perfectsecrecy. We suppose,then,that the key sourcegenerateskey in the
samemanner, thatis,asanin�nite sequenceof symbols.Supposefurtherthat
only a certainlengthof key L K is neededto encipheranddeciphera length
LM of message.Let the logarithmof the numberof lettersin the message
alphabetbe RM andthat for the key alphabetbe RK . Then,from the �nite
case,it is evidentthatperfectsecrecy requires

RM LM � RK LK :

This typeof perfectsecrecy is realizedby theVernamsystem.
Theseresultshave beendeducedon the basisof unknown or arbitrary

a priori probabilitiesof the messages.The key requiredfor perfectsecrecy
dependsthenon thetotal numberof possiblemessages.

Onewould expectthat, if the messagespacehas�x ed known statistics,
so that it hasa de�nite meanrateR of generatinginformation,in thesense
of MTC, thentheamountof key neededcouldbereducedon theaveragein
just this ratio R

RM
, andthis is indeedtrue.In fact themessagecanbepassed

througha transducerwhich eliminatesthe redundancy andreducesthe ex-
pectedlengthin just this ratio,andthena Vernamsystemmaybeappliedto
theresult.Evidently theamountof key usedperletterof messageis statisti-
cally reducedby a factor R

RM
andin thiscasethekey sourceandinformation

sourcearejust matched—abit of key completelyconcealsa bit of message
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information.It is easilyshown also,by themethodsusedin MTC, thatthis is
thebestthatcanbedone.

Perfectsecrecy systemshaveaplacein thepracticalpicture—they maybe
usedeitherwherethegreatestimportanceis attachedto completesecrecy—
e.g., correspondencebetweenthe highestlevels of command,or in cases
wherethe numberof possiblemessagesis small. Thus,to take an extreme
example,if only two messages“yes” or “no” wereanticipated,aperfectsys-
temwouldbein order, with perhapsthetransformationtable:

M K A B
yes 0 1
no 1 0

The disadvantageof perfectsystemsfor large correspondencesystems
is, of course,theequivalentamountof key thatmustbesent.In succeeding
sectionsweconsiderwhatcanbeachievedwith smallerkey size,in particular
with �nite keys.

11 EQUI VOCATI ON

Let ussupposethatasimplesubstitutioncipherhasbeenusedonEnglishtext
andthatwe intercepta certainamount,N letters,of theencipheredtext. For
N fairly large,morethansay50letters,thereis nearlyalwaysauniquesolu-
tion to thecipher;i.e.,asinglegoodEnglishsequencewhich transformsinto
theinterceptedmaterialby asimplesubstitution.With asmallerN , however,
thechanceof morethanonesolutionis greater:with N = 15therewill gen-
erally be quite a numberof possiblefragmentsof text that would �t, while
with N = 8 a good fraction (of the orderof 1

8) of all reasonableEnglish
sequencesof that lengtharepossible,sincethereis seldommorethanone
repeatedletter in the 8. With N = 1 any letter is clearly possibleandhas
thesamea posterioriprobabilityasits a priori probability. For oneletterthe
systemis perfect.

This happensgenerallywith solvableciphers.Beforeany materialis in-
terceptedwe can imaginethe a priori probabilitiesattachedto the various
possiblemessages,andalsoto the variouskeys. As materialis intercepted,
thecryptanalystcalculatesthea posterioriprobabilities;andasN increases
the probabilitiesof certainmessagesincrease,and,of most,decrease,until
�nally only one is left, which hasa probability nearlyone,while the total
probabilityof all othersis nearlyzero.

This calculationcanactuallybecarriedout for very simplesystems.Ta-
ble 1 shows the a posteriori probabilitiesfor a Caesartype cipherapplied
to Englishtext, with thekey chosenat randomfrom the26 possibilities.To
enablethe useof standardletter, digramand trigram frequency tables,the
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text hasbeenstartedatarandompoint (by openingabookandputtingapen-
cil down at randomon the page).The messageselectedin this way begins
“creasesto ...” startinginsidetheword increases.If themessagewereknown
to startasentenceadifferentsetof probabilitiesmustbeusedcorresponding
to thefrequenciesof letters,digrams,etc.,at thebeginningof sentences.

Table1. A PosterioriProbabilitiesfor a CaesarTypeCryptogram

Decipherments N = 1 N = 2 N = 3 N = 4 N = 5
C R E A S .028 .0377 .1111 .3673 1
D S F B T .038 .0314
E T G C U .131 .0881
F U H D V .029 .0189
G V I E W .020
H W J F X .053 .0063
I X K G Y .063 .0126
J Y L H Z .001
K Z M I A .004
L A N J B .034 .1321 .2500
M B O K C .025 .0222
N C P L D .071 .1195
O D Q M E .080 .0377
P E R N F .020 .0818 .4389 .6327
Q F S O G .001
R G T P H .068 .0126
S H U Q I .061 .0881 .0056
T I V R J .105 .2830 .1667
U J W S K .025
V K X T L .009
W L Y U M .015 .0056
X M Z V N .002
Y N A W O .020
Z O B X P .001
A P C Y Q .082 .0503
B Q D Z R .014
H (decimaldigits) 1.2425 .9686 .6034 .285 0

TheCaesarwith randomkey isapurecipherandtheparticularkey chosen
doesnot affect the a posteriori probabilities.To determinethesewe need
merelylist thepossibledeciphermentsby all keysandcalculatetheira priori
probabilities.The a posteriori probabilitiesarethesedivided by their sum.
Thesepossibledeciphermentsarefoundby thestandardprocessof “running
down the alphabet”from the messageandarelisted at the left. Theseform
theresidueclassfor themessage.For oneinterceptedletter thea posteriori
probabilitiesareequalto thea priori probabilitiesfor letters10 andareshown
in thecolumnheadedN = 1. For two interceptedletterstheprobabilitiesare
thosefor digramsadjustedto sumto unity andtheseareshown in thecolumn
N = 2.
10 Theprobabilitiesfor this tableweretakenfrom frequency tablesgivenby FletcherPrattin a book

ªSecretandUrgentºpublishedby Blue RibbonBooks,New York, 1939.Althoughnot complete,
they aresuf®cient for presentpurposes.
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Trigramfrequencieshave alsobeentabulatedandtheseareshown in the
columnN = 3. For four- and � ve-lettersequencesprobabilitieswereob-
tainedby multiplicationfrom trigramfrequenciessince,roughly,

p(ij kl) = p(ij k)pj k(l):

Notethatat threelettersthe�eld hasnarroweddown to four messagesof
fairly high probability, the othersbeingsmall in comparison.At four there
aretwo possibilitiesandat � ve justone,thecorrectdecipherment.

In principlethis couldbecarriedout with any systembut, unlessthekey
is very small, the numberof possibilitiesis so large that the work involved
prohibitstheactualcalculation.

This set of a posteriori probabilitiesdescribeshow the cryptanalyst's
knowledgeof themessageandkey graduallybecomesmorepreciseasenci-
pheredmaterialis obtained.This description,however, is muchtoo involved
anddif�cult to obtainfor our purposes.What is desiredis a simpli�ed de-
scriptionof thisapproachto uniquenessof thepossiblesolutions.

A similar situationarisesin communicationtheorywhena transmitted
signal is perturbedby noise.It is necessaryto setup a suitablemeasureof
theuncertaintyof whatwasactuallytransmittedknowing only theperturbed
versiongiven by the received signal. In MTC it was shown that a natural
mathematicalmeasureof this uncertaintyis the conditionalentropy of the
transmittedsignalwhenthe received signal is known. This conditionalen-
tropy wascalled,for convenience,theequivocation.

From the point of view of the cryptanalyst,a secrecy systemis almost
identicalwith anoisycommunicationsystem.Themessage(transmittedsig-
nal) is operatedon by a statisticalelement,theencipheringsystem,with its
statisticallychosenkey. Theresultof thisoperationis thecryptogram(analo-
gousto theperturbedsignal)which is availablefor analysis.Thechiefdiffer-
encesin the two casesare:�rst, that theoperationof theencipheringtrans-
formationis generallyof amorecomplex naturethantheperturbingnoisein
achannel;and,second,thekey for asecrecy systemis usuallychosenfrom a
�nite setof possibilitieswhile thenoisein achannelis moreoftencontinually
introduced,in effect chosenfrom anin�nite set.

With theseconsiderationsin mind it is naturalto usethe equivocation
asa theoreticalsecrecy index. It maybenotedthat therearetwo signi�cant
equivocations,thatof thekey andthatof themessage.Thesewill bedenoted
by HE (K ) andHE (M ) respectively. They aregivenby:

HE (K ) =
X

E ;K

P(E; K ) log PE (K )

HE (M ) =
X

E ;M

P(E; M ) log PE (K )
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in which E; M andK arethecryptogram,messageandkey and
P(E; K ) is theprobabilityof key K andcryptogramE
PE (K ) is thea posteriori probabilityof key K if cryptogramE

is intercepted.
P(E; M ) andPE (M ) arethe similar probabilitiesfor messagein-

steadof key.
Thesummationin HE (K ) is overall possiblecryptogramsof acertainlength
(sayN letters)andoverall keys.For HE (M ) thesummationis overall mes-
sagesandcryptogramsof lengthN . ThusHE (K ) andHE (M ) arebothfunc-
tions of N , the numberof interceptedletters.This will sometimesbe indi-
catedexplicitly by writing HE (K ; N ) andHE (M ; N ). Note that theseare
“total” equivocations;i.e.,we do not divide by N to obtaintheequivocation
ratewhich wasusedin MTC.

The samegeneralargumentsusedto justify the equivocationasa mea-
sureof uncertaintyin communicationtheoryapplyhereaswell. Wenotethat
zeroequivocationrequiresthatonemessage(or key) haveunit probability, all
otherzero,correspondingto completeknowledge.Consideredasa function
of N , thegradualdecreaseof equivocationcorrespondsto increasingknowl-
edgeof theoriginal key or message.Thetwo equivocationcurvesplottedas
functionsof N , will becalledtheequivocationcharacteristicsof thesecrecy
systemin question.

Thevaluesof HE (K ; N ) andHE (M ; N ) for theCaesartypecryptogram
consideredabove have beencalculatedandaregiven in the last row of Ta-
ble 1. HE (K ; N ) andHE (M ; N ) areequalin this caseandaregivenin dec-
imal digits (i.e., thelogarithmicbase10 is usedin thecalculation).It should
be notedthat the equivocationhereis for a particularcryptogram,the sum-
mation being only over M (or K ), not over E. In generalthe summation
would be over all possibleinterceptedcryptogramsof lengthN andwould
give the averageuncertainty. The computationaldif�culties areprohibitive
for thisgeneralcalculation.

12 PROPERTI ES OF EQUI VOCATI ON

Equivocationmaybeshown to haveanumberof interestingproperties,most
of which �t into our intuitive pictureof how sucha quantityshouldbehave.
Wewill �rst show thattheequivocationof key or of a �x edpartof amessage
decreaseswhenmoreencipheredmaterialis intercepted.

Theorem 7. Theequivocationof key HE (K ; N ) is a non-increasingfunction
ofN . Theequivocationof the�r stA lettersof themessageisanon-increasing
functionof thenumberN which havebeenintercepted.If N lettershavebeen
intercepted,theequivocationof the �r st N letters of message is lessthanor
equalto thatof thekey. Thesemaybewritten:
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HE (K ; S) � HE (K ; N ) S� N
HE (M ; S) � HE (M ; N ) S� N (H for �rst A lettersof text)
HE (M ; N ) � HE (K ; N )

Thequali�cation regardingA lettersin thesecondresultof the theorem
is so that the equivocationwill be calculatedwith respectto the amountof
messagethathasbeenintercepted.If it is, themessageequivocationmay(and
usuallydoes)increasefor atime,duemerelyto thefactthatmorelettersstand
for a largerpossiblerangeof messages.Theresultsof thetheoremarewhat
we might hopefrom a goodsecrecy index, sincewe would hardlyexpectto
beworseoff ontheaverageafterinterceptingadditionalmaterialthanbefore.
The fact that they canbe provedgivesfurther justi�cation to our useof the
equivocationmeasure.

Theresultsof thistheoremareaconsequenceof certainpropertiesof con-
ditionalentropy provedin MTC. Thus,to show the�rst or secondstatements
of Theorem7, wehave for any chanceeventsA andB

H (B)� HA (B ):

If we identify B with the key (knowing the �rst S lettersof cryptogram)
andA with theremainingN � S letterswe obtainthe �rst result.Similarly
identifyingB with themessagegivesthesecondresult.Thelastresultfollows
from

HE (M )� HE (K ; M ) = HE (K ) + HE ;K (M )

andthefactthatHE ;K (M ) = 0 sinceK andE uniquelydetermineM .
Sincethemessageandkey arechosenindependentlywehave:

H (M ; K ) = H (M ) + H (K ):

Furthermore,

H (M ; K ) = H (E; K ) = H (E) + HE (K );

the �rst equality resultingfrom the fact that knowledgeof M andK or of
E andK is equivalentto knowledgeof all three.Combiningthesetwo we
obtaina formulafor theequivocationof key:

HE (K ) = H (M ) + H (K ) � H (E):

In particular, if H (M ) = H (E) then the equivocationof key, H E (K ), is
equalto the a priori uncertaintyof key, H (K ). This occursin the perfect
systemsdescribedabove.

A formulafor theequivocationof messagecanbefoundbysimilarmeans.
Wehave

H (M ; E) = H (E) + HE (M ) = H (M ) + HM (E)

HE (M ) = H (M ) + HM (E) � H (E):
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If wehaveaproductsystemS = TR, it is to beexpectedthatthesecond
encipheringprocesswill bedecreasetheequivocationof message.That this
is actuallytruecanbeshown asfollows: Let M ; E1; E2 bethemessageand
the�rst andsecondencipherments,respectively. Then

PE1E2 (M ) = PE1 (M ):

Consequently
HE1E2 (M ) = HE1 (M ):

Since,for any chancevariables,x; y; z; H xy (z)� Hy(z), we have thedesired
result,HE2 (M )� HE1 (M ):

Theorem 8. Theequivocationin message of a productsystemS = TR is
not lessthanthatwhenonlyR is used.

Supposenow we have a systemT which canbe written asa weighted
sumof severalsystemsR; S;� � � ; U

T = p1R + p2S + � � � + pmU
X

pi = 1

andthatsystemsR; S;� � � ; U haveequivocationsH 1; H2; H3; � � � ; Hm .

Theorem 9. TheequivocationH of a weightedsumof systemsis bounded
by theinequalities

X
pi H i � H �

X
pi H i �

X
pi log pi :

Thesearebestlimits possible. TheH 'smaybeequivocationseitherof key or
message.

Theupperlimit is achieved,for example,in stronglyidealsystems(to be
describedlater)wherethedecompositionis into thesimpletransformations
of thesystem.Thelowerlimit is achievedif all thesystemsR; S;� � � ; U goto
completelydifferentcryptogramspaces.This theoremis alsoprovedby the
generalinequalitiesgoverningequivocation,

HA (B ) � H (B) � H (A) + HA (B ):

We identify A with theparticularsystembeingusedandB with thekey or
message.

Thereis a similar theoremfor weightedsumsof languages.For this we
identify A with theparticularlanguage.

Theorem 10. Supposea systemcanbeappliedto languagesL 1; L2; � � � ; Lm

and hasequivocationcharacteristicsH1; H2; � � � ; Hm . Whenappliedto the
weightedsum

P
pi L i , theequivocationH is boundedby

X
pi H i � H �

X
pi H i �

X
pi log pi :
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Theselimits are the bestpossibleand the equivocationsin questioncan be
eitherfor key or message.

Thetotal redundancy DN for N lettersof messageis de�ned by

DN = log G � H (M )

whereG is thetotalnumberof messagesof lengthN andH (M ) is theuncer-
taintyin choosingoneof these.In asecrecy systemwherethetotalnumberof
possiblecryptogramsis equalto thenumberof possiblemessagesof length
N; H (E)� log G. Consequently,

HE (K ) = H (K ) + H (M ) � H (E)

� H (K ) � [ log G � H (M )]:

Hence
H (K ) � HE (K ) � DN :

Thisshowsthat,in aclosedsystem,for example,thedecreasein equivocation
of key afterN lettershavebeeninterceptedis notgreaterthantheredundancy
of N lettersof thelanguage.In suchsystems,whichcomprisethemajorityof
ciphers,it is only theexistenceof redundancy in the original messagesthat
makesa solutionpossible.

Now supposewe have a puresystem.Let thedifferentresidueclassesof
messagesbeC1; C2; C3; � � � ; Cr , andthecorrespondingsetof residueclasses
of cryptogramsbeC0

1; C0
2; C0

3; � � � ; C0
r . Theprobabilityof eachE in C0

1 is the
same:

P(E) = P (Ci )
' i

E amemberof Ci

where' i is thenumberof differentmessagesin Ci . Thuswehave

H (E) = �
X

i

' i
P(Ci )

' i
log

P(Ci )
' i

= �
X

i

P(Ci ) log
P(Ci )

' i

Substitutingin ourequationfor HE (K ) weobtain:

Theorem 11. For a purecipher

HE (K ) = H (K ) + H (M ) +
X

i

P(Ci ) log
P(Ci )

' i
:

This resultcanbeusedto computeHE (K ) in certaincasesof interest.
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13 EQUI VOCATI ON FOR SI M PL E SUBSTI TUTI ON ON A

TWO L ETTER L ANGUAGE

We will now calculatetheequivocationin key or messagewhensimplesub-
stitution is appliedto a two letter language,with probabilitiesp andq for 0
and1, andsuccessive letterschosenindependently. We have

HE (M ) = HE (K ) = �
X

P(E)PE (K ) log PE (K )

TheprobabilitythatE containsexactlys 0's in aparticularpermutationis:

1
2

(psqN � s + qspN � s)

Fig.6. Equivocation for simplesubstitution on two-letter language

andthe a posteriori probabilitiesof the identity andinverting substitutions
(theonly two in thesystem)arerespectively:

PE (0) =
psqN � s

(psqN � s + qspN � s)
PE (1) =

pN � sqs

(psqN � s + qspN � s)

Thereare
�

N
s

�
termsfor eachs andhence

HE (K ; N ) = �
X

s

 
N
s

!

psqN � s log
psqN � s

(psqN � s + qspN � s)
:
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For p = 1
3; q = 2

3, andfor p = 1
8; q = 7

8, HE (K ; N ) hasbeencalculatedand
is shown in Fig. 6.

14 THE EQUI VOCATI ON CHARACTERI STI C FOR A

“ RANDOM ” CI PHER

In the precedingsectionwe have calculatedthe equivocationcharacteristic
for a simplesubstitutionappliedto a two-letter language.This is aboutthe
simplesttypeof cipherandthesimplestlanguagestructurepossible,yet al-
readythe formulasareso involved asto be nearlyuseless.What arewe to
dowith casesof practicalinterest,saytheinvolvedtransformationsof a frac-
tional transpositionsystemappliedto English with its extremely complex
statisticalstructure?This complexity itself suggestsa methodof approach.
Suf�ciently complicatedproblemscanfrequentlybe solvedstatistically. To
facilitatethiswede�ne thenotionof a “random”cipher.

We makethefollowing assumptions:

1. Thenumberof possiblemessagesof lengthN is T = 2R0N , thusR0 =
log 2G, whereG is thenumberof lettersin thealphabet.Thenumberof
possiblecryptogramsof lengthN is alsoassumedto beT.

2. Thepossiblemessagesof lengthN canbedividedinto two groups:one
groupof highandfairly uniforma priori probability, thesecondgroupof
negligibly smalltotalprobability. Thehighprobabilitygroupwill contain
S = 2RN messages,whereR = H (M )

N , that is, R is the entropy of the
messagesourceperletter.

3. The decipheringoperationcan be thoughtof as a seriesof lines, as in
Figs. 2 and4, leadingbackfrom eachE to variousM 's. We assumek
different equiprobablekeys so therewill be k lines leadingback from
eachE. For the randomcipherwe supposethat the lines from eachE
go backto a randomselectionof thepossiblemessages.Actually, then,a
randomcipheris awholeensembleof ciphersandtheequivocationis the
averageequivocationfor thisensemble.

Theequivocationof key is de�ned by

HE (K ) =
X

P(E)PE (K ) log PE (K ):

Theprobability thatexactly m linesgo backfrom a particularE to thehigh
probabilitygroupof messagesis

 
k
m

! � S
T

� m �

1 �
S
T

� k� m

If a cryptogramwith m suchlines is interceptedtheequivocationis log m.
Theprobabilityof sucha cryptogramis mT

SK , sinceit canbeproducedby m
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keys from high probability messageseachwith probability T
S . Hencethe

equivocationis:

HE (K ) =
T
Sk

kX

m=1

 
k
m

! � S
T

� m �

1 �
S
T

� k� m

m log m

We wish to �nd a simpleapproximationto this whenk is large. If the
expectedvalueof m, namelym = SK

T ; i � 1, the variation of log m over
therangewherethebinomialdistributionassumeslargevalueswill besmall,
andwe canreplace log m by log m. This cannow be factoredout of the
summation,which thenreducesto m. Hence,in this condition,

HE (K ) := log
Sk
T

= log S � log T + log k

HE (K ) := H (K ) � DN;

whereD is theredundancy perletterof theoriginal language(D = D N
N ).

If m is small comparedto the large k, the binomial distribution canbe
approximatedby aPoissondistribution:

 
k
m

!

pm qk� m :=
e� � � m

m!

where� = Sk
T . Hence

HE (K ) :=
1
�

e� �
1X

2

� m

m!
m log m:

If we replacem by m + 1, weobtain:

HE (K ) := e� �
1X

1

� m

m!
log (m + 1):

This may be usedin the region where� is nearunity. For � � 1, the only
importanttermin theseriesis thatfor m = 1; omitting theotherswehave:

HE (K ) := e� � � log 2
:= � log 2
:= 2� N D k log 2:

To summarize:HE (K ), consideredas a function of N , the numberof
interceptedletters,startsoff atH (K ) whenN = 0. It decreaseslinearlywith
a slope� D out to the neighborhoodof N = H (K )

D . After a shorttransition
region, HE (K ) follows an exponentialwith “half life” distance 1

D if D is

692



measuredin bitsperletter. Thisbehavior is shown in Fig.7, togetherwith the
approximatingcurves.

By a similar argumenttheequivocationof messagecanbecalculated.It
is

HE (M ) = R0N for R0N � HE (K )

HE (M ) = HE (K ) for R0N � HE (K )

HE (M ) = HE (K ) � ' (N ) for R0N � HE (K )

where' (N ) is the functionshown in Fig. 7 with N scalereducedby factor
of D

R0
. Thus,HE (M ) riseslinearlywith slopeR0, until it nearlyintersects

Fig.7. Equivocation for random cipher

theHE (K ) line.After aroundedtransitionit followstheHE (K ) curvedown.
It will be seenfrom Fig. 7 that the equivocationcurvesapproachzero

rathersharply. Thuswe may, with but little ambiguity, speakof a point at
which thesolutionbecomesunique.Thisnumberof letterswill becalledthe
unicity distance.For therandomcipherit is approximatelyH (K )

D .

15 APPL I CATI ON TO STANDARD CI PHERS

Most of the standardciphersinvolve rather complicatedencipheringand
decipheringoperations.Furthermore,the statisticalstructureof naturallan-
guagesis extremely involved. It is thereforereasonableto assumethat the
formulasderived for the randomciphermay be appliedin suchcases.It is
necessary, however, to apply certaincorrectionsin somecases.The main
pointsto beobservedarethefollowing:
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1. We assumedfor the randomcipherthat thepossibledeciphermentsof a
cryptogramarearandomselectionfrom thepossiblemessages.While not
strictly truein ordinarysystems,thisbecomesmorenearlythecaseasthe
complexity of the encipheringoperationsandof the languagestructure
increases.With a transpositioncipherit is clearthatletterfrequenciesare
preserved underdeciphermentoperations.This meansthat the possible
deciphermentsarechosenfrom a morelimited group,not theentiremes-
sagespace,andthe formulashouldbechanged.In placeof R0 oneuses
R1 the entropy ratefor a languagewith independentlettersbut with the
regularletterfrequencies.In someothercasesa de�nite tendency toward
returningthedeciphermentsto high probabilitymessagescanbeseen.If
thereis nocleartendency of thissort,andthesystemis fairly complicated,
thenit is reasonableto usetherandomcipheranalysis.

2. In many casesthe completekey is not usedin encipheringshort mes-
sages.For example,in a simplesubstitution,only fairly long messages
will containall lettersof thealphabetandthusinvolve thecompletekey.
Obviously the randomassumptiondoesnot hold for small N in sucha
case,sinceall thekeys which differ only in the lettersnot yet appearing
in the cryptogramleadbackto the samemessageandarenot randomly
distributed.This error is easilycorrectedto a goodapproximationby the
useof a “key appearancecharacteristic”.Oneuses,at a particularN , the
effective amountof key that may be expectedwith that lengthof cryp-
togram.For mostciphers,this is easilyestimated.

3. Therearecertain“endeffects” dueto thede�nite startingof themessage
which producea discrepancy from therandomcharacteristics.If we take
a randomstartingpoint in Englishtext, the �rst letter (whenwe do not
observetheprecedingletters)hasapossibilityof beingany letterwith the
ordinaryletterprobabilities.Thenext letter is morecompletelyspeci�ed
sincewe then have digram frequencies.This decreasein choicevalue
continuesfor sometime.Theeffectof thisonthecurveis thatthestraight
line partis displacedandapproachedby acurvedependingonhow much
thestatisticalstructureof thelanguageis spreadoutoveradjacentletters.
As a �rst approximationthe curve canbe correctedby shifting the line
over to the half redundancy point—i.e.,the numberof letterswherethe
languageredundancy is half its �nal value.

If accountis taken of thesethreeeffects, reasonableestimatesof the
equivocationcharacteristicandunicity point canbe made.The calculation
canbe donegraphicallyas indicatedin Fig. 8. Onedraws the key appear-
ancecharacteristicandthetotal redundancy curveD N (which is usuallysuf-
�ciently well representedby the line N D1 ). The differencebetweenthese
out to theneighborhoodof their intersectionis HE (M ). With a simplesub-
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stitutioncipherappliedto English,this calculationgave thecurvesshown in
Fig.9.Thekey appearancecharacteristicin thiscasewasestimatedby count-
ing thenumberof differentlettersappearingin typicalEnglishpassagesof N
letters.In sofar asexperimentaldataon simplesubstitutioncouldbefound,
they agreeverywell with thecurvesof Fig. 9, consideringthevariousideal-
izationsandapproximationswhichhavebeenmade.For example,theunicity
point,atabout27letters,canbeshown experimentallyto lie betweenthe

Fig.8. Graphical calculation of equivocation

limits 20 and30. With 30 lettersthereis nearlyalwaysa uniquesolutionto
a cryptogramof this typeandwith 20 it is usuallyeasyto �nd a numberof
solutions.

With transpositionof periodd (randomkey), H (K ) = log d!, or about
d log d

e (usingaStirling approximationfor d!). If wetake:6decimaldigitsper
letterastheappropriateredundancy, rememberingthepreservationof letter
frequencies,we obtainabout1:7d log d

e as the unicity distance.This also
checksfairly well experimentally. Note that in this caseH E (M ) is de�ned
only for integralmultiplesof d.

With theVigen�eretheunicity pointwill occuratabout2d letters,andthis
too is aboutright. TheVigen�ere characteristicwith thesamekey sizeas
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Fig.9. Equivocation for simplesubstitution on English
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Fig.10.Equivocation for Vigen�ere on English

697



simplesubstitutionwill beapproximatelyasshow in Fig. 10.TheVigen�ere,
Playfair andFractionalcasesaremorelikely to follow thetheoreticalformu-
lasfor randomciphersthansimplesubstitutionandtransposition.Thereason
for this is that they aremorecomplex andgive bettermixing characteristics
to themessageson which they operate.

ThemixedalphabetVigen�ere (eachof d alphabetsmixedindependently
andusedsequentially)hasakey size,

H (K ) = d log 26! = 26:3d
andits unicity pointshouldbeatabout53d letters.

Theseconclusionscanalsobe put to a roughexperimentaltestwith the
Caesartypecipher. In theparticularcryptogramanalyzedin Table1, section
11, thefunctionHE (K ; N ) hasbeencalculatedandis givenbelow, together
with thevaluesfor a randomcipher.

N 0 1 2 3 4 5
H (observed) 1:41 1:24 :97 :60 :28 0
H (calculated) 1:41 1:25 :98 :54 :15 :03

The agreementis seento be quite good,especiallywhenwe remember
that theobserved H shouldactuallybe the averageof many differentcryp-
tograms,andthatH for thelargervaluesof N is only roughlyestimated.

It appearsthenthat the randomcipheranalysiscanbe usedto estimate
equivocationcharacteristicsandtheunicity distancefor theordinarytypesof
ciphers.

16 VAL I DI TY OF A CRYPTOGRAM SOL UTI ON

The equivocationformulasarerelevant to questionswhich sometimesarise
in cryptographicwork regardingthevalidity of anallegedsolutionto acryp-
togram.In the history of cryptographytherehave beenmany cryptograms,
or possiblecryptograms,whereclever analystshave found a “solution”. It
involved,however, sucha complex process,or the materialwasso meager
that the questionaroseasto whetherthe cryptanalysthad“read a solution”
into the cryptogram.See,for example,the Bacon-Shakespeareciphersand
the“RogerBacon”manuscript.11

In generalwe maysaythat if a proposedsystemandkey solvesa cryp-
togramfor a lengthof materialconsiderablygreaterthantheunicity distance
thesolutionis trustworthy. If thematerialis of thesameorderof shorterthan
theunicity distancethesolutionis highly suspicious.

This effect of redundancy in graduallyproducinga uniquesolutionto a
ciphercanbethoughtof in anotherway which is helpful.Theredundancy is
essentiallya seriesof conditionson the lettersof themessage,which insure
11 SeeFletcherPratt,loc. cit.
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that it bestatisticallyreasonable.Theseconsistency conditionsproducecor-
respondingconsistency conditionsin thecryptogram.Thekey givesacertain
amountof freedomto the cryptogrambut, asmoreandmorelettersarein-
tercepted,theconsistency conditionsuseup thefreedomallowedby thekey.
Eventuallythereis only onemessageandkey which satis�esall thecondi-
tions andwe have a uniquesolution.In the randomcipher the consistency
conditionsare, in a sense“orthogonal” to the “grain of the key” andhave
their full effect in eliminatingmessagesandkeysasrapidlyaspossible.This
is the usualcase.However, by properdesignit is possibleto “line up” the
redundancy of the languagewith the “grain of the key” in sucha way that
the consistency conditionsareautomaticallysatis�ed andH E (K ) doesnot
approachzero.These“ideal” systems,which will beconsideredin thenext
section,areof sucha naturethat the transformationsTi all inducethesame
probabilitiesin theE space.

17 I DEAL SECRECY SYSTEM S

We have seenthat perfectsecrecy requiresan in�nite amountof key if we
allow messagesof unlimited length.With a �nite key size,theequivocation
of key andmessagegenerallyapproacheszero,but notnecessarilyso.In fact
it is possiblefor HE (K ) to remainconstantat its initial valueH (K ). Then,
no matterhow muchmaterialsis intercepted,thereis not a uniquesolution
but many of comparableprobability. Wewill de�ne an“ideal” systemasone
in which HE (K ) andHE (M ) do not approachzeroasN !1 . A “strongly
ideal” systemis onein whichHE (K ) remainsconstantatH (K ).

An exampleis a simple substitutionon an arti�cial languagein which
all lettersareequiprobableandsuccessive lettersindependentlychosen.It is
easilyseenthatHE (K ) = H (K ) andHE (M ) riseslinearly alonga line of
slope log G (whereG is thenumberof lettersin thealphabet)until it strikes
theline H (K ), afterwhich it remainsconstantat thisvalue.

With naturallanguagesit is in generalpossibleto approximatethe ideal
characteristic—theunicity point canbe madeto occurfor as large N as is
desired.Thecomplexity of thesystemneededusuallygoesup rapidly when
weattemptto do this,however. It is notalwayspossibleto attainactuallythe
idealcharacteristicwith any systemof �nite complexity.

To approximatetheidealequivocation,onemay�rst operateon themes-
sagewith atransducerwhichremovesall redundancies.After thisalmostany
simplecipheringsystem—substitution,transposition,Vigen�ere,etc.,is satis-
factory. Themoreelaboratethetransducerandthenearertheoutputis to the
desiredform, themorecloselywill thesecrecy systemapproximatetheideal
characteristic.
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Theorem 12. A necessaryandsuf�cient conditionthatT bestronglyideal is
that, for anytwo keys,T � 1

i Tj is a measure preservingtransformationof the
messagespaceinto itself.

This is truesincethea posterioriprobabilityof eachkey is equalto its a
priori probabilityif andonly if this conditionis satis�ed.

18 EXAM PL ES OF I DEAL SECRECY SYSTEM S
Supposeour languageconsistsof a sequenceof lettersall chosenindepen-
dentlyandwith equalprobabilities.Thentheredundancy is zero,andfrom a
resultof section12,HE (K ) = H (K ). Weobtaintheresult

Theorem 13. If all letters are equallylikely andindependentanyclosedci-
pheris stronglyideal.

Theequivocationof messagewill risealongthekey appearancecharac-
teristic which will usuallyapproachH (K ), althoughin somecasesit does
not. In the casesof n-gramsubstitution,transposition,Vigen�ere,andvaria-
tions,fractional,etc.,wehavestronglyidealsystemsfor thissimplelanguage
with HE (M )! H (K ) asN !1 .

Idealsecrecy systemssuffer from anumberof disadvantages.
1. The systemmustbe closelymatchedto the language.This requiresan

extensive studyof the structureof the languageby the designer. Also a
changein statisticalstructureor a selectionfrom thesetof possiblemes-
sages,asin thecaseof probablewords(wordsexpectedin thisparticular
cryptogram),rendersthesystemvulnerableto analysis.

2. Thestructureof naturallanguagesis extremelycomplicated,andthis im-
plies a complexity of the transformationsrequiredto eliminateredun-
dancy. Thusany machineto performthis operationmustnecessarilybe
quite involved, at least in the direction of information storage,sincea
“dictionary” of magnitudegreaterthanthatof anordinarydictionaryis to
beexpected.

3. In general,the transformationsrequiredintroducea badpropagationof
error characteristic.Error in transmissionof a single letter producesa
region of changesnearit of sizecomparableto the lengthof statistical
effectsin theoriginal language.

19 FURTHER REM ARK S ON EQUI VOCATI ON AND

REDUNDANCY
We have taken the redundancy of “normal English” to be about:7 decimal
digitsperletteror a redundancy of 50%. This is on theassumptionthatword
divisionswereomitted.It is anapproximate�gure basedon statisticalstruc-
ture extendingover about8 letters,andassumesthe text to be of an ordi-
nary type,suchasnewspaperwriting, literary work, etc.We maynotehere
a methodof roughly estimatingthis numberthat is of somecryptographic
interest.

700



A runningkey cipherisaVernamtypesystemwhere,in placeof arandom
sequenceof letters,thekey is ameaningfultext. Now it is known thatrunning
key cipherscanusuallybe solveduniquely. This shows thatEnglishcanbe
reducedby a factorof two to oneandimpliesa redundancy of at least50%.
This �gure cannotbeincreaseverymuch,however, for a numberof reasons,
unlesslong range“meaning”structureof Englishis considered.

Therunningkey ciphercanbeeasilyimprovedto leadto cipheringsys-
temswhich couldnot besolvedwithout thekey. If oneusesin placeof one
Englishtext, aboutd differenttexts askey, addingthemall to the message,
a suf�cient amountof key hasbeenintroducedto producea high positive
equivocation.Anothermethodwould be to use,say, every 10th letterof the
text askey. The intermediatelettersareomittedandcannotbe usedat any
otherpointof themessage.Thishasmuchthesameeffect,sincethesespaced
lettersarenearlyindependent.

The fact that the vowels in a passagecan be omittedwithout essential
losssuggestsa simpleway of greatly improving almostany cipheringsys-
tem.First deleteall vowels,or asmuchof themessagesaspossiblewithout
runningthe risk of multiple reconstructions,andthenencipherthe residue.
Sincereducesthe redundancy by a factorof perhaps3 or 4 to 1, the unic-
ity point will be moved out by this factor. This is oneway of approaching
ideal systems—usingthe decipherer's knowledgeof Englishaspart of the
decipheringsystem.

20 DI STRI BUTI ON OF EQUI VOCATI ON

A morecompletedescriptionof a secrecy systemappliedto a languagethan
is affordedby theequivocationcharacteristicscanbefoundedby giving the
distribution of equivocation. For N interceptedletterswe considerthe frac-
tion of cryptogramsfor which theequivocation(for theseparticularE 's,not
themeanHE (M ) liesbetweencertainlimits. Thisgivesadensitydistribution
function

P(HE (M ); N ) dHE (M )

for the probability that for N lettersH lies betweenthe limits H andH +
dH. Themeanequivocationwe have previously studiedis themeanof this
distribution.ThefunctionP(HE (M ); N ) canbethoughtof asplottedalonga
third dimension,normalto thepaper, ontheHE (M ); N plane.If thelanguage
is pure,with asmallin�uence range,andthecipheris pure,thefunctionwill
usuallybearidgein thisplanewhosehighestpointfollowsapproximatelythe
meanHE (M ), at leastuntil neartheunicity point. In this case,or whenthe
conditionsarenearlyveri�ed, the meancurve givesa reasonablycomplete
pictureof thesystem.
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On the otherhand,if the languageis not pure,but madeup of a setof
purecomponents

L =
X

pi Li

having differentequivocationcurveswith thesystem,thenthetotal distribu-
tion will usuallybemadeup of a seriesof ridges.Therewill beonefor each
L i weightedin accordancewith its pi . Themeanequivocationcharacteristic
will bea line somewherein themidstof theseridgesandmaynotgiveavery
completepictureof thesituation.This is shown in Fig. 11. A similar effect
occursif thesystemis notpurebut madeupof severalsystemswith different
H curves.

The effect of mixing pure languageswhich are nearto one anotherin
statisticalstructureis to increasethewidth of theridge.Neartheunicity

Fig.11.Estimation of equivocationwith a mixed languageL = 1
2 L 1 + 1

2 L 2

point this tendsto raisethe meanequivocation,sinceequivocationcannot
becomenegative and the spreadingis chie�y in the positive direction.We
expect, therefore,that in this region the calculationsbasedon the random
ciphershouldbesomewhatlow.

PART III

PRACTICAL SECRECY

21 THE WORK CHARACTERI STI C

After theunicity pointhasbeenpassedin interceptedmaterialtherewill usu-
ally be a uniquesolution to the cryptogram.The problemof isolating this
singlesolutionof high probability is theproblemof cryptanalysis.In there-
gion beforethe unicity point we may saythat the problemof cryptanalysis
is thatof isolatingall thepossiblesolutionsof highprobability(comparedto
theremainder)anddeterminingtheir variousprobabilities.
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Although it is alwayspossiblein principle to determinethesesolutions
(by trial of eachpossiblekey for example),different encipheringsystems
show a wide variationin theamountof work required.Theaverageamount
of work to determinethe key for a cryptogramof N letters,W(N ), mea-
suredsayin manhours,maybecalledthework characteristicof thesystem.
This averageis taken over all messagesandall keys with their appropriate
probabilities.The function W(N ) is a measureof the amountof “practical
secrecy” affordedby thesystem.

For a simplesubstitutionon Englishthe work andequivocationcharac-
teristicswouldbesomewhatasshown in Fig. 12.Thedottedportionof

Fig.12.Typical work and equivocationcharacteristics

the curve is in the rangewherethereare numerouspossiblesolutionsand
thesemustall bedetermined.In thesolid portionaftertheunicity point only
onesolutionexists in general,but if only the minimum necessarydataare
given a greatdealof work mustbe doneto isolateit. As morematerialis
availablethework rapidly decreasestowardsomeasymptoticvalue—where
theadditionaldatano longerreducesthelabor.

Essentiallythebehavior shown in Fig. 12 canbeexpectedwith any type
of secrecy systemwheretheequivocationapproacheszero.Thescaleof man
hoursrequired,however, will differ greatlywith differenttypesof ciphers,
evenwhentheHE (M ) curvesareaboutthesame.A Vigen�ereor compound
Vigen�ere,for example,with thesamekey sizewouldhaveamuchbetter(i.e.,
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muchhigher)work characteristic.A goodpracticalsecrecy systemis onein
whichtheW(N ) curveremainssuf�ciently high,out to thenumberof letters
one expectsto transmitwith the key, to prevent the enemyfrom actually
carryingout thesolution,or to delayit to suchanextentthattheinformation
is thenobsolete.

We will considerin thefollowing sectionswaysof keepingthe function
W(N ) large,eventhoughHE (K ) maybepracticallyzero.This is essentially
a “max min” typeof problemasis alwaysthecasewhenwe have a battleof
wits.12 In designingagoodcipherwemustmaximizetheminimumamountof
work theenemymustdoto breakit. It is notenoughmerelyto besurenoneof
thestandardmethodsof cryptanalysiswork—wemustbesurethatnomethod
whateverwill breakthesystemeasily. This, in fact,hasbeentheweaknessof
many systems;designedto resistall theknown methodsof solutionthey later
give riseto new cryptanalytictechniqueswhich renderedthemvulnerableto
analysis.

Theproblemof goodcipherdesignis essentiallyoneof �nding dif�cult
problems,subjectto certainotherconditions.This is a ratherunusualsitua-
tion, sinceoneis ordinarily seekingthesimpleandeasilysolubleproblems
in a �eld.

How canwe ever besurethata systemwhich is not idealandtherefore
hasa uniquesolutionfor suf�ciently largeN will requirea largeamountof
work to breakwith every methodof analysis?Therearetwo approachesto
this problem;(1) We canstudythepossiblemethodsof solutionavailableto
thecryptanalystandattemptto describethemin suf�ciently generaltermsto
cover any methodshemight use.We thenconstructour systemto resistthis
“general”methodof solution.(2) Wemayconstructourcipherin suchaway
thatbreakingit is equivalentto (or requiresat somepoint in theprocess)the
solutionof someproblemknown to belaborious.Thus,if wecouldshow that
solvingacertainsystemrequiresat leastasmuchwork assolvingasystemof
simultaneousequationsin a large numberof unknowns,of a complex type,
thenwewouldhavea lowerboundof sortsfor thework characteristic.

The next threesectionsareaimedat thesegeneralproblems.It is dif�-
cult to de�ne thepertinentideasinvolvedwith suf�cient precisionto obtain
resultsin theform of mathematicaltheorems,but it is believedthat thecon-
clusions,in theform of generalprinciples,arecorrect.

12 Seevon NeumannandMorgenstern,loc. cit. Thesituationbetweenthecipherdesignerandcrypt-
analystcanbe thoughtasa ªgameºof a very simplestructure;a zero-sumtwo persongamewith
completeinformation,andjust two ªmovesº.Thecipherdesignerchoosesasystemfor hisªmoveº.
Thenthecryptanalystis informedof this choiceandchoosesa methodof analysis.Theªvalueºof
theplay is theaveragework requiredto breaka cryptogramin thesystemby themethodchosen.
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22 GENERAL I TI ES ON THE SOL UTI ON OF

CRYPTOGRAM S

After theunicity distancehasbeenexceededin interceptedmaterial,any sys-
tem canbe solved in principle by merelytrying eachpossiblekey until the
uniquesolutionis obtained—i.e.,adecipheredmessagewhich “makesense”
in theoriginal language.A simplecalculationshows that this methodof so-
lution (which we may call completetrial and error) is totally impractical
exceptwhenthekey is absurdlysmall.

Suppose,for example,we have a key of 26! possibilitiesor about26:3
decimaldigits, the samesizeas in simplesubstitutionon English.This is,
by any signi�cant measure,a small key. It canbewritten on a small slip of
paper, or memorizedin a few minutes.It couldberegisteredon 27switches,
eachhaving tenpositions,or on88two-positionswitches.

Supposefurther, to givethecryptanalysteverypossibleadvantage,thathe
constructsanelectronicdeviceto try keysattherateof oneeachmicrosecond
(perhapsautomaticallyselectingfrom the resultsof a � 2 test for statistical
signi�cance).He mayexpectto reachtheright key abouthalf way through,
andafteranelapsedtime of about2� 1026=2� 602� 24� 365� 106 or 3� 1012

years.
In otherwords,evenwith a smallkey completetrial anderrorwill never

usedin solving cryptograms,exceptin the trivial casewherethe key is ex-
tremelysmall,e.g.,the Caesarwith only 26 possibilities,or 1:4 digits. The
trial anderrorwhich is usedso commonlyin cryptographyis of a different
sort,or is augmentedby othermeans.If onehada secrecy systemwhich re-
quiredcompletetrial anderror it would be extremelysafe.Sucha system
would result,it appears,if themeaningfuloriginal messages,all sayof 1000
letters,werea randomselectionfrom thesetof all sequencesof 1000letters.
If any of the simplecipherswereappliedto this type of languageit seems
thatlittle improvementovercompletetrial anderrorwouldbepossible.

The methodsof cryptanalysisactuallyusedoften involved a greatdeal
of trial anderror, but in a differentway. First, the trials progressfrom more
probableto lessprobablehypotheses,and,second,eachtrial disposesof a
large groupof keys, not a singleone.Thus the key spacemay be divided
into say10 subsets,eachcontainingaboutthe samenumberof keys. By at
most10 trials onedetermineswhich subsetis thecorrectone.This subsetis
thendivided into several secondarysubsetsandthe processrepeated.With
thesamekey size(26! := 2� 1026 wewouldexpectabout26� 5 or 130trials
ascomparedto 1026 by completetrial anderror. Thepossibilityof choosing
the most likely of the subsets�rst for test would improve this result even
more.If thedivisionswereinto two compartments(thebestwayto minimize
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thenumberof trials)only 88trialswouldberequired.Whereascompletetrial
anderror requirestrials to theorderof thenumberof keys, this subdividing
trial anderrorrequiresonly trials to theorderof thekey sizein bits.

This remainstrueevenwhenthedifferentkeys have differentprobabili-
ties.Theproperprocedure,then,to minimizetheexpectednumberof trials is
to divide thekey spaceinto subsetsof equiprobability. Whenthepropersub-
setis determined,this is againsubdividedinto equiprobabilitysubsets.If this
processcanbecontinuedthenumberof trialsexpectedwheneachdivision is
into two subsetswill be

h =
H (K )
log 2

If eachtesthasS possibleresultsandeachof thesecorrespondsto the
key beingin oneof S equiprobabilitysubsets,then

h =
H (K )
log S

trials will be expected.The intuitive signi�canceof theseresultsshouldbe
noted.In thetwo-compartmenttestwith equiprobability, eachtestyieldsone
bit of informationasto thekey. If thesubsetshaveverydifferentprobabilities,
is in testinga singlekey in completetrial anderror, only a smallamountof
informationis obtainedfrom thetest.Thuswith 26equiprobablekeys,a test
of oneyieldsonly

�

"
26!� 1

26!
log

26!� 1
26!

+
1

26!
log

1
26!

#

or about10� 25 bits of information.Dividing into S equiprobabilitysubsets
maximizesthe information obtainedfrom eachtrial at log S, and the ex-
pectednumberof trials is thetotal informationto beobtained,that is H (K )
dividedby thisamount.

Thequestionhereis similar to variouscoin weighingproblemsthathave
beencirculatedrecently. A typicalexampleis thefollowing: It is known that
onecoin in 27 is counterfeit,andslightly lighter thanthe rest.A chemist's
balanceis availableandthe counterfeitcoin is to be isolatedby a seriesof
weighings.Whattheleastnumberof weighingsrequiredto do this?Thecor-
rect answeris 3, obtainedby �rst dividing the coinsinto threegroupsof 9
each.Two of thesearecomparedon the balance.The threepossibleresults
determinethesetof 9 containingthecounterfeit.Thissetis thendividedinto
3 subsetsof 3 eachandtheprocesscontinued.Thesetof coinscorresponds
to the setof keys, the counterfeitcoin to the correctkey, andthe weighing
procedureto a trial or test.Theoriginal uncertaintyis log 227bits,andeach
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trial yields log 23 bits of information; thus,when thereis no “diophantine
trouble”, log 227

log 23 or 3 trials aresuf�cient.
This methodof solutionis feasibleonly if thekey spacecanbe divided

into a small numberof subsets,with a simple methodof determiningthe
subsetto which thecorrectkey belongs.Onedoesnotneedto assumeacom-
pletekey in orderto applyaconsistency testanddetermineif theassumption
is justi�ed—an assumptionon a partof thekey (or asto whetherthekey is
in somelarge sectionof the key space)canbe tested.In otherwords it is
possibleto solve for thekey bit by bit.

Thepossibilityof thismethodof analysisis thecrucialweaknessof most
cipheringsystems.For example,in simplesubstitution,an assumptionon a
singlelettercanbecheckedagainstits frequency, varietyof contact,doubles
or reversals,etc.In determiningasingleletterthekey spaceis reducedby 1:4
decimaldigits from theoriginal26. Thesameeffect is seenin all theelemen-
tary typesof ciphers.In theVigen�ere,theassumptionof two or threeletters
of thekey is easilycheckedby decipheringatotherpointswith this fragment
andnothingwhetherclearemerges.ThecompoundVigen�ereis muchbetter
from thispointof view, if weassumeafairly largenumberof componentpe-
riods,producinga repetitionratelarger thanwill beintercepted.In this case
asmany key lettersareusedin encipheringeachletterasthereareperiods.
Although this is only a fraction of the entirekey, at leasta fair numberof
lettersmustbeassumedbeforea consistency checkcanbeapplied.

Our �rst conclusionthen,regardingpracticalsmallkey cipherdesign,is
thata considerableamountof key shouldbeusedin encipheringeachsmall
elementof themessage.

23 STATI STI CAL M ETHODS

It is possibleto solvemany kindsof ciphersby statisticalanalysis.Consider
againsimplesubstitution.The �rst thing a cryptanalystdoeswith an inter-
ceptedcryptogramis to make a frequency count.If thecryptogramcontains,
say, 200 lettersit is safeto assumethat few, if any, of the lettersareout of
their frequency groups,this beinga division into 4 setsof well de�ned fre-
quency limits. The logarithm of the numberof keys within this limitation
maybecalculatedas

log 2!9!9!6!= 14:28

andthesimplefrequency countthusreducesthekey uncertaintyby 12 deci-
maldigits,a tremendousgain.

In general,a statisticalattackproceedsasfollows: A certainstatisticis
measuredon the interceptedcryptogramE. This statisticis suchthat for all
reasonablemessageM it assumesaboutthe samevalue,SK , the valuede-
pendingonly on theparticularkey K thatwasused.Thevaluethusobtained
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servesto limit thepossiblekeys to thosewhichwouldgivevaluesof S in the
neighborhoodof that observed.A statisticwhich doesnot dependon K or
which variesasmuchwith M aswith K is not of valuein limiting K . Thus,
in transpositionciphers,the frequency countof lettersgivesno information
aboutK —everyK leavesthisstatisticthesame.Henceonecanmakenouse
of a frequency countin breakingtranspositionciphers.

More preciselyonecanascribea “solvingpower” to a givenstatisticS.
Foreachvalueif S therewill beaconditionalequivocationof thekey H S(K ),
theequivocationwhenS hasits particularvalue,andthatis all thatis known
concerningthekey. Theweightedmeanof thesevalues

X
P(S) HS(K )

givesthe meanequivocationof the key whenS is known, P(S) beingthe
a priori probability of the particularvalueS. The key sizeH (K ), lessthis
meanequivocation,measuresthe“solving power” of thestatisticS.

In a stronglyidealcipherall statisticsof thecryptogramareindependent
of theparticularkey used.This is themeasurepreservingpropertyof Tj T � 1

k
on theE spaceor T � 1

j Tk on theM spacementionedabove.
Therearegoodandpoorstatistics,just astherearegoodandpoormeth-

odsof trial anderror. Indeedthe trial anderror testingof an hypothesisis
a typeof statistic,andwhatwassaidabove regardingthebesttypesof trials
holdsgenerally. A goodstatisticfor solvingasystemmusthavethefollowing
properties:

1. It mustbesimpleto measure.
2. It mustdependmoreonthekey thanonthemessageif it is meantto solve

for thekey. Thevariationwith M shouldnot maskits variationwith K .
3. Thevaluesof thestatisticthatcanbe“resolved” in spiteof the“fuzziness”

producedby variationin M shoulddivide thekey spaceinto anumberof
subsetsof comparableprobability, with thestatisticspecifyingtheonein
which thecorrectkey lies.Thestatisticshouldgive ussizeableinforma-
tion aboutthekey, nota tiny fractionof abit.

4. The informationit givesmustbesimpleandusable.Thusthesubsetsin
which thestatisticlocatesthekey mustbeof a simplenaturein the key
space.

Frequency count for simple substitutionis an exampleof a very good
statistic.

Two methods(otherthanrecourseto ideal systems)suggestthemselves
for frustratinga statisticalanalysis.Thesewe maycall themethodsof diffu-
sionandconfusion. In themethodof diffusionthestatisticalstructureof M
which leadsto its redundancy is “dissipated”into long rangestatistics—i.e.,
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into statisticalstructureinvolving long combinationsof lettersin the cryp-
togram.Theeffecthereis thattheenemymustinterceptatremendousamount
of material to tie down this structure,since the structureis evident only
in blocksof very small individual probability. Furthermore,even whenhe
hassuf�cient material,the analyticalwork requiredis much greatersince
the redundancy hasbeendiffusedover a large numberof individual statis-
tics. An exampleof diffusion of statisticsis operatingon a messageM =
m1; m2; m3; � � � with an“averaging”operation,e.g.,

yn =
sX

i =1

mn+ i (mod26);

addings successive lettersof the messageto get a letter yn . Onecanshow
thattheredundancy of they sequenceis thesameasthatof them sequence,
but the structurehasbeendissipated.Thus the letter frequenciesin y will
be more nearly equalthan in m, the digram frequenciesalso more nearly
equal,etc.Indeedany reversibleoperationwhich producesoneletterout for
eachletter in anddoesnot have anin�nite “memory” hasanoutputwith the
sameredundancy astheinput.Thestatisticscanneverbeeliminatedwithout
compression,but they canbespreadout.

Themethodof confusionis tomaketherelationbetweenthesimplestatis-
tics of E andthesimpledescriptionof K a very complex andinvolvedone.
In the caseof simplesubstitution,it is easyto describethe limitation of K
imposedby theletterfrequenciesof E. If theconnectionis very involvedand
confusedthe enemymay still be able to evaluatea statisticS1, say, which
limits the key to a region of the key space.This limitation, however, is to
somecomplex regionR in thespace,perhaps“folded ever” many times,and
he hasa dif�cult time makinguseof it. A secondstatisticS2 limits K still
further to R2, henceit lies in the intersectionregion; but this doesnot help
muchbecauseit is sodif�cult to determinejustwhattheintersectionis.

To bemorepreciselet ussupposethekey spacehascertain“naturalco-
ordinates”k1; k2; � � � ; kp which hewishesto determine.He measures,let us
say, a setof statisticss1; s2; � � � ; sn andthesearesuf�cient to determinethe
ki . However, in themethodof confusion,theequationsconnectingthesesets
of variableareinvolvedandcomplex. Wehave,say,

f 1(k1; k2; � � � ; kp) = s1

f 2(k1; k2; � � � ; kp) = s2

:
:
:

f n (k1; k2; � � � ; kp) = sn ;
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andall the f i involve all the ki . The cryptographermustsolve this system
simultaneously—adif�cult job. In thesimple(not confused)casesthefunc-
tionsinvolveonly asmallnumberof theki —or at leastsomeof thesedo.One
�rst solvesthe simplerequations,evaluatingsomeof the ki andsubstitutes
thesein themorecomplicatedequations.

The confusionhereis that for a goodcipheringsystemstepsshouldbe
takeneitherto diffuseor confusetheredundancy (or both).

24 THE PROBABL E WORL D M ETHOD

Oneof the mostpowerful tools for breakingciphersis the useof probable
words.The probablewordsmay be words or phrasesexpectedin the par-
ticular messagedueto its source,or they maymerelybecommonwordsor
syllableswhichoccurin any text in thelanguage,suchasthe, and,tion, that,
andthelike in English.

In general,the probableword methodis usedas follows: Assuminga
probableword to beat somepoint in theclear, thekey or a partof thekey is
determined.This is usedto decipherotherpartsof thecryptogramandpro-
videaconsistency test.If theotherpartscomeoutin theclear, theassumption
is justi�ed.

Therearefew of theclassicaltypeciphersthatuseasmallkey andcanre-
sistlongunderaprobablewordanalysis.Fromaconsiderationof thismethod
we canframea testof cipherswhich might becalledtheacidtest.It applies
only to cipherswith a small key (lessthan,say, 50 decimaldigits), applied
to naturallanguages,andnot usingtheidealmethodof gainingsecrecy. The
acid testis this: How dif�cult is it to determinethekey or a partof thekey
knowing a small sampleof messageand correspondingcryptogram?Any
systemin which this is easycannotbeveryresistant,for thecryptanalystcan
alwaysmake useof probablewords,combinedwith trial anderror, until a
consistentsolutionis obtained.

Theconditionson thesizeof thekey make theamountof trial anderror
small, and the condition about ideal systemsis necessary, sincetheseau-
tomatically give consistency checks.The existenceof probablewords and
phrasesis impliedby theassumptionof naturallanguages.

Note that the requirementof dif�cult solutionundertheseconditionsis
not, by itself, contradictoryto the requirementsthat encipheringanddeci-
pheringbe simple processes.Using functional notationwe have for enci-
phering

E = f (K ; M )

andfor deciphering
M = g(K ; E)
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Both of thesemaybesimpleoperationson their argumentswithout thethird
equation

K = h(M ; E)

beingsimple.
We mayalsopoint out that in investigatinga new typeof cipheringsys-

tem oneof the bestmethodsof attackis to considerhow the key could be
determinedif asuf�cient amountof M andE weregiven.

Theprincipleof confusioncanbe(andmustbe)usedto createdif�culties
for the cryptanalystusing probableword techniques.Given (or assuming)
M = m1; m2; � � � ; ms andE = e1; e2; � � � ; es, the cryptanalystcansetup
equationsfor thedifferentkey elementsk1; k2; � � � ; kr (namelytheencipher-
ing equations).

e1 = f 1(m1; m2; � � � ; ms; k1; � � � ; kr )
e1 = f 2(m1; m2; � � � ; ms; k1; � � � ; kr )

:
:
:
:

e1 = f s(m1; m2; � � � ; ms; k1; � � � ; kr )

All is known,weassume,excepttheki . Eachof theseequationsshouldthere-
fore becomplex in theki , andinvolve many of them.Otherwisetheenemy
cansolve thesimpleonesandthenthemorecomplex onesby substitution.

From the point of view of increasingconfusion,it is desirableto have
thef i involve severalmi , especiallyif thesearenot adjacentandhenceless
correlated.This introducestheundesirablefeatureof errorpropagation,how-
ever, for theneachei will generallyaffect severalmi in deciphering,andan
errorwill spreadto all these.

We concludethatmuchof thekey shouldbeusedin aninvolvedmanner
in obtainingany cryptogramletter from themessageto keepthework char-
acteristichigh.Furtheradependenceonseveraluncorrelatedm i is desirable,
if somepropagationof errorcanbe tolerated.We areled by all threeof the
argumentsof thesesectionsto consider“mixing transformations”.

25 M I X I NG TRANSFORM ATI ONS

A notion that hasproved valuablein certainbranchesof probability theory
is theconceptof a mixingtransformation. Supposewe have a probabilityor
measurespace
 anda measurepreservingtransformationF of the space
into itself, that is, a transformationsuchthat the measureof a transformed

711



regionF R is equalto themeasureof theinitial regionR. Thetransformation
is calledmixing if for any function de�ned over the spaceandany region
R the integral of the function over the region RnR approaches,asn! 1 ,
theintegral of thefunctionover theentirespace
 multipliedby thevolume
of R. This meansthat any initial region R is mixed with uniform density
throughouttheentirespaceif F is appliedalargenumberof times.In general,
F nR becomesa region consistingof a largenumberof thin �laments spread
throughout
 . As n increasesthe �laments become�ner andtheir density
moreconstant.

A mixing transformationin this precisesensecanoccuronly in a space
with an in�nite numberof points,for in a �nite point spacethe transforma-
tion mustbeperiodic.Speakingloosely, however, we canthink of a mixing
transformationas onewhich distributesany reasonablycohesive region in
the spacefairly uniformly over the entirespace.If the �rst region could be
describedin simpleterms,thesecondwould requireverycomplex ones.

In cryptographywecanthink of all thepossiblemessagesof lengthN as
the space
 andthe high probability messagesasthe region R. This latter
grouphasa certainfairly simplestatisticalstructure.If amixing transforma-
tion wereapplied,the high probability messageswould be scatteredevenly
throughoutthespace.

Goodmixing transformationsareoften formedby repeatedproductsof
two simplenon-commutingoperations.Hopf13 hasshown, for example,that
pastrydoughcanbemixedby sucha sequenceof operations.Thedoughis
�rst rolled out into a thin slab,thenfoldedover, thenrolled, andthe folded
again,etc.

In agoodmixing transformationof aspacewith naturalcoordinates
X 1; X 2; � � � ; X S thepointX i is carriedby thetransformationinto apointX 0

i ,
with

X 0
i = f 1(X 1; X 2; � � � ; X S) i = 1; 2; � � � ; S

andthe functionsf i arecomplicated,involving all thevariablesin a “sensi-
tive” way. A smallvariationof any one,X 3, say, changesall theX 0

i consider-
ably. If X i passesthroughits rangeof possiblevariationthepoint X 0

i traces
a longwindingpatharoundthespace.

Variousmethodsof mixing applicableto statisticalsequencesof thetype
foundin naturallanguagescanbedevised.Onewhich looksfairly goodis to
follow a preliminarytranspositionby a sequenceof alternatingsubstitutions
and simple linear operations,addingadjacentlettersmod 26 for example.
Thuswemight take

13 E.Hopf, ªOnCausality, StatisticsandProbability,º Journalof Math.andPhysics, v. 13,pp.51-102,
1934.
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F = LSLSLT

whereT is a transposition,L is a linearoperation,andS is a substitution.

26 CI PHERS OF THE TYPE TkF Sj

Supposethat F is a goodmixing transformationthat canbe appliedto se-
quencesof letters,andthatTk andSj areany two simplefamiliesof transfor-
mations,i.e., two simpleciphers,which maybe thesame.For concreteness
wemaythink of themasbothsimplesubstitutions.

It appearsthat thecipherTF S will bea very goodsecrecy systemfrom
thestandpointof its work characteristic.In the�rst placeit is clearonreview-
ing ourargumentsaboutstatisticalmethodsthatnosimplestatisticswill give
informationaboutthekey—any signi�cant statisticderivedfrom E mustbe
of a highly involvedandvery sensitive type—theredundancy hasbeenboth
diffusedandconfusedby themixing transformationF . Also probablewords
leadto a complex systemof equationsinvolving all partsof the key (when
themix is good),which mustbesolvedsimultaneously.

It is interestingto notethat if thecipherT is omittedtheremainingsys-
tem is similar to S andthusno stronger. The enemymerely“unmixes” the
cryptogramby applicationof F � 1 andthensolves.If S is omittedtheremain-
ing systemis muchstrongerthanT alonewhenthemix is good,but still not
comparableto TF S.

The basicprinciple hereof simpleciphersseparatedby a mixing trans-
formationcanof coursebeextended.For exampleonecoulduse

TkF1Sj F2Ri

with two mixesandthreesimpleciphers.Onecanalsosimplify by usingthe
sameciphers,andeven the samekeys aswell asthe samemixing transfor-
mations.Thismight well simplify themechanizationof suchsystems.

The mixing transformationwhich separatesthe two (or more) appear-
ancesof thekey actsasa kind of barrierfor theenemy—itis easyto carrya
known elementoverthisbarrierbut anunknown (thekey) doesnotgoeasily.

By supplyingtwo setsof unknowns,thekey for S andthekey for T, and
separatingthem by the mixing transformationF we have “entangled”the
unknownstogetherin away thatmakessolutionverydif�cult.

Althoughsystemsconstructedon this principlewould beextremelysafe
they possessonegravedisadvantage.If themix is goodthenthepropagation
of errorsis bad.A transmissionerrorof oneletterwill affect several letters
on deciphering.
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27 I NCOM PATI BI L I TY OF THE CRI TERI A FOR GOOD

SYSTEM S
The� ve criteria for goodsecrecy systemsgivenin section5 appearto have
acertainincompatibilitywhenappliedto anaturallanguagewith its compli-
catedstatisticalstructure.With arti�cial languageshaving asimplestatistical
structureit is possibleto satisfyall requirementssimultaneously, by meansof
theidealtypeciphers.In naturallanguagesa compromisemustbemadeand
thevaluationsbalancedagainstoneanotherwith aview towardtheparticular
application.

If any oneof the � ve criteria is dropped,the otherfour canbe satis�ed
fairly well, asthefollowing exampleshow:

1. If we omit the �rst requirement(amountof secrecy) any simplecipher
suchassimplesubstitutionwill do. In the extremecaseof omitting this
conditioncompletely, nocipheratall is requiredandonesendstheclear!

2. If thesizeof thekey is not limited theVernamsystemcanbeused.
3. If complexity of operationis not limited, variousextremelycomplicated

typesof encipheringprocesscanbeused.
4. If we omit thepropagationof error condition,systemsof the typeTF S

wouldbeverygood,althoughsomewhatcomplicated.
5. If we allow large expansionof message,varioussystemsareeasilyde-

visedwherethe“correct” messageis mixedwith many “incorrect” ones
(misinformation).Thekey determineswhichof theseis correct.

A very roughargumentfor theincompatibilityof the� veconditionsmay
begivenasfollows: Fromcondition5, secrecy systemessentiallyasstudied
in this papermustbe used;i.e., no greatuseof nulls, etc.Perfectandideal
systemsareexcludedby condition2 andby 3 and4, respectively. Thehigh
secrecy requiredby 1 mustthencomefrom a high work characteristic,not
from a high equivocationcharacteristic.If key is small, the systemsimple,
andtheerrorsdo not propagate,probablewordmethodswill generallysolve
thesystemfairly easilysincewethenhaveafairly simplesystemof equations
for thekey.

This reasoningis too vagueto beconclusive,but thegeneralideaseems
quite reasonable.Perhapsif the variouscriteria could be given quantitative
signi�cance, somesort of an exchangeequationcould be found involving
themandgiving thebestphysicallycompatiblesetsof values.Thetwo most
dif�cult to measurenumericallyare the complexity of operations,and the
complexity of statisticalstructureof thelanguage.

APPENDIX
Proofof Theorem3

Selectany messageM 1 andgrouptogetherall cryptogramsthat canbe
obtainedfrom M 1 by any encipheringoperationTi . Let this classof crypto-
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gramsbe C0
1. Group with M 1 all messagesthat can be obtainedfrom M 1

by T � 1
i Tj M1, andcall this classC1. The sameC0

1 would be obtainedif we
startedwith any otherM in C1 since

TsT � 1
j Ti M1 = TlM1:

Similarly thesameC1 wouldbeobtained.
ChoosinganM not in C1 (if any suchexist) we constructC2 andC0

2 in
thesameway. Continuingin this mannerwe obtaintheresidueclasseswith
properties(1) and(2). Let M 1 andM 2 bein C1 andsuppose

M2 = T1T � 1
2 M1:

If E1 is in C0
1 andcanbeobtainedfrom M 1 by

E1 = T� M1 = T� M1 = � � � = T� M1;

then

E1 = T� T � 1
2 T1M2 = T� T � 1

2 T1M2 = � � �

= T� M2 = T� M2 � � �

ThuseachM i in C1 transformsinto E1 by thesamenumberof keys.Similarly
eachE i in C0

1 is obtainedfrom any M in C1 by thesamenumberof keys. It
follows that this numberof keys is a divisor of thetotal numberof keys and
hencewehaveproperties(3) and(4).
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